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BACKGROUND

Contract Specialist completed a price evaluation. This action was done in accordance with RFQ Sections

Per RFQ Section 2.5.5, vendors were notified that ICE may utilize one or more of the following methods to

+ Comparison/Analysis to historical prices.

are correctly calculated and 3) prices/discounts are presented in the adequate format. Lastly, as partofthe
price evaluation, the RFQ indicated that the Government would evaluate the extension period authorized by

evaluation under the RFQ, the Quoters total price for the BPA included the Base Period, all Option Periods,
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July 20, 2018 

l(b)(6); (b)(7)(C) 

Contract Specialist 

OAQ/IOSD 

U.S. Department of Homeland Security (OHS) 
Office of1he Acquisition Management (OAQ) 

lnvestigalions cmd Operations Support Dallas (IOSD) 
7701 N. Stemmons Freeway, Suite 300. Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

Subject: Price Evaluation for Request For Quote (RFQ) 70CMSD18Q00000016 

BACKGROUND 

The Immigration and Customs Enforcement (ICE), Office of Acquisition Management (OAQ) received 
eight (8) quotes in response to Request For Quote (RFQ) 70CMSD18F00000016 titled "Visa Lifecycle 
Vetting Initiative Support Services". To determine whether each contained a fair and reasonable price, the 
Contract Specialist completed a price evaluation. This action was done in accordance with RFQ Sections 
2.5.5 - Evaluation Factor 4 Price, 2.5.6- Reasonableness and Realism, and 2.5.7 - Completeness. The RFQ 
stated that the price quotes would not be rated adjectivally, but would be evaluated with respect to 
reasonableness and completeness based on information submitted in the Quoter's price quote, including the 
completion of Attachment 2 - BPA Pricing Template. 

Per RFQ Section 2.5.5, vendors were notified that ICE may utilize one or more of the following methods to 
evaluate price: 

• Comparison to other quotes received. 
• Comparison and/or analysis based on Independent Government Cost Estimate. 
• Comparison/ Analysis to historical prices. 
• Comparison with competitive published price lists. 

Quoters were also informed that the Government's price evaluation would assess the accuracy and 
completeness of the quotation, which would involve verification that: 1) all line items are priced, 2) figures 
are con-ectly calculated and 3) prices/discounts are presented in the adequate format. Lastly, as part of the 
price evaluation, the RFQ indicated that the Government would evaluate the extension period authorized by 
Federal Acquisition Regulation (FAR) 52.217-8, "Option to Extend Services." Thus, for the purposes of 
evaluation under the RFQ, the Quoter's total price for the BPA included the Base Period, all Option Periods, 
and the FAR 52.217-8 Extension Period. The pricing for evaluation of FAR 52.217-8 was derived by dividing 
the total amount of Option Period 4 by a factor of two (2). 

1 
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REASONABLENESS DETERMINATION 

The Contracting Officer has determined the pricing submitted by all Quoters to be fair and reasonable. The basis 
for this determination is adequate price competition in conjunction with the analysis above. 

(b)(6); (b)(?)(C) 

Date 
Con\i:acting Officer 

2022-ICLl-00038 889 



Protest 8416734.1
AR Tab 13 Supplemental Conicacing Offcr Statementof Fats
Subjct io GAO Proecive Order
Page 1017

Contracting Officer's Supplemental Statement of Relevant Facts

From: FTOoniracting Officer
Re: GAO Protest B416734.1

Solicitation: Request for Quote (RFQ) 70CMSDISQ00000016 for Blanket Purchase
Agreement (BPA) 70CMSDISA00000003, Awarded to SRA Intemational, Inc. on August
16,2018,

1. 1am a Contracting Officer for the U.S. Department of Homeland Security (DHS),
Immigration and Customs Enforcement (ICE), Officeof Acquisition Management (OAQ), in
Dallas, TX. Iam the Contracting Officer that released solicitation 70CMSDISA00000016
and awarded Blanket Purchase Agreement (BPA) 70CMSDISA00000003.

2. This requirement isfor a contractor to provide support services to the Department of
Homeland Security (DHS), Homeland Security Investigations (HSI), National Security
Investigations Division (NSID) for the Visa Lifecycle Vetting Initiative (VLVI). ICE
initiated the VLVI to streamline and centralize the current manual vetting process for its Visa
Security Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU)
programs under NSID. The contractor will provide personnel who will collect, research, and
analyze data, populate data in various law enforcement databases, and work with other
‘government agencies. The contractor will also conduct daily visa applicant and visa overstay
screening and vetting operations utilizing various unclassified and classified databases, tools
and intelligence gathering efforts, including but not limited to DHS databases, partner agency
and intelligence community holdings, and commercially available open source indices.

SUPPLEMENTAL PROTEST GROUNDS

1
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(b)(4) 

Contracting Officer's Supplemental Statement of Relevant Facts 

From: l(b)(5); (b)(?)(C) , , rontracting Officer 

Re: GAO Protest B-416734.1 

Solicitation: Request for Quote (RFQ) 70CMSD 18Q000000 16 for Blanket Purchase 
Agreement (BPA) 70CMSD18A00000003, Awarded to SRA International, Inc. on August 
16, 2018. 

1. I am a Contracting Officer for the U.S. Department of Homeland Security (DHS), 
Immigration and Customs Enforcement (ICE), Office of Acquisition Management (OAQ), in 
Dallas, TX. I am the Contracting Officer that released solicitation 70CMSD18A00000016 
and awarded Blanket Purchase Agreement (BPA) 70CMSD18A00000003. 

2. This requirement is for a contractor to provide support services to the Department of 
Homeland Security (DHS), Homeland Security Investigations (HSI), National Security 
Investigations Division (NSID) for the Visa Lifecycle Vetting Initiative (VLVI). ICE 
initiated the VL VI to streamline and centralize the current manual vetting process for its Visa 
Security Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) 
programs under NSID. The contractor will provide personnel who will collect, research, and 
analyze data, populate data in various law enforcement databases, and work with other 
government agencies. The contractor will also conduct daily visa applicant and visa overstay 
screening and vetting operations utilizing various unclassified and classified databases, tools 
and intelligence gathering effo11s, including but not limited to DHS databases, partner agency 
and intelligence community holdings, and commercially available open source indices. 

SUPPLEMENTAL PROTEST GROUNDS 
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22. Point of contact is the undersigned at (214) 90 )~!)~lie\ 
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I 
,.,,ontractmg Utt1cer 
U.S. Immigration and Customs Enforcement 
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A Leading Provider of Integrated Global Mission Services

Visa Lifecycle Vetting Initiative

(VLVI) Support Services
RFQ No: 70CMSD18Q00000016

7112018

Volume III - Corporate Experience

HAITI. Shia
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This proposal includes data that shall not be disclosed outside of the Government and shall not be duplicated, used, or disclosed 
- in whole or in part - for any purpose other than to evaluate this proposal or quotation. If, however, a contract is awarded to 
this offeror or quoter as a result of - or in connection with - the submission of this data, the Government shall have the right to 
duplicate, use, or disclose the data to the extent provided in the resulting contract. This restriction does not limit the 
Government's right to use information contained in this data if it is obtained from another source without restriction. The data 
subject to this restriction are contained in all sheets of this proposal. 
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2.0 CITATION #1 [RFQ 1.3.6, 1.3.6.1, 2.4, 2.5.1]- VISA SUPPORT SERVICES 
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I declare under penaltyofperjury that the foregoing is true and correct. Executed this day of

October 16, 2018.

Signature
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I declare under penalty of perjury that the foregoing is true and correct. Executed this day of 

October 16, 2018. 

rb )(6 ); (b )(7)(C) 

Signature 
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HTGSLAW, Comptroller Genoral
Washington, DC 20648 of the United States

B-416734

November 27, 2018

The Honorable Kirstien Nielsen
Secretary of Homeland Security

Dear Madam Secretary.

20224CLI-00038 906

GAO U.S. GOVERNMENT ACCOUNTABILITY OFFICE 
441 G St. N.W. 
Washington, DC 20548 

B-416734 

November 27, 2018 

The Honorable Kirstjen Nielsen 
Secretary of Homeland Security 

. Dear Madam Secretary: 
b)(5); (b)(4) 

2022-ICLl-00038 906 

Comptroller General 
of the United States 



Sincerely yours,

Thomas H. w dllily
General Counsel

Enclosure |

B416734

20224CLI-00038 907

Sincerely yours, 

Thomas H. Armstrong 
General Counsel 

Enclosure 

B-416734 

2022-ICLl-00038 907 



TE Tr
GAO U.S. GOVERNMENT ACCOUNTABILITY OFFICE 
441 G St. N.W. 
Washington, DC 20548 

(b)(5); (b)(4) 

2022-ICLl-00038 908 

Comptroller General 
of the United States 
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b)(4); (b)(5) 

Page 2 NOT FOR PUBLIC DISTRIBUTION 

2022-ICLl-00038 909 

B-416734 
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b)(4); (b)(5) 

Page 3 NOT FOR PUBLIC DISTRIBUTION 

2022-ICLl-00038 910 

B-416734 
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2022:1CL100038 911

(b)(5); (b)(4) 

Page 4 NOT FOR PUBLIC DISTRIBUTION 

2022-ICLl-00038 911 

B-416734 
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2022CLI00038 912

b)(4); (b)(5) 

Page 5 NOT FOR PUBLIC DISTRIBUTION 

2022-ICLl-00038 912 

B-416734 
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2022CLI00038 913

(b)(6); (b)(?)(C) 

Page 6 NOT FOR PUBLIC DISTRIBUTION 

2022-ICLl-00038 913 

B-416734 
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2022CLI00038 914.

b)(4); (b)(5) 

Page 7 NOT FOR PUBLIC DISTRIBUTION 

2022-ICLl-00038 914 

B-416734 



Thomas H. Armstrong
General Counsel

Pages NOT FOR PUBLIC DISTRIBUTION B416734

202201100038 915

b)(4); (b)(5) 

Thomas H. Armstrong 
General Counsel 

Page 8 NOT FOR PUBLIC DISTRIBUTION 
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REVISED AWARD SUMMARY AND DECISION DOCUMENT
MEMORANDUM

PROJECT TITLE: Visa Lifecycle Vetting Initiative
PROGRAM OFFICE: Homeland Security Investigations (HSI, Natfonal Security

Investigation Division (NSID), Visa Security Program (VSP)
and Counter-Terrorism and Criminal Exploitation Unit

(CTCEU)

PROCUREMENT oFoY ®X7ICY 0OAQ. Contracting Officer
PARTICIPANTS AQ. Contract Specialist

CTCEU, TET Chairperson

CTCEU, TET Member
SP. TET Member

REQUISITION NUMBER: 192118VHQSEVP0031

A. Background

Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 1 of 13

2022:40L1000% 916

REVISED AW ARD SUMMARY AND DECISION DOCUMENT 
MEMORANDUM 

PROJECT TITLE: 

PROGRAM OFFICE: 

PROCUREMENT 
PARTICIPANTS 

REQUISITION NUMBER: 

A. Background 

(b)(S) 

Visa Lifecycle Vetting Initiative 

Homeland Security Investigations (HSI), National Security 
Investigation Division (NSID), Visa Security Program (VSP) 
and Counter-Terrorism and Criminal Exploitation Unit 
(CTCEU) 

b)(6); (b)(?)(C) OAQ, Contracting Officer 
AQ, Contract Specialist 

.,,(===b):::;;(6)=; (==b)('='1)==cc=) ====.I CTCEU, TET Chairperson 

.,,..,=;fb=l/6===l: ::::::::/bl===i7::::::::l/C=l =·=~~C_T_C_E_U....;, TET Member 
f ~b_)(6_);_(b)_(7_)(C_l ____ ~~SP, TET Member 

192118VHQSEVP0031 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 1 of 13 

2022-ICLl-00038 916 



“The summary results of the evaluation are listed in the table on the next page.

Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 20f 13

20224CLI-00038 917

(b )(5) 

The summary results of the evaluation are listed in the table on the next page. 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 2 of 13 

2022-ICLl-00038 917 



REVISED AWARD SUMMARY AND DECISION DOCUMENT

MEMORANDUM

Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 3of 13

2022CLI-00038 918

b)(4) 

REVISED AW ARD SUMMARY AND DECISION DOCUMENT 
MEMORANDUM 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 3 of 13 

2022-ICLl-00038 918 



Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Paged of 13

20224CLI-00038 919

b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 4 of 13 
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page Sof 13

20224CLI-00038 920

(b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 5 of 13 
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 6 of 13

20224CLI-00038 921

(b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 6 of 13 
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page7 of 13

20224CLI-00038 922

(b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 7 of 13 

2022-ICLl-00038 922 



Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page8 of 13

20224CLI-00038 923

b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 8 of 13 

2022-ICLl-00038 923 



Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page9 of 13

20224CLI-00038 924

b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 9 of 13 

2022-ICLl-00038 924 



Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 10 0f 13

20224CLI-00038 925

b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 10 of 13 
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 110f 13

20224CLI-00038 926

(b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 11 of 13 
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 120f 13

20224CLI-00038 927

b)(4) 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 12 of 13 
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C. Selection Decision

After re-evaluation of the eight (8) quotes, I determine that SRA’ quote represents the best value to
the Government for this requirement and is hereby awarded Blanket Purchase Agreement number
70CMSDISA00000003 for their quote submitted in response to solicitation
70CMSDISQU0000016.

[Freee
Contracting Officer Dae

References -

1. Factors 1 and 2 Consensus Report
2. Factor 3 Consensus Report
3. Revised Factor 3 Consensus Report
4. Price Evaluation
5. RFQ Letter A000001

Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 130f 13

20224CLI-00038 928

C. Selection Decision 

After re-evaluation of the eight (8) quotes, I determine that SRA's quote represents the best value to 
the Government for this requirement and is hereby awarded Blanket Purchase Agreement number 
70CMSD18A00000003 for their quote submitted in response to solicitation 
70CMSD 18Q000000 16. 

(b)(6); (b)(7)(C) 

Contracting Officer Date 

References -

1. Factors 1 and 2 Consensus Report 
2. Factor 3 Consensus Report 
3. Revised Factor 3 Consensus Report 
4. Price Evaluation 
5. RFQ Letter A00000l 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 13 of 13 
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C. Selection Decision

After re-evaluationofthe eight (8) quotes, | maintain that SRA’s quote sill represents the best
value to the Government for this requirement and is hereby awarded Blanket Purchase Agreement
number 70CMSDISA00000003 for their quote submitted in response to solicitation
70CMSDISQ00000016.

11/20/2018
‘ontracting Officer Date

References-

1. Revised Factor 3 Consensus Report

Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 120f 12

20224CLI-00038 929

C. Selection Decision 

After re-evaluation of the eight (8) quotes, I maintain that SRA's quote still represents the best 
value to the Government for this requirement and is hereby awarded Blanket Purchase Agreement 
number 70CMSD 18A00000003 for their quote submitted in response to solicitation 
70CMSD l 8QOOOOOO 16. 

11/29/2018 

l._(b-)(
6
_l;_(b-)(_

7
l_(c_) __ __,ponn·acting Officer Date 

References -

1. Revised Factor 3 Consensus Report 

Source Selection Sensitive in accordance with FAR 2.101 and 3.104 
Page 12 of 12 

2022-ICLl-00038 929 



CONTRACT ACTION REVIEW (CAR)

re reer:ERREES |ramon| 7oomsommomoons |HEA BEQE
Somme wrausa——| Review SSDM Revised Per GAO Recommended |

CONTRACTING OFFICER REVIEW

Page 4: Para 1 Sentence 3 - Recommend Legal wants to highlight the fact that the JABP
inserting "all" before "cleared personnel”. does not reach ALL staff. Hence, is why the word

|Throughout the paragraph, insert "all" before all is in the second sentence and not in subsequent
cleared staff to be consistent with sentence two. sentences.

Nothing additional per 12/18/18 review. A2

oY) BC) [Jwoa  [poono

[feoct commene|
a—[Jose commen |
[smo omens|

=1]
— Fags or

a0zicu000s8 530

CONTRACT ACTION REVIEW (CAR) 
DATE SUBMITTED CONTRACT/ORDER NO. 

LIST ANY SUPPORTING DOCUMENTS THAT SHOULD BE UPLOADED IN THE 

11/29/2018 70CMSD18A00000003 
FILE PER THIS ACTION AND ARE NOT SPECIFIED ON THE FILE CHECKLIST 

Review SSDM Revised Per GAO Recommended MODIFICATION# RFQ/RFP NO. 

Corrective Action 

CONTRACTING OFFICER REVIEW 
CONTRACTING OFFICER REVIEW COMMENTS CONTRACT SPECIALIST COMMENT RESOLUTION 

Page 4: Para 1 Sentence 3 - Recommend Legal wants to highlight the fact that the JABP 
inserting "all" before "cleared personnel". does not reach ALL staff. Hence, is why the word 
Throughout the paragraph, insert "all" before all is in the second sentence and not in subsequent 
cleared staff to be consistent with sentence two. sentences. 

Nothing additional per 12/18/18 review. A2 

** LEVEL TWO REVIEWER (Printed name and position) Required if> $500,000 SIGNATURE 

(b)(6); (b)(7)(C) Approved (b)(6); (b)(7)(C) 

..... Approved - See Comments 

Not Approved - See Comments 
-

*u lion) 

II' Approved 

Approved - See Comments 

Not Approved - See Comments 

CONTRACT SPECIALIST (Printed name) 

l(b)(6); (b)(7)(C) 

I 
(b)(6); (b)(7)(C) 

Version 2 5/2017 Page_of_ 

2022-ICLl-00038 930 



CONTRACT ACTION REVIEW (CAR) co:

Venioa 252017 Pageof_
20224CL1-00038 831

CONTRACT ACTION REVIEW (CAR) CONT. 

CONTRACTING OFFICER REVIEW COMMENTS CONTRACT SPECIALIST COMMENT RESOLUTION 

Version 2 5/2017 Page_of_ 

2022-ICLl-00038 931 



Bo yomArE TeEE...

Please find attached my edits and comment in track-changes format. [Providedyou acceptall
proposededits and addressthecommentconcerning the references, | have no legal objection.

”
fr apis
Desk: (214) 905 F ]
Email {POOice dhs gov

‘This communication and any’ ents may contain confidential ag Sensitive attorney/client

privileged information or attorney work pr ind/or lay fcement sensitive information. Itis

recipient. Please notify the sender if. mail has been misdirect ediately destroy all

for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of
Information Act, 5 USC §§ 552(b)(S), (b)(7).

z fo

wsicusons 0

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

(b)(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 

FW: Revised VLVI SSDM 
Friday, December 14, 2018 3:23:43 PM 
Corrective Action SSDM V5 Mark Up.docx 
Corrective Action SSDM V5 Mark Uo/caldl docx 

Please find attached my edits and comment in track-changes format. Provided you acceRt all 

proposed edits and address the comment concerning the references, I have no legal objection. 

Let me know if there is anything you wish to discuss. 

Thanks. 

V/r, 
b)(6); (b)(7)(C) 

Associate Legal Advisor 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

Department of Homeland Security 
Desk: (214) 905-(b)(G); 

Email: (b)(G); (b)(?)(C) ice.dhs.gov 

*** Wa ~-"'-~1·"rney/Client Privilege*** Attorney Work Product*** 

This communication a contain confide • 

privileged information or 

not for release, review, r 

recipient. Please notify 

e information. It is 

an the intended 

originals and copies. Furt ore do not print, copy, re-transmit, disseminate, or ~="·"ise use this 

information. A sclosure of this communication or its attachments must be approved by the 

Offi e Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This document is 

for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC§§ 552(b)(5), (b)(7). 

From:l(b)(6); (b)(7)(C) I 
Sent: Friday, December 14, 2018 11:55 AM 

Tcoc j(bl(6); (b)(?)(C) lce.dhs.gov> 

~~. --------------~ ice.d hs.gov> 
Subject: Revised VLVI SSDM 

· b)(6); 
Hi b)(7)(C) 

We have revised the SSDM per our conversation. I included comment bubbles to highlight exactly 

what I changed. Let us know if this is legally sufficient. 

2022-ICLl-00038 932 



2022CLI00038 933

b)(5); WIF Draft 
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Source Selection Sensitive insccondancs with FAR 2.101 and 3.104
Page 2013

2022CLI00038 934

(b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 2 ofl3 
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b)(5); WIF Draft 

age o 
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Source Selection Sensitive insccondancs with FAR 2.101 and 3.104
Pagedor 13

20221CLI-00038 936

b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 4 ofl3 
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Source Selection Sensitive in sccordancs with FAR 2.101 and 3.104
PageSor 13

20221CLI00038 937

(b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page S ofl3 
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Source Selection Sensitive insccordancs with FAR 2.101 and 3.104
Page6or 1

2022CLI-00038 938

b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 6 ofl3 
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Source Selection Sensitive insccordancs with FAR 2.101 and 3.104
PageTor13

20221CLI-00038 939

b)(S); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 7 ofl3 
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Source Selection Sensitive insccondancs with FAR 2.101 and 3.104
Pagesor 13

20221CLI-00038 940

b)(S); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 8 ofl3 
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TWO

|

|

Source Selection Sensitive in sccordancs with FAR 2.101 nd 3.104
Pageoor 1

2022:1CLI00038 941

b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 9 ofl3 
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Source Selection Sensitive in sccondancs with FAR 2.101 and 3.104
Page 10013

20221CLI00038 942

b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 10 of13 
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Source Selection Semiive im sccordancs with FAR 2.101 nd 3.104
Page 11 of 13

2022CLI00038 943

b)(S); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 11 of 13 
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C. Selection Decision

Source Selection Sensitive in sccondance with FAR 2.101 and 3.104
Page 12013

2022CL1-00038 944.

(b)(5); WIF Draft 

C. Selection Decision 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 12 of13 
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Source Selection Sensitive in sccondance with FAR 2.101 and 3.104
Page 13013

20221CLI-00038 945

(b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 13 of 13 
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I 

(b)(5); WIF Draft 

2022-ICLl-00038 946 



Source Selection Sensitive insccondancs with FAR 2.101 and 3.104
Page20r13

20221CLI-00038 947

(b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 2 ofl3 
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2022CLI-00038 948

I (b)(5); WIF Dmfl 

D 
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(b)(5); WIF Draft 

2022-ICLl-00038 949 
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b)(S); WIF Draft 
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(b)(S); WIF Draft 

2022-ICLl-00038 951 
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b)(5); WIF Draft 

2022-ICLl-00038 952 
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20221CLI-00038 953

b)(5); WIF Draft 

] 
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b)(5); WIF Draft 
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(b)(5); WIF Draft 
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b)(5); WIF Draft 
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I b)(5); WIF Draft 
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Source Selection Sensitive in sccondance with FAR 2.101 and 3.104
Page 13013

20221CLI-00038 958

(b)(5); WIF Draft 

Source Selection Sensitive in accordance with FAR 2. IO I and 3. I 04 
Page 13 of 13 
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Thanks,

Investigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE| OfficeofAcquisition Management (OAQ)
Phone 214.90

Email: [rene Pies gov

Have no fear ofperfection. You'll never reach it. -Salvador Dali

20224CLI-00038 959

Thanks, 

l(b)(6); (b)(7)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Ac uisition Management (OAQ) 
Phone 214-90 (b)(5); (b)(?)(C) 

Email: (b)(6); (b)(7)(C) 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 959 



i ETE
=er ECAoe ec p— 812STTv —"=

lustwantedyoutoknowthattheFOG hasseenthisandtheydon'thaveanyproblem and are

aparecatve that we sent to then toveiew eves thought dict need to go to them 1 ent for
awareness).....so kudo’s to you ladies.

O00Procurement Analyst|
DHs | ICE |OfficeofAcquisition Management (OAQ)| Quality Assurance Divisic \0)

Desk Phone: (102) 72FIT) cel: (202) 732%Jor P-cell: (240)a
emai ice.dhs. gov [MyAWSi every Monday and my teleworkdayis the 2°Fridayof
tepay period

“ “
apyPstidays

FromTET]
Sent: Tuesday, December 18, 2018.12.13PM
WRBeon
CEEJcedmonSubject:RE;VLV Corrective Action

Great thank, ge them ready for FOG review.

Fom{PTETT
Sent: Tuesday, December 18, 2018 11:32 AM

WOO acedhsgov»

Subect: RE: VLV Corectve Acton

HoPoe
just uploaded th revised documents back nto the QAD SharePoint ie. hav also atached then
1othis email for convenience. Let me know fou need anything ese.

Thanks,

20224CL100038 960

From: 
(b)(6); (b)(7)(C) 

To: 
Cc: 
Subject: RE: VLVI Corrective Action 

Date: 
Attachments: 

Wednesday, December 19, 2018 12:12:57 PM 
image001.png 
imaaeoo2 ona 

Just wanted you to know that the FOG has seen this and they don't have any problem and are 

appreciative that we sent it to them to review even though it didn't need to go to them (I sent it for 

awareness) ..... so kudo's to you ladies. 

rb)(6); (b)(7)(C) 

l<b)(6); (b)(7)(C) II Procurement Analyst I 
OHS I ICE I Office of Acquisition Management {OAQ) I • y Assurance Division AD) 

Desk Phone: 202 7 2~ W-Cell: (202) 73 ~(~~(; or P-Cell: (240) 4 \~/\~/;,_, 

Email (b)(
5

); (b)(?)(C) IMy AWS is every Monday and my telework day is the 2nd Friday of 

the pay period. 

From:fb)(6); (b)(7)(C) 

Sent: Tuesday, December 18, 2018 12:13 PM 
rcfbl(6J; (b)(7J(C) k,dhs.gov> 

Cc:l(b)(6); (b)(7)(C) lice .d hs.gov> 

Subject: RE: VLVI Corrective Action 

Great thanks, I'll get them ready for FOG review. 

Froml(b)(6); (b)(7)(C) 

Sent: Tuesday, December 18, 2018 11:32 AM 
T~(bJ(6J; (bJ(7J(Cl l@ice.dhs.gov> 

cq<bJ(6J; (bJ(7J(cJ lice.d hs.gov> 

Subject: RE: VLVI Corrective Action 

(b)(6); 
H (b)(7)(C) 

I just uploaded the revised documents back into the QAD SharePoint site. I have also attached them 

to this email for convenience. Let me know if you need anything else. 

Thanks, 

2022-ICLl-00038 960 



Specialist
DHS | ICE | Office of Acquisition Management (OAQ)DH ICEica

Have no fear of perfection. You'll never reach it. -Salvador Dali

pi
ToFBG eednscor

ronTT]Tre

ror]

A,

Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-90]
Email: POON Igice.dhs.g

Have no fear of perfection. You'll never reach it. -Salvador Dali

pomFETT]

——

l(b)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone b\/6l 
Email: (b)(5); (b)(?)(C) ice.dhs. ov 

i__ ____ _r==='-&=~ 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

Sent: urs ay, ecember 13, 2018 1:20 PM 

To:!(b)(6); (b)(?)(C) lice.dhs.gov> 
Subject: RE: VLVI Corrective Action 

Here is the route sheet I signed it's been uploaded into Sharepoint as well. 

b)(6); (b)(?)(C) 

From: ~----~ 
Sent: Thursday, December 13, 2018 11:00 AM 

To:l(b)( 5); (b)(?)(C) ~ ice.dhs.gov> 
Subject: RE: VLVI Corrective Action 

thanks 

l(b)(6); (b)(?)(C) 

From: ~-----~ 
Sent: Thursday, December 13, 2018 10:58 AM 
Toj(b)(6); (b)(?)(C) f ·d hs.gov> 

Subject: RE: VLVI Corrective Action 

Ok. Will do. 

l(b)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-9Q(b)(6); 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

From: l(b)(6); (b)(?)(C) 

Sent: Thursday, December 13, 2018 9:55 AM 

To:l(b)(6); (b)(?)(C) ru ice.dhs.gov> 

Subject: RE: VLVI Corrective Action 

I'm fine with the edits that have been made thus far. You can add the sentence and upload with a 

final title and I can route on to FOG. 

2022-ICLl-00038 961 



TE BRT
Fromi
‘Sent: Thursday, December 13, 2018 10:50 AM
hg LL— TS

Subject: RE: VLVI Corrective Action

difference places. Do you want me to revise and re-route?

Thanks

Investigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE| Office of Acquisition Management (OAQ)
Phone 214-905P__]
Email: OO00Dice. dhs. go

Have no fear of perfection. You'll never reach it. -Salvador Dali

From:EET]
Sent: Friday, December 7, 2018 951 AM
i —EL
Subject: RE: VLVI Corrective Action

Ok,1 should have it back to you next week Tuesday Wednesday.

[i—
Sent: Friday, December 7, 2018 10:36 AM

Subject: RE: VLVI Corrective Action

Its not urgent. | thinkweare going to possible wait until after the holidays. 1still have to daft the
award notices too and vet those through legal

Investigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE| Office of Acquisition Management (OAQ)
Phone 214-905EL]
Emil
Have no fear of perfection. You'll never reach it. -Salsador Dali

20224CLI-00038 962

(b)(6); (b)(?)(C) 

From ,._ ____ _. 
Sent: Thursday, December 13, 2018 10:50 AM 
Tofbl(B); (b)(?)(C) p ice.d hs.gov> 

CCkb)(6); (b)(?)(C) r> ice.d hs.gov> 
Subject: RE: VLVI Corrective Action 

l(b)(6); 

I'm just following up about the SSDM status. i~ii~i< wants me to add one sentence in a couple of 

difference places. Do you want me to revise and re-route? 

Thanks 

l(b)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905 (b)(6); ~· 

Email: (b)(6); (b)(?)(C) 

Have no fear of perfection You'll never reach it. -Salvador Dali 

From:j(b)(6); (b)(?)(C) 

Sent: Friday, December 7, 2018 9:51 AM 

To~(b)(6); (b)(?)(C) b@ice.dhs.gov> 
Subject: RE: VLVI Corrective Action 

Ok, I should have it back to you next week Tuesday/Wednesday. 

From:fb)(6); (b)(?)(C) 

Sent: Friday, December 7, 2018 10:36 AM 
To: fbl(B); (b)(?)(C) b ice d hs gov> 

Subject: RE: VLVI Corrective Action 

It's not urgent. I think we are going to possible wait until after the holidays. I still have to draft the 

award notices too and vet those through legal. 

l(b)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905¥b)(6); I 
Email: !(b)(6); (b)(?)(C) @ice.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 962 



Pr
peeTR
SETIAD RH?
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Torkcots rest ese, utwest peesandseety hte hens
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ETT Operations Support Daas National Security Suppo |Contact
Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-905-
EmailBOC Jice.dhs.g

Have nofea perfection, ou everest Du
FromPOBO]Tum
WTowen
‘Subject: RE: VLVI Corrective Action

ose,weboth ko tht Clspecian il workwith you gisamy con.

TTT
ToBI Jicednigor
Cc ig 0)

Ta
cana warn]

acum 503

From~(b)(6); (b)(?)(C) 

Sent: Friday, December 7, 2018 9:25 AM 
Tol(b)(5); (b)(?)(C) W ice.dhs.gov> 

Subject: RE: VLVI Corrective Action 

What is your anticipated date for this? Is it urgent? 

Fromfb)(6); (b)(?)(C) 

Sent: Friday, December 7, 2018 9:38 AM 

To:fb)(6); (b)(?)(C) r ice.d hs.goy> 
Su6Ject: RE: VLVI Corrective Action 

Thankl(b)(
5
llrhe QAD is a great resource, but we really appreciate you and secretly hate it when you 

are out of office. 

b)(6); (b)(?)(C) 

nves 1ga 10ns perations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905~ 
EmaiU(b)(5); (b)(?)(C) bice.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

From~(b)(6); (b)(7)(C) 

Sent: Friday, December 7, 2018 8:36 AM 

roj(bl<6>; (b)(?)(C) ~@ice.dhs.gov> 

Subject: RE: VLVI Corrective Action 

No problem, we both know that Dallas is special and I'll work with you guys anyway I can. 

From~(b)(6); (b)(?)(C) 

Sent: Friday, December 7, 2018 9:33 AM 

To:l(b)(6); (b)(7)(C) p ice.d hs.gov> 

Cd(b)(6); (b)(?)(C) Pi ice.d hs.gov> 

Subject: RE: VLVI Corrective Action 

G d M 
. (b)(6); 

oo orntng /bl/7)/C 

2022-ICLl-00038 963 



LesEast aveSSR
vir,

vestigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-0052 |
Email hs.go:

Henan Sones rach nies

FromTETSorTR Re20, AA 5AM
To:PO®MCLe dhsgon>

opree—————.00,TE

pri
Fro]
breeRN
To eons

RE
TET

soi
pre
Daobpertons Spor ats tons Seca Suport [Cont

Specialist

22icLs0008 964

Let me know if you need anything else. Have a great weekend! 

v/r, 

nvestlgat10ns perations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Of • Acquisition Management (OAQ) 
Phone 214-905 (b)(5); 

Email: (b)(6); (b)(7)(C) 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

From:j<b)(6); (b)(7)(C) 

Sent: Thursday, November 29, 2018 8:35 AM 
To: b)(6); (b)(7)(C) 

Cc (b)(6); (b)(7)(C) v> 

Subject: RE: VLVI Corrective Action 

I would just so everyone is aware ..... ! would just note what changed as like a summary so it won't be 

a full blown review. 

l(b)(6); (b)(7)(C) 
Fron! 

Se,,.,..,._:-::1,-UJ.-LL:,;~J<.....1..>..U.J=.u.J.Jo.1.<'-'--'--'-"-'-{ 

To b)(6); (b)(7)(C) 
CcL_ ____________ ...1=...,._,._"""-'-""'-la""-"-v> 

Subject: VLVI Corrective Action 

b)(5) 

Thanks, 

l(b)(6); (b)(7)(C) I 
Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 

2022-ICLl-00038 964 



E05 1E8)fieofpaleo Managemen COA)
Phone214
Ema
Have no fear ofperfection. You'll never reach it. Salvador Dali

20224CLI-00038 965

DHS I ICE I Office of ]cquisition Management (OAQ) 
Phone 2 l 4-9d?!\~!;,~, 
Email: fb><5>; (b)(7)(C) ~ce.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 965 



Date: November 28, 2018

Tor [TP Kection Chief/Contracting Officer
Tnvestigations and Operations Support Dallas (IOSD)
DHS/ICEIOAQ/IOSD

From: |Technical Evaluation Team (TET) Chair
[Technical Evaluator

POOJrechnical Evaluator
DHS/HSUNSID

Subject: Revised TET Consensus Report for 70CMSDISQU0000016

1.0 BACKGROUND

The U.S. Immigration and Customs Enforcement (ICE) Office of Acquisition Management (OAQ) received
eight (8) writien responses to the above referenced Request For Quote (RFQ) entitled, “Visa Lifecycle Vetting
Initiative” A three (3) person TET reviewed Volume II for each vendor and documented supporting
information substantiating the assigned rating for Evaluation Factor 3. The contract was awarded to SRA
International, Inc. on August 17, 2018. ManTech Advanced Systems International, Inc. filed a timely protest
with the Goverment Accountability Office (GAO) on August 24, 2018.

Source Selection Sensitive Information — See FAR 2.101 and 3.104 Page |

20224CLI-00038 966

Date: 

To: 

From: 

Subject: 

November 28, 2018 

l(b)(
5

); (b)(?)(C) ~ection Chief/Contracting Officer 

Investigations and Operations Support Dallas (IOSD) 
DHS/ICE/OAQ/IOSD 

'fbl( 6); (b)(?)(C) I Technical Evaluation Team (TET) Chair 
.::====::::::==:!a:::;-~ 
(b)(6); (b)(7)(C) Technical Evaluator 

(b)(6); (b)(7)(C) echnical Evaluator ~-------~ 
DHS/HSI/NSID 

Revised TET Consensus Report for 70CMSD18Q00000016 

LO BACKGROUND 

The U.S. Immigration and Customs Enforcement (ICE) Office of Acquisition Management (OAQ) received 
eight (8) written responses to the above referenced Request For Quote (RFQ) entitled, "Visa Lifecycle Vetting 
Initiative" A three (3) person TET reviewed Volume II for each vendor and documented supporting 
information substantiating the assigned rating for Evaluation Factor 3. The contract was awarded to SRA 
International, Inc. on August 17, 2018. ManTech Advanced Systems International, Inc. filed a timely protest 
with the Government Accountability Office (GAO) on August 24, 2018. 

(b)(5); (b)(4) 

Source Selection Sensitive Information - See FAR 2.101 and 3.104 Page 1 

2022-ICLl-00038 966 



‘Source Selection Sensitive Information — See FAR 2.101 and 3.104 Page2

20224CLI-00038 967

(b)(4) 

Source Selection Sensitive Information - See FAR 2.101 and 3.104 Page2 

2022-ICLl-00038 967 



‘Source Selection Sensitive Information — See FAR 2.101 and 3.104 Page3

2022:CLI-00038 968

b)(4) 

Source Selection Sensitive Information - See FAR 2.101 and 3.104 Page 3 

2022-ICLl-00038 968 



‘Source Selection Sensitive Information — See FAR 2.101 and 3.104 Paged

20224CLI-00038 969

(b)(4) 

Source Selection Sensitive Information - See FAR 2.101 and 3.104 Page4 

2022-ICLl-00038 969 



Concurrence of TET Members:

‘Source Selection Sensitive Information — See FAR 2.101 and 3.104 Pages

2022:1CLI-00038 970

Concurrence of TET Members: 

Source Selection Sensitive Information - See FAR 2.101 and 3.104 Page 5 

2022-ICLl-00038 970 



ConcareeTTNim:
eT

(asfaors

I/28/20/8w
I)og)>ap—

RT

2022100100038 71

Concurrence orTET Memben: 

(b)(6); (b)(7)(C) 

--------------.J D11.t~ 

'··-- ea.==--·-=== z. __ en azs... a _ .:za... a SUS2222ZS au •--□ZLhS .. !25 

Source Sclcc1io11 Sc11sitivc tnformntion - Sec FAR 2. 101 an~I 3.104 l'agi:6 

2022-ICLl-00038 971 



eTooSuet: EAome: RR —Armmants: ttaotTEnrrraa SevcicanFrEemh etES 0cinmR.

Ireviewed the draft notice letters and have no objections. | provide some track change edits inthe
Sotera, SRA, and Integral letters.

When doyou andBic, ticipate making award?

Thanks.

Resociate Legal Advisor
Office of the Principal Legal Advisor
US. Immigration and Customs Enforcement
Department of Homeland Security
Desk: (214)905FD]
Ea picehgon
+++ Warning ** Attorney/Client rviege *** Attorney Work Product *+*
This comusication an any attachments may contain confidential andor sensitive atosmesTEient
privileged informaTrmecatorney work product and/or law enforcemen. sense formation. lis
not for release, review, retranSvia, dissemination, or use bydane other than the intended
recipient. Please not the sender f this STbhaEGn misdirected and immediately destroy all
originals and copies. Furthermore deTST print,copy, FETramsat, disseminate, or otherwiseuse this
information, Any iscosaTE this communication or its attachmeRE must be approved by the
Officeofthe Principal Legal Advisor, US. Immigration and Customs Enforcement-Thisdocument is
TGF INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freeda
Information Act, 5 USC 88 552(5)5), (5).
From:
Sent: Tuesday, December 18, 2018 9:00AM
ToT ce dhs gov>
LTRe

2022101100038 972

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

(b)(6); 
(b)(7)(C) 

(b)(6); (b)(7)(C) 

FW: VLVI Award Notices 
Tuesday, December 18., 201810:52:10 AM 
Unsuccessful Quoter Notice ManTech.doc 
Unsuccessful Quoter Notice MVM DOC 
Unsuccessful Quoter Notice PAE DOC 
Unsuccessful Quoter Notice Sotera-KeyWCoro.doc 
Successful Quoter Notice SRA.DOC 
Unsuccessful Quoter Notice Amyx v2 doc 
Unsuccessful Quoter Notice Integral doc 
Unsuccessful Quoter Notice lntelliWare.doc 
Unsuccessful Quoter Notice Sotera-KeyWCorp/caldl .doc 
Successful Quoter Notice SRA/cald\ DOC 
Successful Quoter Notice Integral /cald\ doc 

I reviewed the draft notice letters and have no objections. I provide some track-change edits in the 

Setera, SRA, and Integral letters. 

(b)(6); 
When do you and 1h11111r.1 anticipate making award? 

Thanks. 

V/r 
b)(6); (b)(7)(C) 

Associate Legal Advisor 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

Department of Homeland Security 

Desk: (214) 905-£~!\~/;_~, I 
Emaill(b)(G); (b)(?)(C) ~ice.dhs.gov 

***Warning*** Attorney/Client Privilege*** Attorney Work Product*** 

This co ·cation and any attachments may contain confidential and/or sensitive arrr'""'"°' 

privileged informat10 ttorney work product and/or law enforcemen Ive information. It is 

not for release, re • • • nyone other than the intended 

recipient. Please aJP~:Q diately destroy all 

information. Any di e of this communication or its attachments 

, or otherwise use this 

roved by the 

Office rincipal Legal Advisor, U.S. Immigration and Customs Enforcement. 

or INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedo 

Information Act, 5 USC§§ 552(b)(S), (b)(7). 

From: l(b)(6); (b)(7)(C) I 
Sent: Tuesday, December 18, 2018 9:00 AM 

ve.dhs.gov> 
ice.dhs.gov> 

2022-ICLl-00038 972 



Offs of tion MongementUS prime Homeland Security
fhe

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

2251 Corporate Park Drive
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

Sincerely,

Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (I0SD)

2022100100038 973

January 4, 2019 

ys ems International, Inc. 
2251 Corporate Park Drive 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD l 8Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

Dear 
(b)(6); (b)(7)(C) 

(b)(5) 

Sincerely, 

l(b)(6); (b)(7)(C) I 
~------_____,,,... Contracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 973 



Offs of tion MongementUS prime Homeland Security
Dax

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

MVM, Inc.
44620 Guilford Drive, Suite 150
Ashbum, VA 20147

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

Deaf]

20224CL100038 974

January 4, 2019 

j(b)(6); (b)(7)(C) I 
MVM, Inc. 
44620 Guilford Drive, Suite 150 
Ashburn, VA 2014 7 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

(b)(6); 
Dea 1n\/11w1 

(b)(5) 

2022-ICLl-00038 974 



Sincerely,

TTFConmacting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 975

Sincerely, 

lb)(6); (b)(?)(C) I . 
------- Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 975 



Offs of tion MongementUS prime Homeland Security
fhe

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

PAE National Security Solutions, LLC
5160 Lad Land Drive
Fredericksburg, VA 22407

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

2022100100038 976

January 4, 2019 
l(b)(6); (b)(7)(C) 

PAE National Security Solutions, LLC 
5160 Lad Land Drive 
Fredericksburg, VA 22407 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

D 
(b)(6); (b)(7)(C) 

ear 

(b)(5) 

2022-ICLl-00038 976 



Sincerely,

[FCTContracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 977

Sincerely, 

rb)(6); (b)(?)(C) I Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 977 



Offs of tion MongementUS prime Homeland Security
Daa XT

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

Sotera Defense Solutions, Inc.
2121 Cooperative Way, Suite 400
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Requestfor Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

2022100100038 978

January 4, 2019 

rb)(6); (b)(7)(C) 

Sotera Defense Solutions, Inc. 
2121 Cooperative Way, Suite 400 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD l 8Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

Dear (b)(6); (b)(7)(C) 

(b)(5) 

2022-ICLl-00038 978 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

EomJoniores
TETon and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 979

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE oppo1tunities. 

Sincerely, 

ontracting Officer 
-mm--1g-r-at,_10-n-an----.-+-ustoms Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 979 



Offs of tion MongementUS prime Homeland Security
Daa TX72

R@) U.S. Immigration
and Customs

© Enforcement

January 4, 2019

SUBJECT: Noticeof Successful Award: Request For Quote # 70CMSD18Q00000016,
Visa Lifecycle Veting Initiative (VLVI) Support Services

2022100100038 980

January 4, 2019 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice of Successful Award: Request For Quote# 70CMSD18Q00000016, 
Visa Lifecycle Vetting Initiative (VL VI) Support Services 

Dea (b)(6); (b)(7)(Cl 

(b )(5) 

2022-ICLl-00038 980 



Sincerely,

Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (I0SD)

scons

Sincerely, 

rb)(6); (b)(?)(C) 

Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 981 



Offs of tion MongementUS prime Homeland Security
Daa XT

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

Amy. Toc:
1768 Business Center Drive, Suite 300
Reston, VA 20190

SUBJECT: Notice to Unsuccessful Quoter: Requestfor Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

2022100100038 982

January 4, 2019 

(b)(6); (b)(7)(C) 

myx, nc. 
1768 Business Center Drive, Suite 300 
Reston, VA 20190 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

Dear 
(b)(6); (b)(7)(C) 

(b)(S) 

2022-ICLl-00038 982 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

TET BRT
‘ontracting Officer

TgrOn nd Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 983

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE oppo1tunities. 

Sincerely, 

ontracting Officer 
mm1gra 10n an Customs Enforcement 

Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 983 



US prime Homeland Security
Daa XT

R@) U.S. Immigration
).) and Customs
© Enforcement

January 4, 2019

Integral Consulting Services, Inc.
2101 Gather Road, Suite 410
Rockville, MD 20850

SUBJECT: Notice to Unsuccessful Quoter: Requestfor Quote (RFQ)#
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

Dee

2022100100038 984

January 4, 2019 

l(b)(6); (b)(7)(C) I 
Integral Consulting Services, Inc. 
2101 Gather Road, Suite 410 
Rockville, MD 20850 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD l 8Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

(b)(6); 
Dear (b)(7)(C) 

b)(5) 

2022-ICLl-00038 984 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

PTJonacting officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 985

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE oppo1tunities. 

Sincerely, 

fb)(6); (b)(?)(C) ~ 
,...._ _____ ..., ontracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 985 



Offs of tion MongementUS prime Homeland Security
fhe

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

TnielliWare Systems, Inc.
5608 Southpoint Centre Blvd., Suite 100
Fredericksburg, VA 22407

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

2022100100038 986

January 4, 2019 

(b)(6); (b)(7)(C) 

IntelliWare Systems, Inc. 
5608 Southpoint Centre Blvd., Suite 100 
Fredericksburg, VA 22407 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

Dear fbl(6); (b)(?)(C) 

b}(S) 

2022-ICLl-00038 986 



“Thank you again and we look forward to your participation in future ICE opportunities.

Sincerely,

ERT XT mp—Arr
Tmmigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 987

Thank you again and we look forward to your participation in future ICE opportunities. 

Sincerely, 

l(b)(6); (b)(7)(C) ~ 
~-------~ ontracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 987 



Offs of tion MongementUS prime Homeland Security
fhe

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

Sotera Defense Solutions, Inc.
2121 Cooperative Way, Suite 400
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

ETT

|

2022100100038 988

January 4, 2019 

(b)(6); (b)(7)(C) 

Sotera Defense Solutions, Inc. 
2121 Cooperative Way, Suite 400 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD l 8Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

Dear 
b)(6); (b)(7)(C) 

(b)(6); (b)(?)(C) 

2022-ICLl-00038 988 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

PTYoorimcting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 989

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE oppo1tunities. 

Sincerely, 

fb)(6); (b)(7)(C) ~ 
~-----~ ontracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 989 



Offs of tion MongementUS primeHomelandSecurityTHSo

R@) U.S. Immigration
and Customs

© Enforcement

January 4, 2019

SUBJECT: Noticeof Successful Award: Request For Quote # 70CMSD18Q00000016,
Visa Lifecycle Veting Initiative (VLVI) Support Services

oof]

|

|

2022100100038 990

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

January 4, 2019 

SUBJECT: 

De~(b)(6); (b)(?)(C) 

b)(5) 

Notice of Successful Award: Request For Quote# 70CMSD18Q00000016, 
Visa Lifecycle Vetting Initiative (VL VI) Support Services 

2022-ICLl-00038 990 



Sincerely,

Michelle Kelley
Contracting Officer
Immigration and Customs Enforcement

and Operations Support Dallas (I0SD)

—

Sincerely, 

Michelle Kelley 
Contracting Officer 
Immigration and Customs Enforcement 
(b)(6); (b)(7)(C) sand Operations Support Dallas (IOSD) 

fb)(6); (b)(7)(C) 

(b)(5) 

2022-ICLl-00038 991 



Offs of tion MongementUS prime Homeland Security
fhe

R@) U.S. Immigration
and Customs

© Enforcement
January 4, 2019

prarcomsmting Services, Inc.
2101 Gather Road, Suite 410
Rockville, MD 20850

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

Dear

oo

2022100100038 992

January 4, 2019 

'nTCt:"-gntr""Cl::rrrsmting Services, Inc. 
2101 Gather Road, Suite 410 
Rockville, MD 20850 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Slemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD l 8Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) 

Dear (b)(6); (b)(7)(C) 

(b)(5) 

2022-ICLl-00038 992 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

oF‘ontracting Officer
ETON and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 993

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE oppo1tunities. 

Sincerely, 

(b)(6); (b)(7)(C) 
ontracting Officer 

'-r-mm--1g-r-at,,_1-on_a_n-r-1,-,ustoms Enforcement 

Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 993 



Subect: LV Avard Notices

=
FEEIn hve finished afin the award noice. Let us know if we need to makeany
Sadiional revisions.

Thanks,

Tnvestigations & Operations Support Dallas |National Security Support | Contract
Specialist
DHS | ICE| operation Management (OAQ)
Phone 214-90]

Fnal
Have no fear ofperfection. You'll never reach i. Salvador Dali

2022:40L10003 994

Subject: VLVI Award Notices 

(b)(6); 
H (b)(7)(C) 

11~1\~1,c, bnd I have finished drafting the award notices. Let us know if we need to make any 

additional revisions. 

Thanks, 

rb)(6); (b)(7)(C) 

1 
Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE IO • cquisition Management (OAQ) 

(b )(6); Phone 214-90 /h\f7\/r\ 

Have no fear of perfection. You' LL never reach it. -Salvador Dali 

2022-ICLl-00038 994 



Oi of Aquisition Management
US Departmentof Homeland Security
7701 N. Stemmons Frsewey. ue 30)
Dalla TX 75347

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

SUBJECT: Noticeof Successful Award: Request For Quote # 70CMSDISQU0000016,
Visa Lifecycle Vetting Initiative (VLVI) Support Services

in

20224CLI-00038 995

January 28, 2019 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice of Successful Award: Request For Quote# 70CMSD18Q00000016, 
Visa Lifecycle Vetting Initiative (VLVI) Support Services 

Deaii(b)(6); (b)(7)(Cl 

b)(5) 

2022-ICLl-00038 995 



Sincerely,

Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

2022:CLI-00038 996

Sincerely, 

,__[X6-); (b-)(7)(C-) ---------'~ 

Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 996 



=
Tor
ou

Subject: econordw orcas Agesmont (894) TCASO18A000005/FQTO0USDIBO0000T8
ome: Monday. nuary 2, 2019 10:19:90 A
Attachments: 0504Prot SecsOuterNot SA

Good Morning,

Its my pleasure to notify youofyour successful quote to solicitation 70CMSD18000000016 for the
Visa Lifecycle Vetting Initiative (VL)support services. Attached for your records is your offical
notice following the corrective action recommended by GAO.

We intend on scheduling the kickoff meeting next week and will coordinate with you regarding your
availabilty.

Feel free to contact either myself, or the Contracting Officer, should you have any questionsor
concerns.

Thanks,

effet
Investigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE| Office of Acquisition Management (OAQ)
Phone 214-005BX]
Enail
Have no fear ofperfection. You'll never reach it. Salvador Dali

20224CLI-00038 997

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

1~ )(6); (b )(7)( C) 

Notification of Award - Blanket Purchase Agreement (BPA) 70CMSD18A00000003 / RFQ 70CMSD18Q00000016 
Monday, January 28, 2019 10:19:00 AM 
06.04 Protest Successful Quoter Notice SRA.pd! 

It is my pleasure to notify you of your successful quote to solicitation 70CMSD18Q00000016 for the 

Visa Lifecycle Vetting Initiative (VLVI) support services. Attached for your records is your official 

notice following the corrective action recommended by GAO. 

We intend on scheduling the kickoff meeting next week and will coordinate with you regarding your 

availability. 

Feel free to contact either myself, or the Contracting Officer, should you have any questions or 

concerns. 

Thanks, 

Co o D ado 
ith\/R\· /h\/7\trl 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905-Kb)(6); I 
Email:l(bl(5); (b)(?)(C) ~e.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 997 



Oi of Aquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frsewey. ue 30)
Dalla TX 75347

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

SUBJECT: Noticeof Successful Award: Request For Quote # 70CMSDISQU0000016,
a Lifecycle Vetting Initiative (VLVI) Support ServicesPOTTY

of]

20224CLI-00038 998

January 28, 2019 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice of Successful Award: Request For Quote# 70CMSD18Q00000016, 
.,,....,,~.,..,,,.,..,.,,.,.......L.J.C:,,u Lifecycle Vetting Initiative (VL VI) Support Services 
b)(6); (b)(7)(C) 

De 

b)(S) 

2022-ICLl-00038 998 



Sincerely,

Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CLI-00038 999

Sincerely, 

~l(b-)(6-);-(b-)(-7)-(C-) -~--------~~ 

Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 999 



Oi of Aquisition Management
USDepartmentofHomelandSecurity
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Amyx. Tac.
1768 Business Center Drive, Suite 300
Reston, VA 20190

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

20224CL100038 1000

January 28, 2019 

rb)(6); (b)(7)(C) 

Amyx, Inc. 
1768 Business Center Drive, Suite 300 
Reston, VA 20190 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Deai·l(b)(6); (b)(7)(C) I 
(b)(5) 

2022-ICLl-00038 1000 



‘Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL1-00038 1001

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

r --)(-6)-; (-b)-(7-)(C-)------------~ 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1001 



rTor
Subject: TG TOCEOTR000T Ron
ome: Monday, anuary 2,2019 10.96.90A
Attachments: 0504ProtUnicelGitNoaAcct

Good Morning,

Please see attached notice regarding RFQ# 70CMSD1BFRO0000016 for Visa Lifecycle Vetting
Initiative (VL) support Services

Thanks,

Tivestigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE | Officeof Acquisition Management (OAQ)
Phone 214.005]

Have no fear ofperfection. You'll never reach it. Salvador Dali

20224CL100038 1002

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 10:09:00 AM 
06.04 Protest Unsuccessful Quoter Notice Amyx.pd! 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support Services. 

Thanks, 

rb)(6); (b)(?)(C) 

1 
Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Of. Acquisition Management (OAQ) 
Phone - \~/\~/:-
Email: (b)(B); (b)(?)(C) ice.dhs. ov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 1002 



Oi of Aquisition Management
US Departmentof Homeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Amyx, Inc.
1768 Business Center Drive, Suite 300
Reston, VA 20190

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

DearPOE]

20224CL100038 1003

January 28, 2019 

l(b)(6); (b)(?)(C) 

Amyx, Inc. 
1768 Business Center Drive, Suite 300 
Reston, VA 20190 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

DearKb)(6); (b)(?)(C) 

(b)(5) 

2022-ICLl-00038 1003 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1004

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

r )(6); (b 1(7)( C) 

l(b)(6); (b)(?)(C) l Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1004 



Office of Acquisition Management
US Departmentof Homeland Security
Da

Rg US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Integral Consulting Services, Inc.
2101 Gather Road, Suite 410
Rockville, MD 20850

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

Dear GF]

20224CLI00038 1005

January 28, 2019 

!(b)(6); (b)(7)(C) I 
Integral Consulting Services, Inc. 
2101 Gather Road, Suite 410 
Rockville, MD 20850 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear _f.._b""'")(6 __ ) ; ___ __, 

(b)(S) 

2022-ICLl-00038 1005 



‘Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

[Contracting Officer
FEO and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20221CLI-00038 1006

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

(b)(6); (b)(7)(C) 

Contracting Officer 
'----T=m,,,..1'-g-::-ra::-:t,.,.-10:::-:n:--::-an::-:r' Customs Enforcement 

Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1006 



From: BOTT
Tor
ou

Subject: RH TORSDTECI000006 Ro
ome: Monday,anuary 2,201 10:11:90 A
Atachments: 05.04PrtUnicelGutNotaIntel

Good Morning,

Please see attached notice regarding RFQ # 70CMSD1BFRO0000016 for Visa Lifecycle Vetting.
Initiative (VLVI) support Services.

Thanks,

Investigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE| Qfficeaf Acquisition Management (OAQ)
Phone 214.0100|
Email: POO ice an

Have no fear of perfection. You'll never reach it. Salvador Dali

20224CL100038 1007

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 10:11 :00 AM 
06.04 Protest Unsuccessful Quoter Notice Integral.pd! 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support Services. 

Thanks, 

rb)(6); (b)(7)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I b)(B); . Acquisition Management (OAQ) 
Phone h\/7""'' 

Email: b)(6); (b)(7)(C) V 

Have no fear of perfection. You' IL never reach it. -Salvador Dali 

2022-ICLl-00038 1007 



Office of Acquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Integral Consulting Services, Inc.
2101 GatherRoad, Suite 410
Rockville, MD 20850

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ)#
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

ETT]

20224CL100038 1008

January 28, 2019 

l(b)(6); (b)(7)(C) 

Integral Consulting Services, Inc. 
2101 Gather Road, Suite 410 
Rockville, MD 20850 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

(b)(5) 

2022-ICLl-00038 1008 



“Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

Contracting Oficer
Tmmigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1009

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

b)(6); (b)(7)(C) 

i<b)(6); (b)(?)(C) l Contracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1009 



Oi of Aquisition Management
USDepartmentofHomelandSecurity
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

TTWare Systems, Inc.
5608 Southpoint Centre Blvd. Suite 100
Fredericksburg, VA 22407

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ)#
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

ul]

20224CL100038 1010

January 28, 2019 

(b)(6); (b)(7)(C) 

nte 1 are ystems, Inc. 
5608 Southpoint Centre Blvd., Suite 100 
Fredericksburg, VA 22407 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

(b)(6); (b)(7)(C) 
Dear ....._ ___ __. 

(b)(5) 

2022-ICLl-00038 1010 



“Thank you again and we look forward to your participation in future ICE opportunities.

Sincerely,

[oo Fonracting Officer
ETON IT Customs Enforcement

Investigations and Operations Support Dallas (IOSD)

20224CL1-00038 1011

Thank you again and we look forward to your participation in future ICE opportunities. 

Sincerely, 

(b)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 
ontracting Officer 

.__-rem=m~1g=r=a=1o=n=-=an==--r<ustoms Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1011 



a”
To: CC

Pr BmPe Ton

Initiative (VLVI) support Services.

Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-908]

Have no fear of perfection. You'll never reach it. -Salvador Dali

aon 02

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

*b)(6); (b)(7)(C) 
RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 10:12:00 AM 
06.04 Protest Unsuccessful Quoter Notice lntelliWare.pdf 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support Services. 

Thanks, 

l(b)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-90i(b)(6); I 
Emaiq(b)(6); (b)(?)(C) lice.dhs.gov 

Have no fear of perfection. You' IL never reach it. -Salvador Dali 

2022-ICLl-00038 1012 



Oi of Aquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

IntelliWare Systems, Inc.
5608 Southpoint Centre Blvd. Suite 100
Fredericksburg, VA 22407

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

bee

20224CL100038 1013

January 28, 2019 

(b)(6); (b)(7)(C) 

IntelliWare Systems, Inc. 
5608 Southpoint Centre Blvd., Suite 100 
Fredericksburg, VA 22407 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear (b)(6); (b)(7)(C) 

b)(5) 

2022-ICLl-00038 1013 



Thank you again and we look forward to yourparticipation in future ICE opportunities

Sincerely,

BOJContracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1014

Thank you again and we look forward to your participation in future ICE opportunities. 

Sincerely, 

I~"''' (b)~)(C) 

l(b)(5); (b)(?)(C) I contracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1014 



Us. Departmentof Homeland SecuryF301 Semon: Freeway
Duta

®7) U.S. Immigration
x) and Customs

Enforcement

January 29,2019

InelliWare Systems, Inc.
APOIOJin email delivery
5608 Southpoint Centre Blvd, Suite 100
Fredericksburg, VA 22407

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ),
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI) Support Services

Dee
The Government reviewed the quote submitted by IntelliWare Systems, Inc. in response to Request for
Quote (RFQ) 70CMSDI8QO0000016 in accordance with the criteria stated in the RFQ Letter. As a
result of the inital evaluation and re-evaluation as recommended by the GAO in protest B-416734, we.
are providing thisbriefexplanation of the basis for award decision. This leer addresses the evaluation
results of your quote only; quotations submitted by the other vendors will not be addressed.

IL Background:

On August 16, 2018 Intelli Ware received a Brief Explanation of Award following the initial evaluation
that outlined all strengths and weaknesses within IntelliWare's quote along with thir rating for cach of
the three (3) non-price evaluation factors. As discussed in IntelliWare’s subsequent Award Notice dated
January 28, 2019, ICE re-evaluated Factor 3 — Staffing Approach quotes in accordance with the GAO
recommended cormective action to ensure all quotes were fairly and consistentlyevaluated for Factor 3.

202210100038 1015

January 29, 2019 

IntelliWare S stems, Inc. 
Attn b)(5); (b){?)(C) ia email delivery 

5608 Southpoint Centre Blvd., Suite 100 
Fredericksburg, VA 22407 

U.S. Department of Homeland Security 
7701 N. Stemmons Freeway 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ), 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) Support Services 

Dea4b)(6); (b)(?)(C) I 
The Government reviewed the quote submitted by IntelliWare Systems, Inc. in response to Request for 
Quote (RFQ) 70CMSD18Q00000016 in accordance with the criteria stated in the RFQ Letter. As a 
result of the initial evaluation and re-evaluation as recommended by the GAO in protest B-416734, we 
are providing this brief explanation of the basis for award decision. This letter addresses the evaluation 
results of your quote only; quotations submitted by the other vendors will not be addressed. 

I. Background: 

On August 16, 2018 IntelliWare received a Brief Explanation of Award following the initial evaluation 
that outlined all strengths and weaknesses within IntelliWare's quote along with their rating for each of 
the three (3) non-ptice evaluation factors. As discussed in lntelliWare's subsequent Award Notice dated 
January 28, 2019, ICE re-evaluated Factor 3 - Staffing Approach quotes in accordance with the GAO 
recommended corrective action to ensure all quotes were fairly and consistently evaluated for Factor 3. 
(b)(5) 

2022-ICLl-00038 1015 



Ifyou have any questions, please contact{70 Jia e-mail at 20000Jaicedhs govfirth

Awe]
7701 N. Stemmons Frwy, Ste 300
Dallas, TX 75247

Sincerely,

2oicuanss 1016

(b)(5) 

If you have any questions, please contact ~ ... '.b_><
5
_>._<b_H_

7
>_<c_> _ _.~ia e-mail at '°"~(=b)=(B=); (=b)=(?=)(=C)=='""""'®=ic:..::e.:..::.d::.och'-"s.:..:.g>-==o'--'-v 

or to the following mailing address: 

Imrni ations and Customs Enforcement 
Attn b)(6); (b)(7)(C) 

7701 N. Stemmons Frwy, Ste 300 
Dallas, TX 75247 

Sincerely, 

(b)(6); (b)(7)(C) 

ontractmg 

2022-ICLl-00038 1016 

1cer 

Page 2 of 2 



wo 2To-
Bo RnRoments 30FeCulA Set rion vtes.

Soottemo|

Weare treating your mall asa request for a Brief Explanation of Award following th re-evaluation,
ee attached. In an effort t be as transparent a posse the Government team would be willing to
host teleconference with ntellWare personnel should your company have any othr questions
relating o the award decison.
Thankyou again or your interest in this via program and we look forward to your participation in
future ICE opportunites,

Thanks,
Ee

vestigations & Operations Support Dallas | National Security Support | Contract
Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214.9057]
Email: fo®®NOh@ice.dhs.go

Have no fear ofperfection. You'll never reach i. Salvador Dali

FromDinteliwaresystems.com>
Sent: Monday, January 28, 2019 1112 AM
TEEJice.dhs. gov»{TIERIET__Jntelimaresystems.com>
C—O

EEE Tncliwaresystems como; Ws.Contracts <Ws. Conacs@intlivaresystems com>;
POE Juneliwaresystems com>; 7)_Jointelimaresystems com>

Subject: RE RFQ# 70CSD15000000016 Notification

Thankyou for sending us the subect notation regarding the unsuccessful protest fled by
ManTech forthe Via Lifecycle Vetting nitive (VV) program

2022101100038 1017

From: 
To: 
Cc: 
Subject: c:: ~:::,o, auoooooo,, ''"''~"'" 
Date: Tuesday, January 29, 2019 11 :23:00 AM 
Attachments: 06.04 Protest Corrective Action Brief Explanation of Award lntelliWare.pdf 

l(b)(6); (b)(?)(C) I 
Good Afternoo 

We are treating your email as a request for a Brief Explanation of Award following the re-evaluation, 

see attached. In an effort to be as transparent as possible, the Government team would be willing to 

host a teleconference with lntelliWare personnel should your company have any other questions 

relating to the award decision. 

Thank you again for your interest in this vital program and we look forward to your participation in 

future ICE opportunities. 

Thanks, 

nvesbgabons Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905~ 
Email: ~Cb)(6); (b)(?)(C) p@ice.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

Froml(b)(B); (b)(?)(C) ~intelliwaresystems.com> 

Sent: Monday, January 28, 2019 11:12 AM 
T (b)(6); (b)(?)(C) ice.dhs.gov>fb)(6); (b)(?)(C) lntelliwaresystems.com> 
( (b)(B); (b)(?)(C) @ice.dhs ..... g-ov_>_;-;::fb=)(===6)=;-=_=:::;----' 

)~!)~lir, ntelliwaresystems.com>; IWS_Contracts <IWS Contracts@intelliwaresystems.com>; 
ICb)(B); (b)(?)(C) lntelliwaresystems.com>; (b)(B); (b)(?)(C) @intelliwaresystems.com> 

Subject: RE: RFQ # 70CMSD18Q00000016 Notification 

(b)(6); (b)(?)(C) 

Thank you for sending us the subject notification regarding the unsuccessful protest filed by 

ManTech for the Visa Lifecycle Vetting Initiative (VLVI) program. 

b)(S) 

2022-ICLl-00038 1017 



Us. Departmentof Homeland SecuryTroi emmoos Freensy
Duta

®7) U.S. Immigration
x) and Customs

Enforcement

January 29,2019

TntelliWare Systems, Inc.
Aun ia email delivery
5608 Southpoint Centre Blvd, Suite 100
Fredericksburg. VA 22407

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ),
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI) Support Services

on]
‘The Government reviewed the quote submited by IntelliWare Systems, Inc. in response to Request for
Quote (RFQ) 70CMSDI8QO0000016 in accordance with the criteria stated in the RFQ Letter. As a
result of the inital evaluation and re-evaluation as recommended by the GAO in protest B-416734, we.
are providing thisbriefexplanation of the basis for award decision. This leer addresses the evaluation
results of your quote only; quotations submitted by the other vendors will notbeaddressed.

IL Background:

On August 16, 2018 Intelli Ware received a Brief Explanation of Award following the initial evaluation
that outlined all strengths and weaknesses within IntelliWare's quote along with thir rating for cach of
the three (3) non-price evaluation factors. As discussed in IntelliWare’s subsequent Award Notice dated
January 28, 2019, ICE re-evaluated Factor 3 — Staffing Approach quotes in accordance with the GAO
recommended corrective action to ensure al quotes were fairly and consistently evaluated for Factor 3.

202210100038 1018

January 29, 2019 

IntelliWare Systems, Inc. 
Attn: Kb)(6); ba email delivery 
5608 Southpoint Centre Blvd., Suite 100 
Fredericksburg, VA 22407 

U.S. Department of Homeland Security 
7701 N. Stemmons Freeway 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ), 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) Support Services 

De (b)(6); (b)(7)(C) 

The Government reviewed the quote submitted by IntelliWare Systems, Inc. in response to Request for 
Quote (RFQ) 70CMSD18Q00000016 in accordance with the criteria stated in the RFQ Letter. As a 
result of the initial evaluation and re-evaluation as recommended by the GAO in protest B-416734, we 
are providing this brief explanation of the basis for award decision. This letter addresses the evaluation 
results of your quote only; quotations submitted by the other vendors will not be addressed. 

I. Background: 

On August 16, 2018 IntelliWare received a Brief Explanation of Award following the initial evaluation 
that outlined all strengths and weaknesses within IntelliWare's quote along with their rating for each of 
the three (3) non-ptice evaluation factors. As discussed in lntelliWare's subsequent Award Notice dated 
January 28, 2019, ICE re-evaluated Factor 3 - Staffing Approach quotes in accordance with the GAO 
recommended corrective action to ensure all quotes were fairly and consistently evaluated for Factor 3. 

(b)(5) 

2022-ICLl-00038 1018 



If you have any questions, please contact[TTpase-mail afTO0 Jeedhngorore th oo in ng an

Auf]
7701 N. Stemmons Frwy, Ste 300

Dallas, TX 75247

Sincerely,

z2icu000% 1019

(b)(S) 

If you have any questions, please contact (b)(5); (b)(?)(C) ia e-mail at~fb_J<
5
_J;_<b_J<_

7
,_<c_J ---~~ce.dhs.gov 

or to the following mailing address: 

Imrni ations and Customs Enforcement 
Attn: b)(6); (b)(7)(C) 

7701 N. Stemmons Frwy, Ste 300 
Dallas, TX 75247 

._ ____ ___, 

Sincerely, 

(b)(6); (b)(?)(C) 

Contracting Officer 

Page 2 of 2 

2022-ICLl-00038 1019 



We look forward to receiving th revised basis for the award decision

vir,

DirectorofContracts

571-748-9141 (M)

5406040)

Inteliware
Excelence. Inteiy. Commitment
snntelivaresytemscom

IMPORTANT NOTICE
This email mess fe for the use of the addressee and may contain confidential formationthat
is subject to disclosure agreements ot the author TFviewingofsuch
information, as well any disclosure, oa of any ofthe information contained nor
attached thes FraRDied. you received this e-mail n erro tothe sender and
delete theoriginal message.

rol oieansgon
Sent: Monday, January 26, 2019 11:13 AM

poems lieliwarewsiens com BRO telliwaresystems com>
‘Subject: RFQ# 70CMSD18Q00000016 Notification

Good Morning,

2022401100038 1020

(b)(5) 

We look forward to receiving the revised basis for the award decision. 

V/r, 

l(b)(6); (b)(7)(C) 

----------------------------
rb)(6); (b)(7)(C) 

Director of Contracts 

571-748-9141 (M) 

S40-604Kbl(6); __ to) 

lntelliWare 

Excellence. Integrity. Commitment 

www iotelliwaresystems com 

IMPORTANT NOTICE: 

ded for the use of the addressee and may contain confidenti 

delete the original message. 

Frorl(b)( 5); (b)(?)(C) l@ice.dhs.gov> 

Sent: Monday, January 28, 2019 11:13 AM 
b)(6); (b)(7)(C) 

)(6); (b) >~b)(6); (b)(7)(C) 

; (b)(7)(C) 

Subject: RFQ # 70CMSD18Q00000016 Notification 

Good Morning, 

2022-ICLl-00038 1020 



Please see attached notice regarding RFQ# TOCMSD18FR00000016 for Vis Lifecycle Vetting
Initiative (VLVI) support Services.

Thanks,

Investigations & Operations Support Dallas |National Security Support | Contract
Specialist
DHS | ICE | Og coion Management (OAQ)
Phone 214-9051]
Email
Have no fear of perfection. You'll never reach it. -Salvador Dali

2022101100038 1021

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support Services. 

Thanks, 

l(b)(6); (b)(7)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Of~cquisition Management (OAQ) 
Phone 214-905~ 
Email: ~(b)(6); (b)(7)(C) !ce.dhs.gov 

Have no fear of perfection. You' LI never reach it. -Salvador Dali 

2022-ICLl-00038 1021 



Office of Acquisition Management
US. Depariment of Homcland Scart7701 N. Stemmons Frewey. ui 30)
Dax

Rg US. Immigration
y .) and Customs

7 Enforcement

January 28, 2019

ManTech Advanced Systems International, Inc.
2251 Corporate Park Drive
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ)#
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

oF]

Sincerely,

Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1022

January 28, 2019 

ystems International, Inc. 
2251 Corporate Park Drive 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear (b)(6); (b)(7)(C) 

b)(5) 

Sincerely, 

l(b)(6); (b)(7)(C) 

fbl(6); (b)(7)(C) I Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1022 



RTTsom:-psSune: 7BTOGIGTEG0IOtE Natctnpe deySaray20201102090 ARacmants: 2304FeUeGc teWish

Good Morning,

Please see attached noice regarding RFQL# 70CMSD1BFRO0000016 for Visa Lifecycle Vetting
Initiative (VLVI) support services.

Thanks,

TavesEations & Operations Support Dallas | National Security Support| Contract
Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-905 219)]
Email: ETHH0__pice.dhs.g
Have no fear of perfection. You'll never reach it. -Salvador Dali

20221000038 1023

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

(b)(6); (b)(?)(C) 

RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 10:20:00 AM 
06.04 Protest Unsuccessful Quoter Notice ManTech.pd! 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support services. 

Thanks, 

rb)(6); (b)(?)(C) 

1 
Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905 )~i)~iir., 
Email: (b)(6); (b)(?)(C) ice.dhs. ov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 1023 



Oi of Aquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

‘ManTech Advanced Systems Intemational, Inc.
2251 Corporate Park Drive
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

or

Sincerely,

PTTContactng Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1024

January 28, 2019 

l(b)(6); (b)(7)(C) 

ManTech Advanced Systems International, Inc. 
2251 Corporate Park Drive 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear (b)(6); (b)(7)(Cl 

(b)(S) 

Sincerely, 

r)(6); (b)(7)(C) 

Kb)(6); (b)(7)(C) I 
~L _____ __, Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1024 



Us. Departmentof Homeland SecuryF301 Semon: Freeway
Duta

®7) U.S. Immigration
x) and Customs

Enforcement

January 29,2019

ManTech Advanced Sustems Intemational, Inc.
Aw ia email delivery
2251 Corporate Park Drive
Herndon, VA 20171

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ),
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI) Support Services

As part of is initial award process the Government reviewed the quote submitted by ManTech
‘Advanced Systems Internationa, Inc. in response to Request for Quote (RFQ) T0CMSDI8QO0000016
in accordance with the criteria stated in the RFQ Letter. Subsequently, the government re-evaluated
ManTech's quote consistent with the GAO’ recommendation in protest B-416734. This leter provides
abrief explanation of the goverment’ re-evaluation ofyourquote.

IL Background:

On August 16, 2018 ManTech received a Brief Explanation of Award following the initial evaluation
that outline all strengths and weaknesses within ManTech's quote along with thir rating for cach of
the three (3) non-price evaluation factors. As discussed in ManTech’s subsequent Award Notice dated
January 28, 2019, ICE re-evaluated Factor 3 — Staffing Approach quotes in accordance with the GAO
recommended comeetive action to ensure al quotes were fairly and consistently evaluated for Factor 3.

202210100038 1025

(b)(S) 

January 29, 2019 

MadTec~ Advanced Systems International, Inc. 
Att (b)(5); (b)(?)(C) ~ia email delivery 

2251 Corporate Park Drive 
Herndon, VA 20171 

U.S. Department of Homeland Security 
7701 N. Stemmons Freeway 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ), 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) Support Services 

Dear f b)(6); (b)(?)(C) 

As part of its initial award process, the Government reviewed the quote submitted by ManTech 
Advanced Systems International, Inc. in response to Request for Quote (RFQ) 70CMSDl8Q00000016 
in accordance with the criteria stated in the RFQ Letter. Subsequently, the government re-evaluated 
ManTech's quote consistent with the GAO's recommendation in protest B-416734. This letter provides 
a brief explanation of the government's re-evaluation of your quote. 

I. Background: 

On August 16, 2018 ManTech received a Brief Explanation of Award following the initial evaluation 
that outlined all strengths and weaknesses within ManTech's quote along with their rating for each of 
the three (3) non-price evaluation factors. As discussed in ManTech's subsequent Award Notice dated 
January 28, 2019, ICE re-evaluated Factor 3 - Staffing Approach quotes in accordance with the GAO 
recommended corrective action to ensure all quotes were fairly and consistently evaluated for Factor 3. 

2022-ICLl-00038 1025 



IL. Award Decision:

Ifyou have any question, leasecontact Pigcmt
orto the following mailing address:
VonlauedGut eons
ARBRE
7701 N. Stemmons Frwy, Ste 300

Dallas, TX 75247

Sincerely,

Contracting Officer

Page2ot
2uz21cL00%8 1025

III. A ward Decision: 

b)(S) 

If you have any questions, please contactl(b)(5): (b)(?)(C) 

or to the following mailing address: 

I . . l(b)(6); (b)(7)(C) I 
~ia e-mail ~L. ________ f-'-ic"-'e'--'-.d=h=s=.g=oc....c.v 

Immi ·ations and Customs Enforcement 
Attn (b)(6); (b)(7)(C) 

7701 N. Stemmons Frwy, Ste 300 
Dallas, TX 75247 

Sincerely, 

(b)(6); (b)(7)(C) 

Contracting Officer 

Page 2 of 2 

2022-ICLl-00038 1026 



wp
©

eincassis
(GoodAfternoon,

Peryour eqs atachedis Me's if Eanation of Award sed on urelationowing 0" ecommeniaion. Aas dt here ooh okvou reve an

Tankyousfor your nares th tl roam ad lkforward tour partitionFor GEsrr
Very Respectay,

Tavestigations & Operations Support Dallas |National Security Support | Contract
Specialist

DHS | ICE| Office ofAcquisition Management (OAQ)Pron 2144
Emi
Havenfea perfection You ever reach. Sabor Da

Sent: Monday, January 28, 2019 PRT

To: e.dhs gov
 —RETESTshen

SoGood aternoor|
ManTech Advanced Systems International, Inc. (ManTech) is in receiptofthe notice regarding RFQ#TSOISHIOO001S. Warepecuh000 adem Ingo eresrete simtedsrr ceosar | vetoofotSISFo
youwold ise sowhenthe debi rove,oul sprecite
Dans,

Sorat ister

pr———

From: (b)(6); (b)(7)(C) 

To: 
Cc: 
Subject: 
Date: 

RE: RFQ # 70CMSD18Q00000016 Notification 

Tuesday, January 29, 2019 2:48:00 PM 
Attachments: 06.04 Protest Corrective Action Brief Explanation of Award ManTech.pd! 

Good Afternoon, 

Per your request attached is ManTech's Brief Explanation of Award based on our re-evaluation 

following GAO's recommendation. Please do not hesitate to reach out should you have additional 

questions or concerns. 

Thank you again for your interest in this vital program and we look forward to your participation in 

future ICE opportunities. 

Very Respectfully, 

l(b)(6); (b)(7)(C) I 
Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-9 ,~!\~!;,_, 
Emai1:l(b)(6); (b)(7)(C) Evice.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

From:!b)(6); (b)(7)(C) 

Sent:onday, January 28, 2019 1:11 PM 

f ManTech.com> 

To: (b)(6); (b)(7)(C) ce.dhs.gov> 
Cc: (b)(6); (b)(7)(C) ice.dhs.gov> 

Subject: RE: RFQ # 70CMSD18Q00000016 Notification 

b)(6); (b)(7)(C) 
Good Afternoon._ ___ __, 

ManTech Advanced Systems International, Inc. (ManTech) is in receipt of the notice regarding RFQ # 

70CMSD18FR00000016. We respectfully request a debriefing regarding the reasons why the 

proposal we submitted was not selected for award. I have attached a copy of our debriefing 

request. 

If you would advise as to when the debrief will be provided, I would appreciate it. 

Thanks, 
(b)(6); (b)(7)(C) 

Principal Contracts Administrator 

2022-ICLl-00038 1027 



U5. Deparmentof omelndsecrty7701 temo: Freewst
fies

@&2) U.S. Immigration
x) and Customs

Enforcement

January 29, 2019

ManTech Advanced Systems Intemational, Inc.
AmB BIS 3,0 coi evry
2251 Corporate Park Drive
Herndon, VA 20171

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ),
70CMSDI8Q00000016, Visa Lifecycle Vetting Initiative (VLVI) Support Services

De
As part ofits initial award process, the Government reviewed the quote submitted by ManTech
Advanced Systems International, Inc. in response to Request for Quote (RFQ) 70CMSD18Q00000016

iin accordance with the criteria stated in the RFQ Letter. Subsequently, the government re-evaluated
ManTech's quote consistent with the GAO’ recommendation in protest B-416734. This leter provides
a brief explanation of the government's re-evaluation of your quote.

LL Background:

202201100038 1028

January 29, 2019 

ManTech Advanced S sterns International, Inc. 
Attn: (b)(6); (b)(?)(C) via email delivery 
2251 Corporate Park Drive 
Herndon, VA 20171 

U.S. Department of Homeland Security 
7701 N. Stemmons Freeway 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ), 
70CMSD 18Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) Support Services 

Dea~(b)(6); (b)(7)(C) 

As part of its initial award process, the Government reviewed the quote submitted by ManTech 
Advanced Systems International, Inc. in response to Request for Quote (RFQ) 70CMSDl8Q00000016 
in accordance with the criteria stated in the RFQ Letter. Subsequently, the government re-evaluated 
ManTech's quote consistent with the GAO's recommendation in protest B-416734. This letter provides 
a brief explanation of the government's re-evaluation of your quote. 

I. Background: 
b)(5) 

2022-ICLl-00038 1028 



If you have any questions, please contaBEJvia e-mail at O70 Ticedhs.gov
orto the following mailing address:

Immigration and Customs Enforcement
Aun:
7701 N. Stemmons Frwy, Ste 300
Dallas, TX 75247

Sincerely,

Contracting Officer

Page20f2

20221CL100038 1029

(b)(5) 

If you have any questions, please contag(b)(6); (b)(7)(C) 
or to the following mailing address: 

I via e-mail at ~l<b_)C5_>;_(b_)C_7>_cc_> __ ____.@=ic'-=e-'-'.d=h=s-'-". g=o'-'-v 

Immigrations and Customs Enforcement 
Attn: ](b)(6); (b)(7)(C) I 
7701 N. Stemmons Frwy, Ste 300 
Dallas, TX 75247 

Sincerely, 

(b)(6); (b)(7)(C) 

Contracting Officer 

Page 2 of 2 

2022-ICLl-00038 1029 



ManTech international Corporation
ManTech Mision Solutions andServices Group
2250 Corporate Park D, Sue 500
Herndon, vA 20171
Phone: (703) ase]
£3 (571) 3135309
PODDO__ Jomantech.com

Fron ET————JaicedissadSent: Monday, January 6, 2015 112 ANT
ET a
PASubject: RFQ # 70CHSDIBA00000016 Notification

Good Morning,

Please see attached notice regarding RFQ # TOCMSD18FR00000016 for Vis Lifecycle Vetting
Intitive (VLV) support services,

Thanks,

Investigations & Operations Support Dallas | Nations Security Support | Contract
Specialist
DHS [ICE | Office of Acquisition Management (0AQ)
Phone 214-905]
Email
Have no fear ofperfection. You'll never reach i. -Sabvador Dali

2022101100038 1030

ManTech International Corporation 

ManTech Mission Solutions and Services Group 

2250 Corporate Park Dr, Suite 500 

Herndon, VA 20171 
Phone: (703)488~-~!-~-r--.-l 

Fax: 571 313-5309 
(b)(6); (b)(?)(C) 

Fronj(b)(6); (b)(?)(C) 

Sent: Monday, January 28, 2019 11:21 AM 

To:fbl(6); Cb)(?)(C) ~ManTech com> 
Cc: jCb)(6); (b)(?)(C) p jce.d hs.gov> 

Subject: RFQ # 70CMSD18Q00000016 Notification 

Good Morning, 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support services. 

Thanks, 

l(b)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-905t'b\/6\ I 
Email: l<b)(6); (b)(?)(C) @ice.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

This e-mail and any attachments are intended only for the use of the addressee(s) named herein and may contain proprietary 
information. If you are not the intended recipient of this e-mail or believe that you received this email in error, please take immediate 
action to notify the sender of the apparent error by reply e-mail; permanently delete the e-mail and any attachments from your computer; 
and do not disseminate, distribute, use, or copy this message and any attachments. 

2022-ICLl-00038 1030 



Oi of Aquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

MVM, Inc.
44620Guilford Drive, Suite 150
Ashburn, VA 20147

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

Pere1

20224CL1-00038 1031

January 28, 2019 

l(b)(6); (b)(7)(C) 

MVM, Inc. 
44620 Guilford Drive, Suite 150 
Ashburn, VA 20147 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear(b)(6); 
(b)(7)(C) 

b)(5) 

2022-ICLl-00038 1031 



‘Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

‘Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20221CLI-00038 1032

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

rb)(6); (b)(7)(C) 

l(b)(6); (b)(7)(C) l Contracting Officer 
Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1032 



vSor Tom mmBa nnon
ti
Plate se tached oieening EQ TOCHSIEFRODIINIS or Vea ice Vetting
Initiative (VLVI) support Services.

—

vestigations Operations Support Dallas National Securit Support| Contract
Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-9058]
Ema TET Jiedhsgos
Have no fear of perfection. You'll never reach it. -Salvador Dali

2oicuanss 1033

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

(b)(6); (b)(?)(C) 

RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 10:13:00 AM 
06.04 Protest Unsuccessful Quoter Notice MVM.pdf 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support Services. 

Thanks, 

rb)(6); (b)(?)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 

Phone 214-905tbl( 6);_ I 
Emaili(b)(6); (b)(?)(C) pice.dhs.gov 

Have no fear of perfection. You'll never reach it. -Salvador Dali 

2022-ICLl-00038 1033 



Office of Acquisition Management
US. Depariment of Homcland Scart7701 N. Stemmons Frewey. ui 30)
Dax

Rg US. Immigration
n ).) and Customs

7 Enforcement
January 28, 2019

NVM Tn.
44620Guilford Drive, Suite 150
Ashbum, VA 20147

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ)#
T0CMSDISQUI000016, Visa Lifecycle Vetting Initiative (VLVI)

Dear
Following issuance of a Blanket Purchase Agreement to SRA Intemational, Inc., (SRA) under
RFQ 70CMSDISQO0000016, ManTech Advanced Systems International, Inc., (ManTech) filed
GAO protest B-416734 alleging, among numerous allegations, that the Agency's source:
selection decision was not consistent with the source selection decision methodology contained
in the solicitation and that ICE unequally evaluated protesters and awardee’s quotes by failing to
assign the awardee a weakness that was evident in both quotes concerning retention techniques
focused on cleared personnel. The GAO sustained the protest concluding that there was no
reasonable basis in the record to evaluate the quotes disparately, finding that both quotes lacked
retention techniques focused on cleared personnel. The GAO denied all other protest grounds.
The GAO recommended that ICE re-evaluate quotations under staffing approach consistent with
their decision. ICE re-evaluated all quotes under Staffing Approach o determine the extent to
which each quote included retention techniques focused on cleared personnel.

MVM's evaluation results and Acceptable rating for Staffing Approach did not change because
of the re-evaluation. As previously discussed in thebrief explanation of award letter dated
August 16, 2018, MVM addressed techniques to retain cleared personnel in ts quote and was
assigned a strength for its proposal to provide a 10% pay premium that specifically targets
employees who obtain TS/SCI clearances. As previously noted, ICE feels that this program
would enhance the mission of both the VSP and CTCEU because it would provide the programs
with experienced and cleared personnel. While this aspect of MVM's proposal constitutes a
strength, neither it, nor any other aspect of it quote, exceeds the requirement to describe/propose:
methodologies specifically addressing the retention of cleared personnel.

Following re-evaluation, ICE issued a new source selection decision, concluding that SRA
International, In. represents the best value in accordance with the source selection decision
methodology.

20221CL-00038 1034

January 28, 2019 

l(b)(6); (b)(7)(C) 

MVM, Inc. 
44620 Guilford Drive, Suite 150 
Ashburn, VA 20147 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear j(b)(6); (b)(7)(C)I 

Following issuance of a Blanket Purchase Agreement to SRA International, Inc., (SRA) under 
RFQ 70CMSD 18Q000000 16, ManTech Advanced Systems International, Inc., (ManTech) filed 
GAO protest B-416734 alleging, among numerous allegations, that the Agency's source 
selection decision was not consistent with the source selection decision methodology contained 
in the solicitation and that ICE unequally evaluated protester's and awardee's quotes by failing to 
assign the awardee a weakness that was evident in both quotes concerning retention techniques 
focused on cleared personnel. The GAO sustained the protest concluding that there was no 
reasonable basis in the record to evaluate the quotes disparately, finding that both quotes lacked 
retention techniques focused on cleared personnel. The GAO denied all other protest grounds. 
The GAO recommended that ICE re-evaluate quotations under staffing approach consistent with 
their decision. ICE re-evaluated all quotes under Staffing Approach to determine the extent to 
which each quote included retention techniques focused on cleared personnel. 

MVM's evaluation results and Acceptable rating for Staffing Approach did not change because 
of the re-evaluation. As previously discussed in the brief explanation of award letter dated 
August 16, 2018, MVM addressed techniques to retain cleared personnel in its quote and was 
assigned a strength for its proposal to provide a 10% pay premium that specifically targets 
employees who obtain TS/SCI clearances. As previously noted, ICE feels that this program 
would enhance the mission of both the VSP and CTCEU because it would provide the programs 
with experienced and cleared personnel. While this aspect of MVM' s proposal constitutes a 
strength, neither it, nor any other aspect of its quote, exceeds the requirement to describe/propose 
methodologies specificaJly addressing the retention of cleared personnel. 

Following re-evaluation, ICE issued a new source selection decision, concluding that SRA 
International, Inc. represents the best value in accordance with the source selection decision 
methodology. 
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‘Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

PO®NO  Fontracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20221CLI-00038 1035

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

l<bl(5l; (b)(?)(C) Eontracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1035 



Oi of Aquisition Management
US Departmentof Homeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

PAE National Security Solutions, LLC
5160 Lad Land Drive
Fredericksburg, VA 22407

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

gE

20224CL100038 1036

January 28, 2019 

l(b)(6); (b)(7)(C) 

PAE National Security Solutions, LLC 
5160 Lad Land Drive 
Fredericksburg, VA 22407 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

(b)(5) 

2022-ICLl-00038 1036 



“Thank you again for participation in the subject solicitation and we look forward to working with
youin future ICE opportunities.

Sincerely,

RE[re
FmEroT and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1037

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

(b)(6); (b)(?)(C) 

Contracting Officer 
"T=:-::m-:-,1c-::g-::cra:.t'-10:-::n,-,a:-:n, Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1037 



- =
=Fr mmmEy HRDeIan
Gontorming
Plas se attached noice regarding QL TOCHSDBFROLOLODIG for Vi Liye Voting
Initiative (VLVI) support services.

Tha,

Tnvestigations & Operations Support Dallas | National Security Support | Contract

Specialist
DHS | ICE | Office of Acquisition Management (OAQ)
Phone 214-90]
Email
Have no fear of perfection. You'll never reach it. -Salvador Dali

20zzicura00ss 1038

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

l(b)(6); (b)(7)(C) 

RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 10:15:00 AM 
06.04 Protest Unsuccessful Quoter Notice PAE.pd! 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support services. 

Thanks, 

l(b)(6); (b)(7)(C) I 
Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone 214-90 1~11~1;,..,, 
Email: j(b)(6); (b)(?)(C) pice.dhs.gov 

Have no fear of perfection. You' IL never reach it. -Salvador Dali 

2022-ICLl-00038 1038 



Office of Acquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

PAE National Security Solutions, LLC
5160 Lad Land Drive
Fredericksburg, VA 22407

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ)#
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

ian

20224CL100038 1039

January 28, 2019 

fb)(6); (b)(7)(C) 

PAE National Security Solutions, LLC 
5160 Lad Land Drive 
Fredericksburg, VA 22407 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear l(b)(6); (b)(7)(C) 

b)(5) 

2022-ICLl-00038 1039 



“Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

[TR[Contracting Officer
fmigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20224CL100038 1040

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

b)(6); (b)(7)(C) 

(b)(6); (b)(?)(C) I Contracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1040 



Office of Acquisition Management
US DepartmentofHomeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Sotera Defense Solutions, Inc.
2121 Cooperative Way, Suite 400
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ)#
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

Dear

20224CL1-00038 1041

January 28, 2019 

fb)(6); (b)(7)(C) I 
Sotera Defense Solutions, Inc. 
2121 Cooperative Way, Suite 400 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear J(b)(6); (b)(7)(C) 

(b)(5) 

2022-ICLl-00038 1041 



“Thank you again for participation in the subject solicitation and we look forward to working with

Sincerely,

fmmigration and Customs Enforcement
Investigations and Operations Support Dallas (I0SD)

szsicuouss 101

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

rb)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 
ontracting Officer 

,....____,,,.---,--.-------,-~ 
Irnm1grat1on an Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1042 



Tor
ou

Subject: GW TOHSDTRGR000006 Rito
ome: onde,anury 2,20194800A
Attachments: 0504 rot UnicelGitNoaSelesSelCorne

Good Morning,

Please see attached notice regarding RFQ # 70CMSD1BFRO0000016 for Visa Lifecycle Vetting.
Initiative (VLVI) support Services.

Thanks,

Investigations & Operations Support Dallas | National Security Support | Contract
Specialist

I
Phone 214-9050]
Email

Have no fear of perfection. You'll never reach it. Salvador Dali

20224CL100038 1043

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Good Morning, 

RFQ # 70CMSD18Q00000016 Notification 

Monday, January 28, 2019 9:48:00 AM 
06.04 Protest Unsuccessful Quoter Notice Sotera-KeyWCorp.pdf 

Please see attached notice regarding RFQ # 70CMSD18FR00000016 for Visa Lifecycle Vetting 

Initiative (VLVI) support Services. 

Thanks, 

l(b)(6); (b)(7)(C) 

Investigations & Operations Support Dallas I National Security Support I Contract 
Specialist 
DHS I ICE I Of~Acquisition Management (OAQ) 

(b)(6); Phone 214-905 ,, ,,~,,~· 

Email: Jb)( 5); (b)(?)(C) @ice.dhs.gov 

Have no fear of perfection. You' IL never reach it. -Salvador Dali 

2022-ICLl-00038 1043 



Oi of Aquisition Management
US Departmentof Homeland Security
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Sotera Defense Solutions, Inc.
2121 Cooperative Way, Suite400
Herndon, VA 20171

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

-

20224CL100038 1044

January 28, 2019 

fb)(6); (b)(7)(C) 

Sotera Defense Solutions, Inc. 
2121 Cooperative Way, Suite 400 
Herndon, VA 20171 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear J<b)(6); (b)(7)(C) 

(b)(5) 

2022-ICLl-00038 1044 



‘Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

[Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20221CLI-00038 1045

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

(b)(6); (b)(?)(C) 

l(b)(B); (b)(?)(C) I Contracting Officer 

Immigration and Customs Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1045 



K&L GATES

January 28, 2019

BT rayeyemail  |edhsgow Lamm

Associate Legal Advisor
Office of the Principal Legal Advisor
USS. Immigration and Customs Enforcement
Department of Homeland Security
Re: B-416734.1: Protest of ManTech Advanced Systems International, Inc.

ManTech's Claim for Protest Cost Reimbursement
EF ECT

Dea

Inthe Government Accountability Office's (“GAC”) Decision and Agency Sustain Letter

of November 27, 2018, GAO recommended reimbursement of ManTech Advanced Systems

International, Inc's (‘ManTech’) costs for filing and pursuing the above-captioned protest

Pursuanttothat directive and in accordance with 4 C.F.R. § 21.8(d)-({), ManTech timely submits

this request to the Agency within 60 days of receipt of GAO's recommendation. ManTech has

provided certification of the amount claimed (see Attachment A), a summary of all requested

reimbursements (see Attachment B), cost adjustment documentation (see Attachments CE),

and descriptions detailing the individual fees and costs (see Attachment F). ManTech has

organized these costs into categories recognized by GAO as reimbursable.

A. Attorneys’Fees

ManTech requests reimbursement of outside counsel fees incurred in fing and pursuing

this protest. ManTech has attached documentation of all reasonable outside counsel fees

incurred from the date in which ManTech made the decision to pursue this protest, which total

145.30 hours. See Attachments B, F.

As a general rule, GAO considers a successful protester entilled to be reimbursed costs

aL GaEsup1601K STREET Nw WASHINGTON 0G 2008
12027785000 F 1 2027789100Noses com

20224CL100038 1046

January 28, 2019 

l
(b)(6); (b)(7)(C) I 

By E-mail,_ _______ ___,ce.dhs.gov) 

fb){6); {b){7)(C) 

Associate Legal Advisor 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
Department of Homeland Security 

(b)(6); (b)(7)(C) 

T + 1 202 778 9428 
F +1 202 778 9100 

Re: B-416734.1: Protest of ManTech Advanced Systems International, Inc. 

Dear 

ManTech's Claim for Protest Cost Reimbursement 
b)(6); (b)(7)(C) 

In the Government Accountability Office's ("GAO") Decision and Agency Sustain Letter 

of November 27, 2018, GAO recommended reimbursement of ManTech Advanced Systems 

International, lnc.'s ("ManTech") costs for filing and pursuing the above-captioned protest. 

Pursuant to that directive and in accordance with 4 C.F.R. § 21.8(d)-(f), ManTech timely submits 

this request to the Agency within 60 days of receipt of GAO's recommendation. ManTech has 

provided certification of the amount claimed (see Attachment A), a summary of all requested 

reimbursements (see Attachment B), cost adjustment documentation (see Attachments C-E), 

and descriptions detailing the individual fees and costs (see Attachment F). ManTech has 

organized these costs into categories recognized by GAO as reimbursable. 

A. Attorneys' Fees 

ManTech requests reimbursement of outside counsel fees incurred in filing and pursuing 

this protest. ManTech has attached documentation of all reasonable outside counsel fees 

incurred from the date in which ManTech made the decision to pursue this protest, which total 

145.30 hours. See Attachments B, F. 

As a general rule, GAO considers a successful protester entitled to be reimbursed costs 

K&L GATES LLP 
1601 K STREET NW WASHINGTON DC 20006 
T + 1 202 778 9000 F + 1 202 778 9100 klgates.com 

2022-ICLl-00038 1046 



incurred with respect to all issues pursued, not merely those pon which it prevails. AAR Aircraft

‘Servs.-~Costs, B-291670.6, May 12, 2003, 2003 CPD § 100 at 9. GAO has stated that “[in our

view, limiting recovery of protest costs in all cases to only those issues on which the protester

prevailed would be inconsistent with the broad, remedial congressional purpose behind the cost

reimbursement provisions of the Competition in Contracting Act of 1984, 31 U.S.C. sect. 3554

(©)(1)(a) (2006)." Burns and Roe Servs. Corp.-Costs, B-310828.2, April 28, 2008, 2008 CPD §

81. This claim represents costs for protest issues sustained by GAO and issues so intertwined

with the sustained issues that they cannot be considered separate protests. See Price

Waterhouse~Claim for Costs, B-254492.3, July 20, 1995, 95-2 CPD § 38 at 3 (noting that

protestors are entitled to costs incurred with respect to all issues pursued unless part of the cost

is allocable toa losing protest ground that is so clearly severable as to essentially constitute a

separate protest). Because the issues protested by ManTech are intertwined and share a

common core of facts, ManTechis entitled to reimbursement for al of the documented time

indicated in Attachment F (Attoneys' Fees - Costs and Descriptions). Seeid. (finding that

issues are intertwined where they share a common core of facts, are based upon related legal

theories, and are otherwise not readily severable); Burns and Roe Servs. Corp.--Costs, B-

310828.2 at 3 (finding that misevaluation of proposals and unequal treatment constitute

intertwined grounds of protest); JV Derichebourg-BMAR & Associates, LLG~Costs, B-407562.3,

May 3, 2013, 2013 CPD § 108 (‘W]e generally consider issues concerning the evaluation of

proposals to be intertwined.)

Wile the Competition in Contracting Act (‘CICA) imposes a fee cap of $150 per hour

for attomeys' fees, GAO has recognized that his cap should be increased based on cost-of-

living adjustments. Sodexho Mgmt. Inc. - Costs, B-289605.3, Aug. 6, 2003, 2003 CPD § 136.

GAO has stated that the cost-of-fving adjustment shold be computed using the Department of

Labor's “Consumer Price Index for All Urban Consumers, U.S. City Average for All tems” (CPI-

2
sanary 28.200

2022CLI-00038 1047

incurred with respect to all issues pursued, not merely those upon which it prevails. AAR Aircraft 

Servs.--Costs, B-291670.6, May 12, 2003, 2003 CPD 1 100 at 9. GAO has stated that "[i]n our 

view, limiting recovery of protest costs in all cases to only those issues on which the protester 

prevailed would be inconsistent with the broad, remedial congressional purpose behind the cost 

reimbursement provisions of the Competition in Contracting Act of 1984, 31 U.S.C. sect. 3554 

(c)(1 )(a) (2006)." Burns and Roe Servs. Corp.--Costs, B-310828.2, April 28, 2008, 2008 CPD 1 

81. This claim represents costs for protest issues sustained by GAO and issues so intertwined 

with the sustained issues that they cannot be considered separate protests. See Price 

Waterhouse--C/aim for Costs, B-254492.3, July 20, 1995, 95-2 CPD 1 38 at 3 (noting that 

protestors are entitled to costs incurred with respect to all issues pursued unless part of the cost 

is allocable to a losing protest ground that is so clearly severable as to essentially constitute a 

separate protest). Because the issues protested by ManTech are intertwined and share a 

common core of facts, ManTech is entitled to reimbursement for all of the documented time 

indicated in Attachment F (Attorneys' Fees - Costs and Descriptions). See id. (finding that 

issues are intertwined where they share a common core of facts, are based upon related legal 

theories, and are otherwise not readily severable); Burns and Roe Servs. Corp. --Costs, B-

310828.2 at 3 (finding that misevaluation of proposals and unequal treatment constitute 

intertwined grounds of protest); JV Derichebourg-BMAR & Associates, LLC--Costs, B-407562.3, 

May 3, 2013, 2013 CPD 1 108 ("]W]e generally consider issues concerning the evaluation of 

proposals to be intertwined."). 

While the Competition in Contracting Act ("CICA") imposes a fee cap of $150 per hour 

for attorneys' fees, GAO has recognized that this cap should be increased based on cost-of­

living adjustments. Sodexho Mgmt., Inc. - Costs, B-289605.3, Aug. 6, 2003, 2003 CPD 1 136. 

GAO has stated that the cost-of-living adjustment should be computed using the Department of 

Labor's "Consumer Price Index for All Urban Consumers, U.S. City Average for All Items" (CPI-

2 
January 28, 2019 
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U), using October 1995 as the base index number and adjusting based on the months in which

legal fees were incurred. fd. ManTech has included the CPI-U for the applicable time period

(August 2018 - October 2018). See Attachment C. ManTech calculated, based on cost-of-living

adjustments for the months in which ManTech incurred outside legal fees in pursuing this

protest, an upward aiustment of | See Attachments D, E (lusiratng the
adjustment in text and spreadsheet format, respectively). ManTech therefore requests

reimbursement for0 in attomeys'fees.

B. Internal Labor Costs

ManTech is also entitled to reimbursement for intemal labor costs. GAO permits.

recovery of in-house labor costs directly related to a protest. See Gulf Gas Uiltes Co.--Claim

for Costs, B-242650.7, Feb. 13, 1997, 97-1 CPD § 72 at 2. A protestor may reasonably show

the hours spent by employees through a general explanation of the tasks each of ts employees

conducted and an estimate of the time spent by those employees in their efforts. See Data

Based Decisions, Inc. B-232663 et a, 89-2 CPD 538 at 5. ManTech is wiling, however, to

forego its internal labor costs, and accordingly has not included a breakdown of employee rates

of compensation and total internal labor cost. ManTech hopes that the Agency will consider this.

concession in evaluating the reasonableness of ManTech’ reimbursement request

C. Conclusion

Based on the foregoing explanations and the attached documentation, ManTech

requests a total reimbursement of $35,803.37 for time and expenses related to fing and

pursuing this protest.

3
sanany 2,200

20221CLI-00038 1048

U), using October 1995 as the base index number and adjusting based on the months in which 

legal fees were incurred. Id. ManTech has included the CPI-U for the applicable time period 

(August 2018 - October 2018). See Attachment C. ManTech calculated, based on cost-of-living 

adjustments for the months in which ManTech incurred outside legal fees in pursuing this 

Kb)(4) I 
protest, an upward adjustment ot~------~ See Attachments D, E (illustrating the 

adjustment in text and spreadsheet format, respectively). ManTech therefore requests 

reimbursement for b)(
4

) in attorneys' fees. ~-------------------~ 
B. Internal Labor Costs 

ManTech is also entitled to reimbursement for internal labor costs. GAO permits 

recovery of in-house labor costs directly related to a protest. See Gulf Gas Utilities Co.--Claim 

tor Costs, B-242650. 7, Feb. 13, 1997, 97-1 CPD ,i 72 at 2. A protester may reasonably show 

the hours spent by employees through a general explanation of the tasks each of its employees 

conducted and an estimate of the time spent by those employees in their efforts. See Data 

Based Decisions, Inc., B-232663 et al, 89-2 CPD ,i 538 at 5. ManTech is willing, however, to 

forego its internal labor costs, and accordingly has not included a breakdown of employee rates 

of compensation and total internal labor cost. ManTech hopes that the Agency will consider this 

concession in evaluating the reasonableness of ManTech's reimbursement request. 

C. Conclusion 

Based on the foregoing explanations and the attached documentation, ManTech 

requests a total reimbursement of $35,803.37 for time and expenses related to filing and 

pursuing this protest. 

3 
January 28, 2019 
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Sincerely,

CounselforManTech Advanced Systems International, Inc.

(202) pcgua)direct dial
(202) 778 direct fax

Enclosures
ce: [FTE contacting Officer

. singe
2022101400038. 1048

Sincerely, 

(b)(6); (b)(7)(C) 

Counsel for ManTech Advanced Systems International, Inc. 
(202) 778i;;<abl direct dial 
(202) 778- direct fax 

l<bl/6l: ·, 
1 j?klgates.com 

Enclosures 

CC: tb)(6); (b)(7)(C) I Contracting Officer 

4 

2022-ICLl-00038 1049 
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CERTIFICATION OF HOURLY RATES

Bonnie J. Cook

Executive Vice President, Operations

1 [certify that to the best ofmy knowledge and belief, these documents

reflect the true and accurate costs that the protestor, ManTech Advanced Systems International,

Inc., incurred and paid in connection with the referenced protest and the amount to which the
contractor believes it is entitled to be reimbursed in accordance with 4 C.F.R. § 21.8(d)-(f).

Pursuant to 28 U.S.C. 1746, I declare under penaltyofperjury under the lawsofthe United

StatesofAmerica that the foregoing is true and correct.

Excautedon:2S Ze 2017

san
2u2210L000%8 1050

CERTIFICATION OF HOURLY RA TES 

Bonnie J. Cook 

Executive Vice President, Operations 
(b)(6); (b)(7)(C) 

I,.__ ____ _. certify that to the best of my knowledge and belief, these documents 
reflect the true and accurate costs that the protestor, ManTech Advanced Systems International, 
Inc., incurred and paid in connection with the referenced protest and the amount to which the 
contractor believes it is entitled to be reimbursed in accordance with 4 C.F.R. § 21.8( d)-(f). 

Pursuant to 28 U.S.C. 1746, I declare under penalty of perjury under the laws of the United 
States of America that the foregoing is true and correct. 

b)(6); (b)(7)(C) 

302928389 v1 
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ManTech Protest Costs Summary

Name hows[Tota1]
rrrT
Moores1[mee[|
Iowemeauesteo|[wa|
rr
rr1

[invoice #1(09/24/18)||
[invoice2 10/18/18) ||
[invoice#3 (11/07/18) ||

11
[HauryFeesubtotal||
I
I

[K&LGatessubtotal||
1

ota 1TTesas]

2022101100038 1051

ManTech Protest Costs Summary 

Name Hours Total 

ManTech Rate 

NONE REQUESTED N/A 

K&L Gates Ca~~ed Rate Amount 

Invoice #1 (09/24/18) (b)(4) 

Invoice #2 {10/18/18) 

Invoice #3 {11/07 /18) 

Hourly Fee Subtotal 

K&L Gates Subtotal 

Total $35,803.37 

2022-ICLl-00038 1051 



Cost of Living Adjustment for Attorneys’ Fees

L._ Determine Base a— Rate

2. Determine Base Index:

F

pr

]

Cost of Living Adjustment for Attorneys' Fees 

1. Determine Base Hourly Rate 

2. Determine Base Index: 
afb)(4) 

3. Determine Current Index for months in which legal services were rendered by taking the 
mean index of those months: 
b)(4) 

4. Determine differential between Cun-ent Index and Base Index 
r)(4) 

5. Determine percentage increase: 
rb)(4) 

6. Convert percentage increase to dollar increase: 

r~) I 

7. Determine new adjusted hourly rate: 
rbX4J 

302931670 v1 
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Attorney Fee Cap Cost Adjustment Spreadsheet

[calculationsTTTroms |
[Base Hourly Rate mmm
(31 U.S.C. § 3554(c)(2)(8))

I
[Baseindex(Oct.1005) [|
[1

[Currentindex [|
[awn]

seu |
[oan|
Mean Current ndox
(2ug.s Sept. + 0ct)/3
[1

Em(Current/Base)x100

[1

=(oferentio- 100
[1

rere] |[percentage inerons
1

fam1]+ Dolor increase

2022101100038 1053

Attorney Fee Cap Cost Adjustment Spreadsheet 

Calculations !Totals 
Base Hourly Rate I 

(b)(4) 

(31 U.S.C. § 3554(c)(2)(B)) 

Base Index {Oct. 1995) 

Current Index 

Aug-18 

Sep-18 

Oct-18 

Mean Current Index 

(Aug.+ Sept. + Oct.)/3 

Index Differential 

(Current/Base}xlO0 

Percentage Increase 

(Differential - 100) 

Dollar Increase (Base 

x Percentage Increase) 

New Adjusted Rate (Base 

+ Dollar Increase) 
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From:
ceSin: Ga tors
De Toit ary 2.2010 1:28.04 A

Good Morning,
Our contracting office is in receipt of your Claim B-416734. It has been
reviewed and approved for full amount submitted for the total of

as sent in your ManTech Att. B document to our attorney.
We WIT Be preparing the finance documentation, but we will need more
information in order to execute and finalize this paperwork for our finance
office.

Please provide these items: ManTech's Tax ID, address, and payment
information (payment account and routing numbers, and banking
information).

If you have any additional questions regarding this claim, please feel free
to contact me directly at the phone number listed below

Thank you.

v/R
vestigations and Operation Support Dallas — Section Chief
National Security Support- DHS- ICE-Office of Acquisition Management
(0AQ)
Phone: 214-9051 Cell: 202-302{77

202201100038 1054

From: (b)(6); (b)(7)(C) 

To: (b)(6); 

Cc: 
Subject: re: Claim for B-416734 

Date: Tuesday, January 29, 2019 11 :28:04 AM 

Good Morning, 
Our contracting office is in receipt of your Claim B-416734. It has been 
reviewed and approved for full amount submitted for the total of 

rb)(4) I as sent in your ManTech Att. 8 document to our attorney. 
We will be preparing the finance documentation, but we will need more 
information in order to execute and finalize this paperwork for our finance 
office. 

Please provide these items: ManTech's Tax ID, address, and payment 
information (payment account and routing numbers, and banking 
information). 

If you have any additional questions regarding this claim, please feel free 
to contact me directly at the phone number listed below. 

Thank you. 

V/R 
!(b)(6); (b)(7)(C) ! 

Investigations and Operation Support Dallas - Section Chief 
National Security Support- OHS- ICE-Office of Acquisition Management 
(OAQ) 
Phone:214-90 ~K~ 
Email: (b)(6J; (bl(7J(Cl 

2022-ICLl-00038 1054 
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~UISITION - MATERJALS-SUPPLIES-BlUIPM ENT 
192119DIV1CBJOOD4 

Z.IIATE 

OB-FBl-2D19 
81111 INIITRUCTIDNS GIi REWRSB ---

:I. ACTIVITY 8l'IH10l 

See Attadlm ent A 
- --•·-

4. TO: NAIi i! AMI ADIIIEl8 - PROCUIIIIIINf se;TION IOR ST0RIR00MJ J.R{IQM:NAMl:ANDAm&S - RB2USf110IB 
DIPARnlllfT OF H011BAN) 8B:Un1' CTCHI 
11111 IGRA ll0lf NO CUSTOM 8 HCRIRCIII INT fb)(6); (b)(7)(C) L., GD¥ 
QfflC1:0f' ACQU81110N IIIAHAOBIIIIN'r 
mll NSTBIIM0NS--,_,R..0Cll ~ 
A TTit: M ti: Ha.LI! ICILJ.EY 1W WILIONBLVD 

AK.IIGTDN. VA 22209 
18 

STOCK-BIR DBICIV'TI0H OF ARTICLE CIUANTITY Ulff C08T 
filMI; IIIDDH., TYPE SllE. COLOR, IIIRlll. E1'C) INT l"IIIC£ AMOUff' ~ -

I 1 a I ID 11 tz 
·- ·- ...... - -

OIOI l(b)(4) 

··-
Justlflc:atlon: 

ltllS G-514 FUNDS"THEPAYMNETOf"LEGAL FEESB~l EPJO~CTCSJBY W.NTEOIArNANCS> 
SYSTEMS INTERNA TDNAL, INC. IN THE AMOUNT OF(b )(4) DOLL.A RS. THESE FEES WERE ASSESSEJ 

DUE TO A FROTEST LAUNCHID BY THE COMPANY. 

Racommanded Vendor: 541395845 
W.NTB:H ArNANCm SY STBv\S INTfR 
7799 LEESBURG PIKE STE 700S 

FALLS CHURCH, VA 22043-2436 

Phona:703214Liillii] 
Contacltbllcl (bl£Zl(Cl I 

·-

1l. --- = ,. Dato t&. mLEOf Al'PRDYIMI ~ 
~b)(6); (b)(7)(C) I D8-l'a2019 MGMT & PROG ANAL 

~- 2L TITLE Of' RNINO om<: IAl 111. 

~ 0l..ffB-Z019 MGMT & PROG ANAL TOTAL 35,803 37 
IN-8IQNI\TIE K5 ~ (b)(?}(Cir UII I . = r~-:-:---=-.... -· -

ti.~ TO ACTION COIE 

II II\IIIJTIT UTE ITEM 2 -~ KTOQIB> 

• IIACKOlaMI> , i:.uc:a._..,,A&11,o-,in 

D ~RM~ stll'IIDIT 0 OTNiR - IILS UGCATm 

1 CANCB.l iD-STOC It E04AUIITBI 

I C&mfY THAT TKEAIOVI! ARTICUS - COi.iNNS 3.1 AND IZ • HAYelllH AB:BVBl 

20. LOCATION l J1, IIATI! 

United States Dapllr1ment Of Homeland Security 

Imm l11r■tlon And Customs &lf0rcement 
FORM G-514 (REY, 8•1 •S 

1 22. IIIGNA TUN! 

~Bff&e:TION(OltST~l 

17. 11A TE IIB2IVID 19. l'\.MCMAl'EORllER 

DATE -BER 

111-APPROVm 

... 

- --

I 23. TITLE 

Page of 3 
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INSTRUCTIONS
Use

Use For G-514 - coninued an Form G-514.1- To requiston materials, supples, and equipment rough tho
Procurement section of the Regional (or Central) Offcs;or froma Sorvice-operated Storercom.

Coples-Distribution
Prepared by requistoner in an orginal and tw copies, sending original (wie) and Copy 1 (pink) to:
Procurement Section (or Storercom), and retaining Copy 2 (green). Procurement Section (or Storeroom) shall,
a5 aru, pack Copy 1 wih shipment. or return  o requistiones with appropriato advice.

Enries
Byrequisitioner:

1. Number consecutively, beginning with number one each fiscal year, and pref wh alphabelic location
symbol and lasttw 0 digs of fiscal year (6.9. MA-53-1,MA-58.2, MA-50-3,oc., MA-59-1, MA-53.2,
MA-59.3,ol.). Number continuation shaols w Ih numarical sulf(09. MA-56-1.1, MA-58-1.2, MA-58-
1.3, otc).

2. Enter dato of preparaton.
3. Enter numerical symbol of activ which wl ben from use of arcs.
4. Enter name and address of Procurement section (or Storeroom)(o.g., Procurement Secon, iigration

and Naturatzation Servic, Rhmond, VA).
5. Enlerfullname,ila, and scdross so that shigping label may bo propared w thou reference 0 address

directory. If consignea s oir than raquisiioner, enter shipping instructions under Entry .
6. Enlrformnumbers; tock number show n “SlresStockCatalog" and “Federal Supply Schedules*
7. Enter full descriplon of article; attach sketches, pans, samples, ofc. I consignee s othe than requistoner,

enter shipping instructions.
8. Enter issue - unit quantity.
9. Enlor unt of Issue (0.9, 0h, oz.,C, ross, ream M. b, cw, on: bag, bal, bb, bot, box, oan, ig. rol,

tubo: pL at, gal. etc.)
13. Signature of approving official.
14. Ente tte of approvingof cial.
24.Signatureof funding official.
25, Ener de of funding offical.

By Procurement Section (or Storaream):

10. Ener unt price.
41. Ener productof Entries 8 and 10.
12. Enter symbol of action ken. Seo Enty 16.
15. Enter otal of amounts under Entry 11.
17. Enter date requition receive
18. Signature of approving offcer.
19. Enter, if sued, date and number ofpurchase order.

By consignee:
20. Enter address - cy and state.
21. Enter dale shipment recaived.
22. Signature of employee authorized fo accept doivery.
23, Enter te of receiving employee

United States Department of Homeland Sacurly
Immigration And Customs Enforcement

For G51 (EY.81-5 moe 2 3

20224CLI-00038 1056

INSTRUCTIONS 

Use 
Use Form G-514 - conUnued on Form G-514.1 -- To requisition rraterlals, supplies, and equipment through the 
Procurement section of the Reglonal (or Central) Office; or from a Service-operated Storeroom. 

Coples - Distribution 

Prepared by requistioner in an original and two copies, sending original (white) and Copy 1 (pink) to: 
Procurement Section (or Storeroom), and retaining Copy 2 (green). Pt-ocurement Section (or Storeroom) shall, 
as a rule, pack Copy 1 w Ith shipment, or return It to requisltlonar w Ith appropriate advice. 

Entrlas 

By requisitioner: 

1. Number consecutively, beginning w Ith nurJlber one each fiscal year, and prefix w Ith alphabetic location 
symbol and last two digits of fiscal year (e.g., MIA-58-1, MIA-58-2, MIA-58-3, etc., MIA-59-1, MIA-59-2, 
MIA-59-3, etc.). Nurrber continuation sheets w Ith nurmrlcal suffix(e.g., MIA-58-1.1, MJA-58-1.2, MIA-58-
1.3, etc). 

2. Enter date of preparation. 
3. Enter numerical symbol of activity w hlch w iU benefit from use of articles. 
4. Enter name and address of A"ocurement secUon (or Storeroom)(e.g., A"ocurement Section, lnvnigratlon 

and Naturalization Service, Richmond, VA). 
5. Enter full name, title, and address so that shipping label may be prepared without reference to address 

directory. If consignee Is other than requisitioner, enter shipping instructions under Entry 7. 
6. Enter form numbers; stock nurrber shown in •stores Stock Catalog• and •Federal Supply Schedules: 
7. Enter fuD description of article; attach sketches, plans, sa~les, etc. If consignee is other than requisitioner, 

enter shipping instructions. 
8. Enter issue - unit quantity. 
9. Enter unit of Issue (e.g., each, doz., C, gross, ream, M; lb., cwt, ton: bag, ball, bbl., bot., box, can, pkg., roll, 

tube; pl, qt., gal., etc.) 
13. Signature of approving official. 
14. Enter title of approving official. 
24. Signature of funding official. 
25. Enter title of funding official. 

By Procurement Section ( or Storeroom): 

10. Enter unit price. 
11. Enter product of Entries 8 and 10. 
12. Enter symbol of action taken. See Entry 16. 
15. Enter total of arTOunts under Entry 11. 
17. Enter date requisition received. 
18. Signature of approving officer. 
19. Enter, if issued, date and number of purchase order. 

By consignee: 

20. Enter address - city and state. 
21. Enter date shipment received. 
22. Signature of efll)loyee authorized lo accept denvery. 
23. Enter title of receiving efTl)loyee. 

United states Department Of Homeland Security 

Immigration And Custom a £nforcamenl 
FORM G-514 (REV. B-1-5 

2022-ICLl-00038 1056 

Page 2 of 3 



Form 6-514
REQUISITION MATERIALSSUPPLIESSOUIPMESTSymi

ATTACHMENT A. |

FO —

coma Tone. hr Tek Fad Pog pr oer Wr Aman |

i

APPROPUATIONSYMBOLCROSSWALK:

FES — =TE =TE ee— | ime

mst

——

REQUISITION NUMBER: 1a2119DJV1cBJ0ao, 

ltetn 
No. ConlrllCI No. Task Ord No. 

APPROPRIATION SYMBOL CROSSWALK: 

FUND FY TAS 
709/00540 

Form G-514 
REQUISffiON - MA TERJALS-SUPPLIES-EQUIPMENT 

Activity Symbols 
ATTACHMENT A 

Project Task Flllld Prog1El1 Organiz.atiou 

(b)(4) 

TITLE AMOUNT 
(b)(4) 

VO 2019 
sv 2019 70X5378 Student and Exchange Visitor Fl'ogram, Border and -rrransl)O(tation Sacurity, Daoartment of Homeland Secur!lv 

Objm 

United States Department Of Hom eland Security 

Immigration And Custom& &1farcement 

FORM G-514 (REV. 8-1•5 
Page 3 of 3 

2022-ICLl-00038 1057 
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CLAIM FORREIMBURSEMENT — or aET eoCEEher em
ToT]pon _—
g orporate| Drive«| Hendon va 2017 af]
poAPrRTEOr ee

8 Bile whan Eteccoe129019 | 2 ONECaanHams vSine Tae
CC towrmmremram — =

w lef Twmow TT ww | L -.

J|]
snrenBE]| | | | J

* myDoa Segeryr Seltod StSopa ret homtvan ec pr
he headofthedapartmentoragencyfo40cody (31U.S.C. 680) StnQighostOrlySE | ~

2 bE nig. 2
SignOriginalOnly Tk

SSS————

,

CLAJM FOR REIMBURSEMENT 
FOR EXPENDITURES 

ON OFFICIAL BUSINESS 

,. 011( 

OHS ICE HSI 

RHd file Prlv•cr Ac, Stlltman1 on thfl bacJc of tltlls form. 

j ManTech Advanced Systems Intcmatiom.l, Inc. 

3 •. 
u 225 I Corporate Parle Drive 
..,. Herndon, VA 20171 

b. 1100A1. S(Q.IIQTY HO. 

,._ OfRCI Tl L.il'l«)N E NUl,llllll 

703-48 (b)(6); 
/h\f7\/ .\ 

1. YOV04Ell 1'1.1 ... 91 

J. SCNUJUU: NUM~ 

a. , o av 

I. ~OITUIIU (If ,,,. claim«/ In col. Ir,) 111Cr:Hd$ clHlrr,• for one p-,on, shaw fn COi. (hi th• ffllfflber of sdditio,i.f ptHSons w*h Bf:OmP/lnled 
,,,.,Wmant.J 

DATl SIio,. ~•cw. In NI. rai: MIi.EA~ AMOUNT ClAJMED 
C A - Local travel D • Fvner1I Hon«a Oet■II 
0 RAT! 

1/29/19 D 
a - Telephone Of tet11,r1ph, or E • Spec111tv C■rt ADO TIPI IINO 

E 
C • Othar ••pensn f. tsm/zed/ t MIUIIG£ flll'I£ 1'£111. "'1,ca.-

fE.,,W,, IJ~llfH In IJHIC/f/c rhta/1,J HO. OF ~TOU &01«1 INCEOUI 
MIUS 

1/IJ "" W FROM /di TO '"' '" '-' IN ,~ 
- - -

l(b)(4) 

ff •ddlriorlill IJ)IH:• ~ ,vqulml t;'OO'IIO'HIIJ on,,., b/Jd. 
-TOTM.11 ~ -111111 FIIOM 'tMI! 
IIACll 

7. AMOUNT CLAIMl!D (Toto/ af col•. (fJ, fgl ,nd fiJ.J ►•fb)(4) TOTAlS JS,BQl.37 

II, HUii ciaan II IIIIPl'O"ft. LOng ~IIIIICG lel81)110ftl calla, II ,nown .• ,. cenifllkll ,o. I C0111'V ino1 11,11 Chim,. lr\19 11114 l:OJT•CI 10 lh• DUI ol my lmowl■dg• and 
aa MCalM'V In lfto lnte,1111 of ma ao1111mm.nL {Noll: ff /oflg dlstonce call$ 
a,v lncWtd. tile app,o "'1,fl aff/cl(N mull /ta WI HM ~ In writing, 0 ~ 
I/Mt ho/Id ol tn. "-"'"11111 or ogoncy to .., CMtlfy (3, U.S. C. S.O.J.J 

Sign Orfg/NI Ot11y 

DAlt 

-► Ol'?ICIIAI. ., ........ ~ 

9. This d.tlm la Ctlti111d "'"C1 lltld propat 10, jl1ym1t1I. 

Sign Ong/Ml Only 

===► IDAn 
°"'CBI ·--A CCOfJNTING CLASS/FICA TrON 

DoD Ovarp,lnt 4/2002 

ii.ttol II/Id lha1 pavm1nt or cr1dlt hu na1 t..Ofl rfC&hrad bv me. 

b)(6); (b)(7)(C) 

Cl .. 
11 -.. -, .... . 

'U. PA_,. MADI 
IY etlllCII lfO. 

Sl9(t Orlglnel Onlt1 

I) ~;~osr7 
" V 

•· D,t,TT ~ECIWR> 

c. AMOUHT 

$ 

STAl'IDARD FOAM 1184 (Rev. 11-77) 
~ W USA, Fl'Mlll l~l'll 411101·1 
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8. EXPENDITURES • Continued 

~n ---'4~,:,odooteol, 18J· .,- AMOUNT CLAIMED C A • Loeal travel 0 • Funeral HDriors D111all 
0 8 • Ta!aphona Dr la~raph, Dr E • Speelalty Cara "n 

111129/ 0 ·~ "~-
E 

C - O'thar ll(Pllflllll i amlz&dJ ' MILl:AQ£ ·- =· ~=· --
f&p/H, upem/;rwea In :spec/fit: da111H./ HO. D~ DR TilU. - -,~ 

w~ 
w w ,. FROM ~ ro w "' "' w • 

Tola/ t1•ch column and 11nr11, 011 lite mJnr. a,blalal ~- ► 
In"'""'''~ with the Priviw, Act ol 1974, 1ho following lnlormall"" !1 provldad: Sollcltatlan al th1 lnformati"" ""IIU form Is autherired tty S U.S.C. Chap!Bf 67 as 
tmpl•nunted by \/11 Faden! Travel Rq11lationr1 (FPMR 101·71. e.o. 11609 of July 22 1971, E.0. 11012 of Mardi 27. 1962, E.O. 939701 N~YIHllllBf 22, 1943. Ind 
28 U.S.C. 801Hb) and 6109. Th1 primary purpose, ol U\e l{lq11atad Information Is ta d11mmino payment or rajmbutsamlflt ID eligoll!o lndiv!d11ol1 lo, 1Howablo tri1Y91 
and/or D!h• 1,rpenao1 lncutTod undo, BIIPIDJlriDte admlnittrllllw Wlhofiunfon and ta rl!C10fd .,,d maintain coeu of such raimt,uranm,m ia 1111 Govennent. Tho 
ln!Dfflllltion mil bl! used by Fed"91 agency ollluni and em.ployami -.vt,o llaYII a need ror lh1 inlOfflUltivn in 1111 perfalffl.llnCa ol ffletr olliciol dutie•- The lntorm1tion may 
bt dl1cfol0d to ~ Fo4tel, State, local, o, larelan 1191ncl11, wfflm rtlevllnt to ,;Mr, crtmlnal. or ,.gulDtory ln1rHd9"tlcma a, ll(Uaa,tillftl, er when pvt'IIIOllt lo 
11-..vlr...,.nt by !Na "!IMC"f In connection wllh Iha hlr!n.g Of tiring of an omplaytt, Iha lsw,nce of a HWritv cltmance, Df EnvaUgatioNI al Iha PlflDfmar,.i:o ol offldltl 
dutY wNle t,, Qov~mmant amv!ca. ye,,,, Sod&I kcutity AccCl.lnt Number (S51','1 la aDllcltlld 11nde1 the a11!h111lty al !he Enltmal Rovenu1 Cada 128 U,S.C. 601 Ubl and 
B1091 and £.0. 11307, Novanl>lr 22, 1943, la, 11H III ii 1:UPIIYDI end/or C~ll'lfl ldenliRr:allan n11mbu; dlado~u,e Is MANDATORY an '1'1111ch .. cklmln& p,rvment a, 
,llmbu,Hffll'l'II whl<:h ill, or may be, to.u.llle rnco,,,,,. Di,cioawe ol VOW' SSN and ll1ha, raq1,1utad infa,rnatlon Is voluntary- In au ""'"' lna1<1nen; llowewar, laUu,e ta 
pravlclo lhe inlannetlon lathe< tt,..., SSN) ,-ired to IIIPIJO'I "'- clalm may rnlffl In de:tay DI Illa <>f rclmtr111511"""'l 

DoD 0vllrJ!rinl 4/2002 STANDARD FORM 1164 llllci< (Riv. 11·77! 
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ICEOfficeof Acquisition Management ICEinformation Governance and Privacy (IGP) andICE information
Privacy and Information Security Procurement Review ASDien (UD) have determinedtht henatureof heprocurementcotegaries stedbelowdontrepresent aspecific privacy

Exempt CategoriesChecklist andorsecurtyrisk and thsdonot require reviewbyIGPorIAD.

structions
16 your procurement fits ito aexemption, includethiscompleted page in your acquisition package. No furtherIGP/IADsubmissions ar required.
1fyour procurementdoes NOT ntosn exemption. you mustcomplete theprivacy and informatio Checks

CONTACT INFORMATION
RE RT

Procurement oc: [OLBO] Program POC:
Phone: _214.9fF6T phone: 70323000,|

emai: [FTO OX edhs go EmaifPTO BCT os gov

ass A: Admin
Administrative modifications (e.., add funding, chang addres, appoint new COR, change the POC, change or
extend Periods of Performanceor deiwerydate, etc)

“This exemptiononly applies if you check the bax aboveANDthe SOW/PWS was previously reviewed by
the ICE Privacy Office after May 2015

0 De-obligationoffunds
Class B: Goods

NonITequipment (e.g. uniforms, furniture, paper, fingcabinet, safes, etc)

© IT hardware (e.g on-site servers, Iaptops/desktops for general office use, cll phones, SIM cards, radios, etc)

©) Multi-function devices (e2, fax,copymachine, scanner, printer, etc)

©) Forensic oftware and Hardware (tools used to image, unlock, retrieveoranalyze data from mobile devices
‘and computer workstations for the purposes of collecting and analyzingforensicevidence). In addition:

+ there is not a corresponding, SOW/PWSforthe purchase,
«thevendor will not have the abilty toview any personally identifiabe information (P) associated

with the useof the technology/service, and
«thepurposeforthesoftware/ hardware aligns with current and existing uses of the technology.

lass C: Services
© Multi-function device maintenance

© Building maintenance(e.g antennas, HVAC, etc)

© Firing range services

0 parking

© Conference space

©) Training when no employee informationorother Pil is provided to the vendor

© Bandwidth or network connectivity

yourprocurement fits toanexemption,completeandpin thi page andincludeitinyourAcausitionPackage.
o

16 yourprocurementdoesNOTfit to an exemption category,you mustcomplet th privacy.andInformationSecurity Checks.TheChecklist
andthresponse fromPrivacy ndIADmstbeincludedinyouracquisition package

20224CLI-00038 1060

ICE Office of Acquisition Management ICE Information Governance and Privacy {/GP) and ICE Information 
Assurance DMsion (IAD) hove determined thor the nature of the 

procurement categories listed below do not represent a specific privacy 
and/or security risk and thus do not require review by /GP or /AD. 

Privacy and Information Security Procurement Review 
Exempt Categories Checklist 

Instructions 
If your procurement fits into an exemption, indude this completed page in your acquisition package. No further IGP/IAD submissions are required. 
If your procurement does NOT fit into an exemption, you must complete the Privacy and Information Security Checklist. 

CONTACT INFORMATION 

Procurement POC: !(b)(6); (b)(7)(C) 
------....1... ______ _ 

l(b)(6); (b )(7)(C) 
Program POC: I I 

Phone: 214-9j(b)(6); 
-1(b)(6); 

Phone: 703-2jjih,n11r1 I 
Email: r)(6); (b)(7)(C) ke.dhs.gov 

I 

Emaifb)(6); (b)(7)(C) ldhs.gov 

Class A: Admin 

Class B: Goods 

t8l 

□ 

Administrative modifications (e.g., add funding, change address, appoint new COR, change the POC, change or 
extend Periods of Performance or delivery date, etc.) 

This exemption only applies if you check the box above AND the SOW/PWS was previously reviewed by 
the ICE Privacy Office after May 2015. 

De-obligation of funds 

□ Non IT equipment (e.g., uniforms, furniture, paper, filing cabinets, safes, etc.) 

D IT hardware (e.g., on-site servers, laptops/desktops for general office use, cell phones, SIM cards, radios, etc.) 

D Multi-function devices (e.g., fax, copy machine, scanner, printer, etc.) 

D Forensic Software and Hardware (tools used to image, unlock, retrieve or analyze data from mobile devices 
and computer workstations for the purposes of collecting and analyzing forensic evidence). In addition: 

• there is not a corresponding SOW/PWS for the purchase, 
• the vendor will not have the ability to view any personally identifiable information (PII) associated 

with the use of the technology/service, and 
• the purpose for the software/hardware aligns with current and existing uses of the technology. 

Class C: Services 
D Multi-function device maintenance 

□ Building maintenance (e.g., antennas, HVAC, etc.) 

□ Firing range services 

D Parking 

D Conference space 

D Training when no employee information or other PII is provided to the vendor 

D Bandwidth or network connectivity 

If your procurement fits into an exemption. complete and print this page and indude it in your Acquisition Package. 
You do not need to submit any dOOJments for Privacy or Information Assurance Division (IADI review. 

If your procurement does NOT fit into an exemption category, you must complete the Privacy and Information Security Checklist The Checklist 
and the response from Privacy and IAD must be included in your acquisition package. 

2022-ICLl-00038 1060 
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Department of Homeland Security

Desk: (214) 0fK®1]

email cedhs gov

recipient. Please notify the sender if i has been mr and immediately destroy all

for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of

Information Act, 5 USC §§ 552(b)(S), (b)(7).

Fron Jokigates.com>

ToTOT—eicedngoneTresco

szsicuonss 101

From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

(b)(6); (b)(7)(C) 

FW: B-416734 - cost claim 

Tuesday, January 29, 2019 8:04:30 AM 
B-416734.1 - ManTech Cost Claim.pd! 
ManTech Att B.odf 
ManTech AU p pdf 
ManTech Alt. E.pdf 
MantTech Att. A.pd! 
Att C - Consumer Price Index Pata xlsx 

I guess after they saw the new award announcement, they changed their mind. Too bad, because 

had they waited until today, they would not have been able to file the claim. 

V/r, 
(b)(6); (b)(7)(C) 

Associate Legal Advisor 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

Department of Homeland Security 

Desk: (214) 901(b)(6); I 
Emai1:l<bl(5); (b)(?)(C) ~ice.dhs.gov 

***Warning*** Attorney/Client Privilege*** Attorney Work Product*** 

This communi 

privileged informatio 

not for release, revie 

recipient. Please noti 

ments may contain confidential and 

information. It is 

n the intended 

ore do not print, copy, re-transmit, dissem· or otherwise use this 

informatio isclosure of this communication or its attachments must be appro the 

ice of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This document 1 

for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC§§ 552(b)(S), (b)(7). 

Fro~(b)(6); (b)(7)(C) @klgates.com> 

Sent: Monday, January 28, 2019 4:57 PM 
To:l(b)(6); (b)(7)(C) 

cc{b)(6); (b)(7)(C) 
~@ice.dhs~.g .. o:a..v:...> ________ ~ 

~klgates.com>; fbl(G); (b)(?)(C) lklgates.com> 

Subject: RE: B-416734 - cost claim 

(b)(6); 
(b)(7)(C) 

I'm sorry for the last-minute change, but my client has elected to pursue its cost claim after all. I've 

attached the claim and supporting documentation. Please let me know if you have any questions. 

2022-ICLl-00038 1061 



January 28, 2019

Sq
pan ene LE

Oifice of thePrincipal Legal Advisor
U.S. Immigration and Customs Enforcement
Department of Homeland Security

Re: B-416734.1: Protestof ManTech Advanced Systems international, Ic.
ManTech's Claim for Protest Cost Reimbursement

oes TO]
In the Government Accountability Office's (“GAO”) Decision and Agency Sustain Letter

of November 27, 2018, GAO recommended reimbursement of ManTech Advanced Systems

International, Inc.'s ("ManTech") costs for filing and pursuing the above-captioned protest.

Pursuanttothat directive and in accordance with 4 C.F.R. § 21.8(d)-(f), ManTech timely submits

this request to the Agency within 60 days of receipt of GAO's recommendation. ManTech has

provided cotton of th amount cained (see tachment A), summary of a eested
reimbursements (see Attachment B), cost adjustment documentation (see Attachments CE),

and descriptions detiing te nchidual ec an cots s00 Atachment F). ManTech has
organized hes cost nto categories recognized by GAO a reimburse.

A AtiomevsFees

ManTech requests reimbursement of outside counsel fees incurred in filing and pursuing

this protest. ManTech has attached documentation of all reasonable outside counsel fees

incurred from the date in which ManTech made the decision to pursue this protest, which total

145.30 hours. Soo Atachments 8,
agora ni, GAO considers a scoss rte 0b ronburs oss

HEREa worn comesTET

22icU000% 1052

January 28, 2019 

B E 
. (b)(6); (b)(7)(C) 

y -ma, e.dhs.gov) 

Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
Department of Homeland Security 

l(b)(6); (b)(7)(C) I 
fb)(6); (b)(7)(C) lklgates.com 

T+12027~ 
F +1 202 778 9100 

Re: B-416734.1: Protest of ManTech Advanced Systems International, Inc. 
ManTech's Claim for Protest Cost Reimbursement 

Dea{b)(6); (b)(7)(C) 

In the Government Accountability Office's ("GAO") Decision and Agency Sustain Letter 

of November 27, 2018, GAO recommended reimbursement of ManTech Advanced Systems 

International, lnc.'s ("ManTech") costs for filing and pursuing the above-captioned protest. 

Pursuant to that directive and in accordance with 4 C.F.R. § 21.8(d)-(f), ManTech timely submits 

this request to the Agency within 60 days of receipt of GAO's recommendation. ManTech has 

provided certification of the amount claimed (see Attachment A), a summary of all requested 

reimbursements (see Attachment B), cost adjustment documentation (see Attachments C-E), 

and descriptions detailing the individual fees and costs (see Attachment F). ManTech has 

organized these costs into categories recognized by GAO as reimbursable. 

A. Attorneys' Fees 

ManTech requests reimbursement of outside counsel fees incurred in filing and pursuing 

this protest. ManTech has attached documentation of all reasonable outside counsel fees 

incurred from the date in which ManTech made the decision to pursue this protest, which total 

145.30 hours. See Attachments B, F. 

As a general rule, GAO considers a successful protester entitled to be reimbursed costs 

K&L GATES LLP 
1601 K STREET NW WASHINGTON DC 20006 
T + 1 202 778 9000 F + 1 202 778 9100 klgates.com 
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incurred with respect to all issues pursued, not merely those pon which it prevails. AAR Aircraft

‘Servs.-~Costs, B-291670.6, May 12, 2003, 2003 CPD § 100 at 9. GAO has stated that “[in our

view, limiting recovery of protest costs in all cases to only those issues on which the protester

prevailed would be inconsistent with the broad, remedial congressional purpose behind the cost

reimbursement provisions of the Competition in Contracting Act of 1984, 31 U.S.C. sect. 3554

(©)(1)(a) (2006)." Burns and Roe Servs. Corp.-Costs, B-310828.2, April 28, 2008, 2008 CPD §

81. This claim represents costs for protest issues sustained by GAO and issues so intertwined

with the sustained issues that they cannot be considered separate protests. See Price

Waterhouse~Claim for Costs, B-254492.3, July 20, 1995, 95-2 CPD § 38 at 3 (noting that

protestors are entitled to costs incurred with respect to all issues pursued unless part of the cost

is allocable toa losing protest ground that is so clearly severable as to essentially constitute a

separate protest). Because the issues protested by ManTech are intertwined and share a

common core of facts, ManTechis entitled to reimbursement for al of the documented time

indicated in Attachment F (Attoneys' Fees - Costs and Descriptions). Seeid. (finding that

issues are intertwined where they share a common core of facts, are based upon related legal

theories, and are otherwise not readily severable); Burns and Roe Servs. Corp.--Costs, B-

310828.2 at 3 (finding that misevaluation of proposals and unequal treatment constitute

intertwined grounds of protest); JV Derichebourg-BMAR & Associates, LLG~Costs, B-407562.3,

May 3, 2013, 2013 CPD § 108 (‘W]e generally consider issues concerning the evaluation of

proposals to be intertwined.)

Wile the Competition in Contracting Act (‘CICA) imposes a fee cap of $150 per hour

for attomeys' fees, GAO has recognized that his cap should be increased based on cost-of-

living adjustments. Sodexho Mgmt. Inc. - Costs, B-289605.3, Aug. 6, 2003, 2003 CPD § 136.

GAO has stated that the cost-of-fving adjustment shold be computed using the Department of

Labor's “Consumer Price Index for All Urban Consumers, U.S. City Average for All tems” (CPI-

2
sanary 28.200
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incurred with respect to all issues pursued, not merely those upon which it prevails. AAR Aircraft 

Servs.--Costs, B-291670.6, May 12, 2003, 2003 CPD 1 100 at 9. GAO has stated that "[i]n our 

view, limiting recovery of protest costs in all cases to only those issues on which the protester 

prevailed would be inconsistent with the broad, remedial congressional purpose behind the cost 

reimbursement provisions of the Competition in Contracting Act of 1984, 31 U.S.C. sect. 3554 

(c)(1 )(a) (2006)." Burns and Roe Servs. Corp.--Costs, B-310828.2, April 28, 2008, 2008 CPD 1 

81. This claim represents costs for protest issues sustained by GAO and issues so intertwined 

with the sustained issues that they cannot be considered separate protests. See Price 

Waterhouse--C/aim for Costs, B-254492.3, July 20, 1995, 95-2 CPD 1 38 at 3 (noting that 

protestors are entitled to costs incurred with respect to all issues pursued unless part of the cost 

is allocable to a losing protest ground that is so clearly severable as to essentially constitute a 

separate protest). Because the issues protested by ManTech are intertwined and share a 

common core of facts, ManTech is entitled to reimbursement for all of the documented time 

indicated in Attachment F (Attorneys' Fees - Costs and Descriptions). See id. (finding that 

issues are intertwined where they share a common core of facts, are based upon related legal 

theories, and are otherwise not readily severable); Burns and Roe Servs. Corp. --Costs, B-

310828.2 at 3 (finding that misevaluation of proposals and unequal treatment constitute 

intertwined grounds of protest); JV Derichebourg-BMAR & Associates, LLC--Costs, B-407562.3, 

May 3, 2013, 2013 CPD 1 108 ("]W]e generally consider issues concerning the evaluation of 

proposals to be intertwined."). 

While the Competition in Contracting Act ("CICA") imposes a fee cap of $150 per hour 

for attorneys' fees, GAO has recognized that this cap should be increased based on cost-of­

living adjustments. Sodexho Mgmt., Inc. - Costs, B-289605.3, Aug. 6, 2003, 2003 CPD 1 136. 

GAO has stated that the cost-of-living adjustment should be computed using the Department of 

Labor's "Consumer Price Index for All Urban Consumers, U.S. City Average for All Items" (CPI-

2 
January 28, 2019 
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U), using October 1995 as the base index number and adjusting based on the months in which

legal fees were incurred. fd. ManTech has included the CPI-U for the applicable time period

(August 2018 - October 2018). See Attachment C. ManTech calculated, based on cost-of-living

adjustments for the months in which ManTech incurred outside legal fees in pursuing this

protest, an upward adusment of.______| See tachment DE (usatng the
adjustment in text and spreadsheet format, respectively). ManTech therefore requests

reimbursemento_oattomeys'fees.

B. Internal Labor Costs

ManTech is also entitled to reimbursement for intemal labor costs. GAO permits.

recovery of in-house labor costs directly related to a protest. See Gulf Gas Uiltes Co.--Claim

for Costs, B-242650.7, Feb. 13, 1997, 97-1 CPD § 72 at 2. A protestor may reasonably show

the hours spent by employees through a general explanation of the tasks each of ts employees

conducted and an estimate of the time spent by those employees in their efforts. See Data

Based Decisions, Inc. B-232663 et a, 89-2 CPD 538 at 5. ManTech is wiling, however, to

forego its internal labor costs, and accordingly has not included a breakdown of employee rates

of compensation and total internal labor cost. ManTech hopes that the Agency will consider this.

concession in evaluating the reasonableness of ManTech’ reimbursement request

C. Conclusion

Based on the foregoing explanations and the attached documentation, ManTech

requests a total reimbursement of $35,803.37 for time and expenses related to fing and

pursuing this protest.

3
sanany 2,200
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U), using October 1995 as the base index number and adjusting based on the months in which 

legal fees were incurred. Id. ManTech has included the CPI-U for the applicable time period 

(August 2018 - October 2018). See Attachment C. ManTech calculated, based on cost-of-living 

adjustments for the months in which ManTech incurred outside legal fees in pursuing this 

icb)(4) I 
protest, an upward adjustment of~------~ See Attachments D, E (illustrating the 

adjustment in text and spreadsheet format, respectively). ManTech therefore requests 

reimbursement fo~~<b_l<4_l ___________________ _.ln attorneys' fees. 

B. Internal Labor Costs 

ManTech is also entitled to reimbursement for internal labor costs. GAO permits 

recovery of in-house labor costs directly related to a protest. See Gulf Gas Utilities Co.--Claim 

tor Costs, B-242650. 7, Feb. 13, 1997, 97-1 CPD ,i 72 at 2. A protester may reasonably show 

the hours spent by employees through a general explanation of the tasks each of its employees 

conducted and an estimate of the time spent by those employees in their efforts. See Data 

Based Decisions, Inc., B-232663 et al, 89-2 CPD ,i 538 at 5. ManTech is willing, however, to 

forego its internal labor costs, and accordingly has not included a breakdown of employee rates 

of compensation and total internal labor cost. ManTech hopes that the Agency will consider this 

concession in evaluating the reasonableness of ManTech's reimbursement request. 

C. Conclusion 

Based on the foregoing explanations and the attached documentation, ManTech 

requests a total reimbursement of $35,803.37 for time and expenses related to filing and 

pursuing this protest. 

3 
January 28, 2019 
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Sincerely,

CounselforManTech Advanced Systems International, Inc.
(202) 778EXE] direct dial
(202) 778-9100 direct fax

Encosures
cc:TT contracting Ofcer

. zs
20zzicuaonss 1065

Sincerely, 

(b)(6); (b)(7)(C) 

Counsel for ManTech Advanced Systems International, Inc. 
(202) 778~(b)(6J; !direct dial 
(202) 778-9100 direct fax 

fbl(6J; (bl(7J(Cl ~klgates.com 

Enclosures 

cc: l(b)(6); (b)(7)(C) !contracting Officer 

4 
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ManTech Protest Costs Summary

Name Hows[Tota|
rr1
antec | 1 mee [|

Iowemequesteo|Twa|
©1
rr 1

[invoice#1(09/24/18)| |
[invoicer2 orate) ||
[invoicewstjo71)| |

1
[FoulFeesubtotal |__|
rT|
rT
[keiGatessubtotal | |
rr 1
ota[TTssn]

20221CL100038 1066

ManTech Protest Costs Summary 

Name Hours Total 

ManTech Rate 

NONE REQUESTED N/A 

K&L Gates Ca~~ed Rate Amount 

Invoice #1 (09/24/18) (b)(4) 

Invoice #2 {10/18/18) 

Invoice #3 {11/07 /18) 

Hourly Fee Subtotal 

K&L Gates Subtotal 

Total $35,803.37 

2022-ICLl-00038 1066 



Cost of Living Adjustment for Attorneys’ Fees

I. Determine Base Hourly Rate

2. Determine Base Index:

b.

.

a i—

.b.

Cost of Living Adjustment for Attorneys' Fees 

1. Determine Base Hourly Rate 
(b)(4) 

2. Determine Base Index: 
a. ,(b)(4) 

3. Determine Current Index for months in which legal services were rendered by taking the 
mean index of those months: 

a. Work oerformed Aue:ust 2018 - October 2018 
(b)(4) 

b. 

4. Determine differential between Cun-ent Index and Base Index 
l(b)(4) 

5. Determine percentage increase: 
a. l(b)(4) 

7. Determine new adjusted hourly rate: 

:: 1~)(4) 

302931670 v1 
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Attorney Fee Cap Cost Adjustment Spreadsheet

[calculationsTTTroms |Base Hourly Rate
(31 U.S.C. § 3554(c)(2)(8))

[TT171
[Baseindex(oct.1005) [| [|
[TT1

[Correntindex[|[1]
CwmTT

seus[1|
[oa 1[1
[Mean Current Index |]
(Aug.+ Sept. + Oct.)/3

[©TT1

Em(Current/Base)x100

[rT11

FE(oferentio- 100
[111

[percentage inerons
[rT11

EE | 1+ Dolor increase

2022:CL1-00038 1068

Attorney Fee Cap Cost Adjustment Spreadsheet 

Calculations Totals I 
Base Hourly Rate (b)(4) 

(31 U.S.C. § 3554(c)(2)(B)) 

Base Index {Oct. 1995) 

Current Index 

Aug-18 

Sep-18 

Oct-18 

Mean Current Index 

(Aug.+ Sept. + Oct.)/3 

Index Differential 

(Current/Base}xlO0 

Percentage Increase 

(Differential - 100) 

Dollar Increase (Base 

x Percentage Increase) 

New Adjusted Rate (Base 

+ Dollar Increase) 

2022-ICLl-00038 1068 



CERTIFICATION OF HOURLY RATES

Bonnie J. Cook

Executive Vice President, Operations

TERT ’rr]eri that t the bestof my Knowledge and ele, these documents
reflect the true and accurate costs that the protestor, ManTech Advanced Systems International,
Inc., incurred and paid in connection with the referenced protest and the amount to which the
contractor believes it is entitled to be reimbursed in accordance with 4 C.F.R. § 21.8(d)-(f).

Pursuant to 28 U.S.C. 1746, I declare under penaltyofperjury under the lawsofthe United

StatesofAmerica that the foregoing is true and correct.

Excautedon:2S Ze 2017

san
2u2210L00038 1089

(b)(6); (b)(7)(C) 

I 

CERTIFICATION OF HOURLY RA TES 

Bonnie J. Cook 

Executive Vice President, Operations 

certify that to the best of my knowledge and belief, these documents 
reflect the true an accurate costs that the protestor, ManTech Advanced Systems International, 
Inc., incurred and paid in connection with the referenced protest and the amount to which the 
contractor believes it is entitled to be reimbursed in accordance with 4 C.F.R. § 21.8( d)-(f). 

Pursuant to 28 U.S.C. 1746, I declare under penalty of perjury under the laws of the United 
States of America that the foregoing is true and correct. 

(b)(6); (b)(7)(C) 

302928389 v1 
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B 
(b)(6); 
(b)(7)(C) 

b)(6); (b)(7)(C) 

202) 77 (b)(6); 

From :l(b)(6); (b)(7)(C) 

Sent: Monday, January 28, 2019 8:43 AM 
Tofh\ln\ lh\11,,c:, I 
Subject: RE: B-416734 - cost claim 

(b)(6); 
Thanks (b)(?)(C) 

I appreciate the head's up. 

V/r, 

rb)(6); (b)(7)(C) 

Associate Legal Advisor 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

Department of Homeland Security 

Desk: (214) 905!(b)(6); I 
Email: l(b)(5); (b)(7)(C) ~e.dhs.gov 

ke.dhs.gov] 

***Warning*** Attorney/Client Privilege*** Attorney Work Product*** 

This com ication and any attachments may contain confidential and/or sens· • e attorney/client 

privileged informa • attorney work product and/or law enforce 1ve information. It is 

not for release, revi • • • her than the intended 

recipient. Please not rnjl,.,tf:'l" mmediately destroy all 

originals and copies. nsmit, disseminate, or otherwise use this 

information. An • this communication or its attachm ust be approved by the 

Office • 1pal Legal Advisor, U.S. Immigration and Customs Enforceme . his document is 

for RNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Fre of 

Information Act, 5 USC§§ 552(b)(S), (b)(7). 

Fromfb)(6); (b)(7)(C) lklgates.com> 

Sent: Friday, January 25, 2019 12:45 PM 

T~(b)(6>; (b)(7><C> l@ice.dhs.gov> 
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ETT Jigscon BOTT lotion»titSSTen
HEE]

rigors pee TeaMl
baseleted to pra roves cos ageot ame our ent hedion
sade ony very recent wieGeyo 3 ds 0 20 Yo old 0k cones
‘when you did not receive our claim by the 60-day deadline.

”

RTC a!aes
Phone: 202.7B].
wwwkigates.com

‘ror, pleasecontactme aBX8__igates.com

or, pss corac mo on[DXJeaiescas

soicuanss tor

d~<b_l<5_l_;(b_l_<7_l<C_l _______ ~k=1_ga=t=e-s.=co=m~>-Eb_)<_6)_;(_b)_<7_l(_c) ______ =~®~k-lg=a=te=s~.c=o~m> 

Subject: RE: B-416734 - cost claim 

H !(b)(6); 

I'm circling back on our earlier discussion regarding when to expect ManTech's cost claim. ManTech 

has elected not to pursue its protest costs. I apologize for the eleventh-hour notice, but the decision 

was made only very recently. I wanted to give you a heads up so that you would not be confused 

when you did not receive our claim by the 60-day deadline. 

Best, 
(b)(6); 
fh.\/7\/f"'\ 

K&LGATES 
l(b)(6); (b)(?)(C) 

K&L Gates LLP 
1601 K Street NW 
Washington, DC 20006 
Phone: 202.n(b)(6); ! 
Ea~· 202 :78 fi100 

~b)(B); (blm(C) Jgates.com 

www.klgates.com 

This electronic message contains information from the law firm of K&L Gates LLP. The contents may be privileged and 
confidential and are intended for the use of the intended addressee(s) only. If you are not an intended addressee, note that 
any disclosure, copying, distribution, or use of the contents of this message is prohibited. If you have received this e-mail in 
error, please contact me a¥b)(6); lvklgates.com. 

This electronic message contains information from the law firm of K&L Gates LLP. The contents may be privileged and 
confidential and are intended for the use of the intended addressee(s) only. If you are not an intended addressee, note that 
any disclosure, copying, distribution, or use of the contents of this message is prohibited. If you have received this e-mail in 
error, please contact me at l(b)(6); __ lklgates com. 

2022-ICLl-00038 1071 



onTe resinBr Wien
Sorry, | forgot to forward to you.

Investigations and Operation Support Dallas — Section Chief
National Security Support- DHS- ICE-Office of Acquisition Management
(0AQ) YT
Phone: 214-905-17_Cell:202-302{000|

Email:
RENNERJeo
ron]
Topo EE,

.

pr
Office of the Principal Legal Advisor

Desk: (214) 90SERE]

*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***

This commit n and any attachments may contain confidential and/or sens; ftorney/client

SI

From: 
b)(6); (b)(7)(C) 

To: 
Subject: - cos claim 
Date: Monday, January 28, 2019 2:11 :22 PM 

Sorry, I forgot to forward to you. 

V/R 
l<b)(6); (b)(7)(C) I 

Investigations and Operation Support Dallas - Section Chief 
National Security Support- OHS- ICE-Office of Acquisition Management 
(OAQ) ~~ =b)=(6~);---, 

Phone: 214-905-~?1\~1;,~· ICel I: 202-302 b)(7)(C) 

Email: l(b)(6); (b)(7)(C) r1ce.dhs.gov 

"vVhat counts is not necessarily the size of the dog in the fight, it's the size of the fight in the 
dog." President Dwight D. Eisenhower 

Frorrl(b)(6); (b)(7)(C) 

Sent: Monday, January 28, 2019 7:44 AM 
To: i<b)(5); (b)(?)(C) ~ice.dhs.gov> 

Subject: FW: B-416734 - cost claim 

FYSA-

Thanks. 

\I Ir 
(b)(6); (b)(7)(C) 

Associate Legal Advisor 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

Department of Homeland Security 

Desk: (214) 905)/bl/61: I 
Email: ~(b)(6); (b)(?)(C) ~ice.dhs.gov 

***Warning*** Attorney/Client Privilege*** Attorney Work Product*** 

This commu • • n and any attachments may contain confidential and/or sensi • 

privileged information or work product and/or law enforcem 

not for release, review, re 

recipient. Please notify th 

e in ormation. It is 

han the intended 

r otherwise use this 

information. Any disclosure o • communication or its attachments must be arlnf-□\/P by the 

Office of the Princi gal Advisor, U.S. Immigration and Customs Enforcement. This document is 

for INTER OVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 
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Information Act, 5 USC §§ 552(b)(S), (b)(7).

rom[00ugaescon>Sem07Tora 5 TOOTTop a
‘Subject: RE: B-416734 - cost claim

prLE]
Vmiclng back on urae discussion regarding whento expectManTec'scostdn. March
has elected not to pursue its protest costs. | apologize for the eleventh-hour notice, but the decisionas ade arly ry cant. | BEd06yu 3 hes 50 ht Yow wkd ot be conseren tou na ecse oumy heaydain,
Best,

Be]

Ro Gaoao ksTaoagon 000s
Phone: 202.7888]

aozicuas 1072

Information Act, 5 USC§§ 552(b)(S), (b)(7). 

From: l(b)(
5

); (b)(?)(C) lklgates.com> 

Sent: Friday, January 25, 2019 12:45 PM 

To: (b)(5); (b)(?)(C) (b)(6); (b)(7)(C) 

Cc: b)(6); (b)(7)(C) kl I ates.com> 

Subject: RE: B-416734 - cost claim 

b)(6); 
HI b)(7)(C) 

I'm circling back on our earlier discussion regarding when to expect ManTech's cost claim. ManTech 

has elected not to pursue its protest costs. I apologize for the eleventh-hour notice, but the decision 

was made only very recently. I wanted to give you a heads up so that you would not be confused 

when you did not receive our claim by the 60-day deadline. 

Best, 

!(b)(6); 

K&LGATES 
!(b)(6): (b)(7)(C) 

K&L Gates LLP 
1601 K Street NW 
Washington, DC 20006 

Phone: 202.Tillbl/6l I 
Fax: 202.778.9100 

rb)(6); (b)(?)(C) ~klgates com 
www.klgates.com 

This electronic message contains information from the law firm of K&L Gates LLP. The contents may be privileged and 
confidential and are intended for the use of the intended addressee(s) only. If you are not an intended addressee, note that 
any disclosure, copying, distribution, or use of the contents of this message is prohibited. If you have received this e-mail in 
error, please contact me at Amy Hoang@klgates com. 
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8. EXPENDITURES • ContftlufKI 
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'" w ~ FROM •• ro ,. '" ~ w • 

To/Ill Hell cotum,, IJlfd Mfllf an r/19 front. a,blot/11 lm8. ► 
In ~l!ljlllonca wM the Prive.cy ~ ol 1974, tha following information Is p,avldad: Sollcltiltion ol tht lnlcnnation on lhl• lam, II wthorind by S U.S.C. Chop!.,. 57 Ii 
tmplemanlltd by lho F1derid Tr•vtl Regulations (FPMR 101·71, E.O. 11II09 of Jvty 22 1971, E.0. 11012 of Maret, 21. 1982, E.O. 93970! N-mt,..- 22, 1943. aM 
28 U.S.C. 601 Hb) .,,d 8109. Th• ammary purpo,.. ol the 111q1mr1Dd ln!Ol"ma!kin II to determine payment"' ralmbu,wm..-,110 eligible indo'<ldua!a lo, aHowoblo tnrvel 
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I 111<\WftNlnt by !his IJ9onC., ln canneetlon wllh Ult hiring 1>1 firing al m tm,ployaa. tho in1uu,~1 of D UWrity clt1tonc1, Of b'l11111tigatior111 al it,a p11!1>1mann ol oMlcial 
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US. DepartmentofHomeland Sect 015)ff of he quo rere (OND)
msgsond persons prot Dol (05)THON Semen Fy Sue 30 Dll. TXT8247

5, US. Immigration
RE9) and Custorns
$F Enforcement

(G514 Number 192119DIVICEU0004 Reference Information

There is no Task Order Number or Contract Number for ManTech Advanced Systems
International, Inc. because this is a Vendor's Claim in reference toa GAO Protest

«Vendor Claim in reference to GAO Protest Number B-416734.1
«PaymentofClaim should be made to ManTech Advanced Systems International, Inc
«The total funded amount of $35,803.37 under GS14 number 192119DIVICEU0004 has been

setup in FFMS for payment processing via BFC

Vendor to Reimburse POC Information

NAME ManTech Advanced Systems International, Inc.

2251 Corporate Park Drive
Hemdon, VA 20171

PoC 703) 388Emm]
ManTech. com

Cw
Vendor to Reimburse Banking Information

ABA/ROUTING OXTHE)
NUMBER
ACCOUNT
NAME

ACCOUNT
NUMBER

1

202210100038 1076

U.S. De1>artmcnt of Homeland Security (DHS) 
Office of the Acquisition Mcuwgement (OAQ) 
Investigations and Operations Support Dallas (IOSD) 
7701 N. Stem.moos Freeway, Suite 300, Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

G514 Number 192119DIV1CEU0004 Reference Information 

• There is no Task Order Number or Contract Number for ManTech Advanced Systems 
International, Inc. because this is a Vendor's Claim in reference to a GAO Protest. 

• Vendor Claim in reference to GAO Protest Number B-416734.1 
• Payment of Claim should be made to ManTech Advanced Systems International, Inc. 
• The total funded amount of $35,803.37 under GS 14 number 192119DIV1CEU0004 has been 

setup in FFMS for payment processing via BFC 

Vendor to Reimburse POC Information 

NAME ManTech Advanced Systems International, Inc. 

ADDRESS 
2251 Corporate Park Drive 

Herndon, VA 20171 
l(b)(6); (b)(7)(C) I 

POC (703) 488i(b)(6);(b)(7)(C) I 
Kb)(6); (b)(7)(C) !ManTech.com 

DUNS# 
(b)(7)(E) 

CAGE# 

TIN# 

Vendor to Reimburse Banking Information 

NAME PNC Bank 

ABA/ROUTING (b )(7)(E) 

NUMBER 
ACCOUNT 

NAME 
ACCOUNT 
NUMBER 

1 

2022-ICLl-00038 1076 



Non-Contract/Non-Invoice Information:

DATE OF EXPENDITURE 1/30/2019

OBLIGATION NUMBER 192119DIVICEU0004

INVOICE NUMBER 192119DIVICEU0004

TOTAL AMOUNT $35,803.37

AgencyPOCs:

CONTRACTING OFFICER

[PEEP gor
CONTRACT SPECIALIST mm

4.90500)|
[POONice dhs.gov

CONTRACTING OFFICER'S |CH

pemne } 2
ALTERNATE CONTRACTING
OFFICER'S REPRESENTATIVE po]

icc.dhs.gov
VISA SECURITY PROGRAM

pe]
@ 2

‘
zicuoon tor

Non-Contract/Non-Invoice Information: 

DA TE OF EXPENDITURE 1/30/2019 

OBLIGATION NUMBER 192119DIV1CEU0004 

INVOICE NUMBER 192119DIV1CEU0004 

TOTAL AMOUNT $35,803.37 

Agency POCs: 

CONTRACTING OFFICER (b)(6); (b)(7)(C) I 
L 1 '4-'::ll"-ich\fn\· I 
(b)(6); (b)(7)(C) lice.dhs.!!ov 

CONTRACT SPECIALIST (b)(6); (b)(7)(C) r-
214-9051\?/\~>:, __ I 

(b)(6); (b)(7)(C) bice.dhs.gov 
CONTRACTING OFFICER'S (b)(6); (b)(7)(C) I 

REPRESENTATIVE 703-235-W6i7 
b)(6); (b)(7)(C) ~ice.dhs.gov 

ALTERNATE CONTRACTING (b)(6); (b)(7)(C) I 

OFFICER'S REPRESENTATIVE 703-235[?!\~/:,-, I 
b)(6); (b)(7)(C) lice.dhs.!!ov 

VISA SECURITY PROGRAM (b)(6); (b)(7)(C) I 

202- 732-Kb)(~); I 
fb)(6); (b)(7)(C) l'mice.dhs.!!ov 

2 
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ENABLE 8010 TOWERS CRESCENT DRIVE  SUTE300 TYSONS CORNER, VA 22162
VEN! up TITRE FI038219 weenabicom

Freee
February 1, 2019

EE}
Via: Electronic Protest Docketing System a

Officeofthe General Counsel
U.S. Government Accountability Office
441 G Street, NW. CICA STAY REQUIRED
Washington, D.C. 20548 IMMEDIATE NOTIFICATION

OF AGENCY REQUESTED
Attn: Procurement Law Control Group

Re: Protestof Amyy. Inc.. Under RFQ No. 70CMSDI8Q00000016

Dear Sir or Madam:

Amy, Inc. of Reston, Virginia, through the undersigned counsel, respectfully protests
the decision of U.S. Immigration and Customs Enforcement (“ICE”) to award a blanket purchase
agreement (“BPA”) to SRA Intemational, Inc. (“SRA”) under Request for Quotations No.
T0CMSDISQ00000016 (“RFQ”).

After the Government Accountability Office (“GAO”) sustained an earlier protest
challenging ICE's initial evaluation and award decision, ICE conducted a second evaluation
under the Staffing Approach factor and a second source selection decision. ICE's second
evaluation and award decision was unreasonable, inconsistent with the stated evaluation scheme,
and reflected unequal treatment

The GAO should sustain this protest and provide the relief requested herein.

1
PRELIMINARY MATTERS

A. Agency Contact Information.

‘The Contracting Officer i| immigration and Customs Enforcement,
Investigations and Operations Support Dallas (IOSD). 7701 N. Stemmons Freeway, Suite
Dallas, TX 75247; (214) 90s[PO.O70 Piice.dhs.gov.

B. Interested Party Status,

“This Document Contains Confidential, Commercial, and/or Financial Information
‘Which is tobe Withheld Pursuant to4 C.F-R. § 21.1(2)

20224CL100038 1078

VENABLELLP 8010 TOWERS CRESCENT DRIVE SUITE 300 TYSDNS CORNER, VA 22182 
T 703.760.1600 F 703.821.8949 www.Venable.com 

February 1, 2019 

Via: Electronic Protest Docketing System 

Office of the General Counsel 
U.S. Government Accountability Office 
441 G Street, N.W. 
Washington, D.C. 20548 

Attn: Procurement Law Control Group 

(b)(6); (b)(7)(C) 

CICA STAY REQUIRED 
IMMEDIATE NOTIFICATION 
OF AGENCY REQUESTED 

Re: Protest of Amyx, Inc., Under RFO No. 70CMSD18O00000016 

Dear Sir or Madam: 

Amyx, Inc., of Reston, Virginia, through the undersigned counsel, respectfully protests 
the decision of U.S. Immigration and Customs Enforcement ("ICE") to award a blanket purchase 
agreement ("BP A") to SRA International, Inc. ("SRA") under Request for Quotations No. 
70CMSD 18Q000000 16 ("RFQ"). 

After the Government Accountability Office ("GAO") sustained an earlier protest 
challenging ICE's initial evaluation and award decision, ICE conducted a second evaluation 
under the Staffing Approach factor and a second source selection decision. ICE's second 
evaluation and award decision was unreasonable, inconsistent with the stated evaluation scheme, 
and reflected unequal treatment. 

The GAO should sustain this protest and provide the relief requested herein. 

I. 
PRELIMINARY MATTERS 

A. Agency Contact Information. 

l
(b)(6); (b)(7)(C) I 

The Contracting Officer is._ _____ __, Immigration and Customs Enforcement, 
Investigations and Operations Su 01t Dallas IOSD 7_701 N. Stemmons Freeway, Suite 1;~>(6 I 
Dallas, TX 75247; (214) 905 b)(B); (b)(?)(C) 1ce.dhs. ov. 

B. Interested Party Status. 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1078 



VENABLE.
Office ofthe General Counsel

February 1,2019
Page 2 of 14.

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 2 of 14 

(b)(5) 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1079 



VENABLE...

Office ofthe General Counsel
February 1, 2019
Page 3 of 14

“This Document Contains Confidential, Commercial, and/or Financial Information
‘Which is tobe Withheld Pursuant to4 C.F-R. § 21.1(2)

2022:CLI-00038 1080

(b )(5) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 3 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1080 



[FN A 7?VENABLE.
Office ofthe General Counsel

February 1,2019
Page 4 of 14

(b)(5) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 4 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1081 



VENABLE£ up

Office ofthe General Counsel
February 1, 2019
Page S of 14

“This Document Contains Confidential, Commercial, andor Financial Information
‘Which is tobe Withheld Pursuant to4 C.F-R. § 21.1(2)

20221CLI-00038 1082

b)(S) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 5 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1082 



VENABLE.
Office ofthe General Counsel

February 1,2019
Page 6 of 14.

b)(S) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 6 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1083 



VENABLE£ up

Office ofthe General Counsel
February 1, 2019
Page 7 of 14

“This Document Contains Confidential, Commercial, and/or Financial Information
‘Which is tobe Withheld Pursuant to4 C.F-R. § 21.12)

2022:CLI-00038 1084

b)(5) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 7 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1084 



VENABLE.
Office ofthe General Counsel

February 1,2019
Page 8 of 14.

b)(5) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 8 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1085 



VENABLE£ up

Office ofthe General Counsel
February 1, 2019
Page 9 of 14

“This Document Contains Confidential, Commercial, and/or Financial Information
‘Which is tobe Withheld Pursuant to4 C.F-R. § 21.12)

2022:CLI-00038 1086

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 9 of 14 

b)(5) 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1086 



VENABLEf up

Office ofthe General Counsel
February 1, 2019
Page 100f 14

“This Document Contains Confidential, Commercial, and/or Financial Information
‘Which is tobe Withheld Pursuant 04 CER. § 21.1(5)

20221CL100038 1087

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 10 of 14 

b)(5) 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1087 



VENABLE.
Office ofthe General Counsel

February 1, 2019
Page 11'of 14

(b)(5) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 11 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1088 



VENABLE
Office ofthe General Counsel

February 1, 2019
Page 12 of 14

(b)(S) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 12 of 14 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1089 



VENABLE.
Office ofthe General Counsel

February 1, 2019
Page 13 of 14

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 13 of 14 

(b)(S) 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1090 



VENABLE...

Office ofthe General Counsel

February 1,2019
Page 14 of 14

ET Ponting Offer(PTTesdisao
consca[TTT

azzicuaon 1

b)(5) 

VENABLELLP 
Office of the General Counsel 
February 1, 2019 
Page 14 of 14 

~l<b_)<6_l;_(b_l<_?l_<c_) ---~pontracting Officer (~(b)(6); (b)(?)(C) lce.dhs.gov) 

l._<b_lc5_>_; (b_l_c7_>cc_> __ __.I Contract Specialist Ljtb_l<_
5
>_; C_bl_<

7
_>cc_>_-1P=ic=e"-".=dh=s=•,..,.g.::;..ov~) 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1091 



Exhibit A

“This Document Contains Confidential, Commercial, and/or Financial Information

‘Which is to be Withheld Pursuant to 4 C.F.R. § 21.1(g)

2022100100038 1052

Exhibit A 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1092 



Oi of Aquisition Management
USDepartmentofHomelandSecurity
7701 N. Stemmons Frewey. ui 30)
Dla TX 75247

K@% US. Immigration
u .) and Customs

7 Enforcement

January 28, 2019

Amyx, Inc.
1768 Business Center Drive, Suite 300
Reston, VA 20190

SUBJECT: Notice to Unsuccessful Quoter: Request forQuote (RFQ) #
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI)

tam

20224CL100038 1083

January 28, 2019 

fb)(6); (b)(?)(C) 

Amyx, Inc. 
1768 Business Center Drive, Suite 300 
Reston, VA 20190 

Office of Acquisition Management 
U.S. Department of Homeland Security 
7701 N. Stemmons Freeway, Suite 300 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

SUBJECT: Notice to Unsuccessful Quoter: Request for Quote (RFQ) # 
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) 

Dear fb)(6); (b)(?)(C) 

(b)(5) 

2022-ICLl-00038 1093 



‘Thank you again for participation in the subject solicitation and we look forward to working with
youn future ICE opportunities.

Sincerely,

RT BRIT[77 Ycomracting Officer
FEO and Customs Enforcement
Investigations and Operations Support Dallas (IOSD)

20221CLI-00038 1094

Thank you again for participation in the subject solicitation and we look forward to working with 
you in future ICE opportunities. 

Sincerely, 

Contracting Officer 
"-rc:=m~1g=r=a=10-=-nc:--:can-c:-:r-'C·ustoms Enforcement 
Investigations and Operations Support Dallas (IOSD) 

2022-ICLl-00038 1094 



Exhibit B

“This Document Contains Confidential, Commercial, and/or Financial Information

‘Which is to be Withheld Pursuant to 4 C.F.R. § 21.1(g)

202210U00038 1095

Exhibit B 

This Document Contains Confidential, Commercial, and/or Financial Information 
Which is to be Withheld Pursuant to 4 C.F.R. § 21.l(g) 

2022-ICLl-00038 1095 



US: DeparmentofHomeland Security (OHS)eeoye qui Manages (010)nssganonsndOperains oppor bts(105)7701 Summons Freeway,Ste0, Dts7 75247

7, US. Immigration
(R%g).) and Customs

> Enforcement

June 4, 2018

0: (GSA Profesional Service Schedule (PSS) 00CORP, Special tem Number (SIN) 874-1.
Integrated Consulting Services

FROM: [TITJansing Ofer, Ivestiaons and Opens Suppor Dats
TTOSDY,ICE Office of Acquisition Management (OAQ)

SUBJECT: _ Request for Quote (RFQ) Number 70CMSDISQO0000016 for Visa Lifecycle Vetting
Initiative (VLVD) Support Services

Dear GSA Schedule Holders:
“The U.S. Departmen of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE).
Homeland Security Investigations (HS, National Security Investigation Division (NSID), Visa Security

Program(VSP) and Countr-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle
Veting Intaive (VLVI) support services a described in the attached Performance Work Statement
WS)
“This solicitation i being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition
Management (OAQ) anticipates tha this RFQ will sult n a Firm.FixedPrice (FFP) single award
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those.
within Atachment3apply to this requirement.
“The Period of Performance for this BPA will include a twelve (12) month base period and four (4) twelve
(12) month option periods.
RFQ Attachments:

1. Attachment 1 - Performance Work Statement (PWS)
2. Attachment 2 BPA Pricing Template
5. Attachment 3 - Terms and Conditions
4 Auachment 4 Vendor Questions
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U.S. Department of Homeland Security (DHS) 
Office of the Acquisition Management (OAQ) 

Investigations and Operations Support Dallas (IOSD) 
7701 N. Stemmons Freeway, Suite 300, Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

June 4, 2018 

TO: GSA Professional Service Schedule (PSS) 00CORP, Special Item Number (SIN) 874-1, 
Integrated Consulting Services 

FROM: fb)(6); (b)(?)(C) ~ontracting Officer, Investigations and Operations Support Dallas 
(IOSD), ICE Office of Acquisition Management (OAQ) 

SUBJECT: Request for Quote (RFQ) Number 70CMSD18Q00000016 for Visa Lifecycle Vetting 
Initiative (VL VI) Support Services 

Dear GSA Schedule Holders: 

The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE), 
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security 
Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle 
Vetting Initiative (VLVI) supp01t services as described in the attached Performance Work Statement 
(PWS). 

This solicitation is being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition 
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award 
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those 
within Attachment 3 apply to this requirement. 

The Period of Performance for this BPA will include a twelve (12) month base period and four ( 4) twelve 
( 12) month option periods. 

RFQ Attachments: 

1. Attachment 1 - Performance Work Statement (PWS) 
2. Attachment 2 - BPA Pricing Template 
3. Attachment 3 -Terms and Conditions 
4. Attachment 4 - Vendor Questions 
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Exhibit C

“This Document Contains Confidential, Commercial, and/or Financial Information

‘Which is to be Withheld Pursuant to 4 C.F.R. § 21.1(g)
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Us. Departmentof Homeland SecuryTroi emmoos Freensy
Duta

®7) U.S. Immigration
x) and Customs

Enforcement

August 16,2018

Amys, Inc.
Aun: OPTJia email delivery
1768 Business Center Drive, Suite 300
Reston, VA 20190

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ),
70CMSDISQU0000016, Visa Lifecycle Vetting Initiative (VLVI) Support Services

isin)
‘The Goverment reviewed the quote submitted by Amyx, Inc. in response to Request for Quote (RFQ)
70CMSDI8QU0000016 in accordance with the criteria sated in the RFQ Letter. As a result of that
evaluation we are providing this brief explanation of the basis for award decision. This leter addresses
the evaluation results ofyourquote only: quotations submitted by the other vendors will not be
addressed.

202210100038. 1107

August 16, 2018 

Amyx.,,_, In.,..,.,,..,...c....,,.. ~.,.,,..,....----. 
Attn: f(b}(5); (b)(?)(C) lia email delivery 

1768 Business Center Drive, Suite 300 
Reston, VA 20190 

U.S. Department of Homeland Security 
7701 N. Stemmons Freeway 
Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ), 
70CMSD l 8Q000000 16, Visa Lifecycle Vetting Initiative (VL VI) Support Services 

De~(b)(6); (b)(7)(C) 

The Government reviewed the quote submitted by Amyx, Inc. in response to Request for Quote (RFQ) 
70CMSD18Q00000016 in accordance with the criteria stated in the RFQ Letter. As a result of that 
evaluation we are providing this brief explanation of the basis for award decision. This letter addresses 
the evaluation results of your quote only; quotations submitted by the other vendors will not be 
addressed. 

(b)(S); (b)(4) 
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Eo —————
Security (DHS), Immigration and Customs Enforcement (ICE).

or to the following mailing address:

wigan and Coos Enforcement
7701 N. Stemmons Frwy, SEL]
Dallas, TX 75247

Sincerely,

Contracting Officer

PR

Thank you again for your interest in this vital program on behalf of the Department of Homeland 
Security (DHS), Immigration and Customs Enforcement (ICE). 

. (b)(6); (b)(?)(C) . .
1 

J(b)(6); (b)(?)(C) ~ 
If you have any questions, please contact ~-----via e-mai al._ ______ _.Fice.dhs.gov 
or to the following mailing address: 

Im.mi ations and Customs Enforcement 
Attn: (b)(6); (b)(?)(C) 

7701 N. Stemmons Frwy, St )~;)~\rr., 
Dallas, TX 75247 

Sincerely, 

l(b)(6); (b)(?)(C) 

Contracting Officer 

Page 4 of4 
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B-416732.2, Protest of Amyx, Inc. 

AGENCY REPORT INDEX 

Tab Date DescriQtion Protected 1 

1. 2/28/2019 (b)(4) 

-2. 6/4/2018 

-3. 6/18/2018 

-4. 7/11/2018 

-5. 7/11/2018 

-6. 7/17/2018 

-7. 7/25/2018 

-8. 7/20/2018 

-9. 8/16/2018 

-10. 11/28/2018 

-11. 11/29/2019 

-12. 1/28/2019 

1 Documents listed in bold and marked "Yes" contain protected material that should be disclosed only in accordance with 
the GAO's Protective Order. 
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Offcohe Pict Leal Advisor
US. Deparment of Homeland Scuity
251 Sue NW
Wagon, DC 20536

Rg) U.S. Immigration
& and Customs
ue?’ Enforcement

March 4, 2019

Office of the General Counsel
U.S. Government Accountability Office FILED VIA GAO’S EPDS
441 G Street, N.W..
Washington, D.C. 20548

Re: B-416734.2, Amyx, Inc.
Agency Report

Amy, Inc. (Amyx or Protester) protests the awardof a Blanket Purchase Agreement
(BPA) by U.S. Immigration and Customs Enforcement (ICE) to SRA International, Inc. (SRA)
under Solicitation No. 70CMSD18Q00000016 (RFQ). ICE issued the BPAoff of the Federal
Supply Schedule in accordance with the procedures set forth in Federal Acquisition Regulation
(FAR) part 8. For the reasons explained below, all grounds of the protest should be dismissed or
denied.

L BACKGROUND

PROTECTED MATERIAL TO BE DISCLOSED ONLY IN ACCORDANCE WITH
GOVERNMENT ACCOUNTABILITY OFFICE PROTECTIVE ORDER
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l(b)(6); (b)(7)(C) 

Office of the General Counsel 
U.S. Government Accountability Office 
441 G Street, N.W. 
Washington, D.C. 20548 

Re: B-416734.2, Amyx, Inc. 
Agency Report 

De4(b)(6); (b)(?)(C) 

March 4, 2019 

Office of the Principal Legal Advisor 

U.S. Department of Homeland Security 
425 I Street, NW 

Washington, DC 20536 

U.S. Immigration 
and Customs 
Enforcement 

FILED VIA GAO'S EPDS 

Amyx, Inc. (Amyx or Protester) protests the award of a Blanket Purchase Agreement 
(BPA) by U.S. Immigration and Customs Enforcement (ICE) to SRA International, Inc. (SRA) 
under Solicitation No. 70CMSD18Q00000016 (RFQ). ICE issued the BPA off of the Federal 
Supply Schedule in accordance with the procedures set forth in Federal Acquisition Regulation 
(FAR) part 8. For the reasons explained below, all grounds of the protest should be dismissed or 
denied. 
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IL CONCLUSION

For the reasons set forth above, ICE respectfully requests that GAO dismiss and/or deny
the protest.

Sincerely,

‘Counsel for the Agency
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III. CONCLUSION 

For the reasons set forth above, ICE respectfully requests that GAO dismiss and/or deny 
the protest. 

Sincerely, 

(b)(6); (b)(7)(C) 

Counsel for the Agency 
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CONTRACTING OFFICER'S STATEMENT OF RELEVANT FACTS
rerefrom 07Louneting Officer

Re: GAO Protest B416734.2

Solicitation: 70CMSDI8Q00000016 for Contract 70CMSDISA00000003, Awarded to SRA
International, Inc. on January 28, 2019

INTRODUCTION

1
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CONTRACTING OFFICER'S STATEMENT OF RELEVANT FACTS 

From: l(b)(6); (b)(7)(C) I_ . . 
~ontractmg Officer .___ _____ ___. 

Re: GAO Protest B-416734.2 

Solicitation: 70CMSD18Q00000016 for Contract 70CMSD18A00000003, Awarded to SRA 
International, Inc. on January 28, 2019 
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27. Point of contact is the undersigned at (214) sfc|

RT ERIC

2282019
Date

Contracting Officer
U.S. Immigration and Customs Enforcement

4
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(b)(4) 

27. Point of contact is the undersigned at (214) 905 i~li~\cc) 
(b)(6); (b)(7)(C) 

2/28/2019 
Date 

Contracting Officer 
U.S. Immigration and Customs Enforcement 
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June 4,2018

To: GSA Professional Service Schedule (PSS) 00CORP, Special tem Number (SIN) 874-1,
Integrated Consulting Services

FROM: Room sing Officer, Investigations and Operations Support Dallas
OSD TCE Office of Acquisition Management (0AQ)

SUBJECT: _ Request for Quote (RFQ) Number 70CMSDISQU0000016 for Visa Lifecycle Vetting
Initiative (VLVI) Support Services

Dear GSA Schedule Holders:
“The U.S. Department of Homeland Security (DHS), US, Immigration and Customs Enforcement (ICE),
Homeland Security Investigations (HS), National Security Investigation Division (NSID), Visa Security

Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle
VettingInitiative (VLV) support services a described in the attached Performance Work Statement
WS)

“This solicitation is being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition
Management (OAQ) anticipates that this RFQ will result in Firm-Fixed Price (FFP) single award
Blanket Purchase Agreement (BPA). All erms and conditions of the GSA PSS contract long with hose
within Attachment3apply to this requirement.

“The Period of Performance for this BPA will include a twelve (12) month base period and four (4) twelve
(12) month option periods.

RFQ Atachments:

1. Attachment 1 - Performance Work Statement (PWS)
2. Autachment 2 - BPA Pricing Template
3. Autachment 3 —Terms and Conditions
4. Auachment 4 - Vendor Questions

‘
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June 4, 2018 

TO: GSA Professional Service Schedule (PSS) 00CORP, Special Item Number (SIN) 874-1, 
Integrated Consulting Services 

FROM: Contracting Officer, Investigations and Operations Support Dallas 
'7rrT<TT...-r"""JTTC'""7.:rr.1ce of Acquisition Management (OAQ) 

SUBJECT: Request for Quote (RFQ) Number 70CMSD18Q00000016 for Visa Lifecycle Vetting 
Initiative (VL VI) Support Services 

Dear GSA Schedule Holders: 

The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE), 
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security 
Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle 
Vetting Initiative (VLVI) supp01t services as described in the attached Performance Work Statement 
(PWS). 

This solicitation is being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition 
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award 
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those 
within Attachment 3 apply to this requirement. 

The Period of Performance for this BPA will include a twelve (12) month base period and four ( 4) twelve 
( 12) month option periods. 

RFQ Attachments: 

1. Attachment 1 - Performance Work Statement (PWS) 
2. Attachment 2 - BPA Pricing Template 
3. Attachment 3 -Terms and Conditions 
4. Attachment 4 - Vendor Questions 
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016
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PERFORMANCE WORK STATEMENT
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1.0 BACKGROUND

U.S. Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National
Security Investigations Division (NSID) is responsible for two facesof screening and vetting throughout
the lifecycle ofa visa.

«Visa Security Program (VSP) operations are supported through the Pre-Adjudication Threat
Recognition Intelligence Operations Team (PATRIOT) for the screening and veltingof visa
applicants. VSP uses a three-prong operational approach: 1) inital screeningofvisa applicant
information using VSP's PATRIOT tool (previously known as VSPTS-Net 2.0), 2) visa
applicant vetting done by professional analysts facilitated by the PATRIOT process, and 3)
investigative work done by intemationally-deployed HSI Special Agents at VSP-covered
diplomatic posts. Each prong in this approach contributes different capabilities and values that
result in a comprehensive visa screening and vetting program.

«Counterterrorism and Criminal Exploitation Unit (CTCEU) combats national security
Vulnerabilities and prevents terrorists and other criminals from exploiting the nation's immigration
system. The pursuit of these violators provides significant support to the “disrupt and deter”
counterterrorism strategy of the United States. CTCEU accomplishes its mission by reviewing the
immigration status of known and suspected terrorists, by combating criminal exploitations of the
Student and Exchange Visitor Program (SEVP), and by leveraging HSI's expertise with partnering
agencies in identifying national security threats.

NSID with other DHS stakeholders performs the majority of visa vetting activities within DHS. In an
effort to transform its current vetting programs, NSID has initiated the process to obtain contractorservices
10 establish an overarching vetting contract that will assist with streamlining and centralizing the current
‘manual vetting process.

20SCOPE

‘The Contractor shall provide all the required personnel to perform the analytical support, management,
supervision, communications guidance, facilitation services, technical services, intemal training, and
functional expertise to support the ongoing Visa Lifecycle Vetting Initiative (VLVI) which includes
VSP and CTCEU operations support as described in this PWS. This effort involves shift hours of
operation and may entail surge operations as directed by the Contracting Officer's Representative
(COR) in coordination with the Government Program Manager. The Contractor shall provide a
sufficient work force to perform the services required by this contract. Both the levelof effort and
employee requisite skills shall meet or exceed the minimum numberofpersonnel and skill
classifications required to perform the contract services. If Contractor's performance of all or any part
of the contract work is determined unsatisfactory. or as a direct result of inadequate levels of effort
thereby jeopardizing performance, the Goverment reserves the right to require Contractor to prompily
increase the levelofeffort to sufficient quantity and quality to ensure satisfactory performanceof the
contract requirements, without additional cost to the Goverment. In any event, there shall be no
additional cost to the Government for shift extensions or overtime required to perform work as a result
ofa vacant position

"
20221CLI-00038 1144

1.0BACKGROUND 

U.S. Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National 
Security Investigations Division (NSID) is responsible for two facets of screening and vetting throughout 
the lifecycle of a visa. 

• Visa Security Program (VSP) operations are supported through the Pre-Adjudication Threat 
Recognition Intelligence Operations Team (PATRIOT) for the screening and vetting of visa 
applicants. VSP uses a three-prong operational approach: 1) initial screening of visa applicant 
information using VSP' s PATRIOT tool (previously known as VSPTS-Net 2.0), 2) visa 
applicant vetting done by professional analysts facilitated by the PATRIOT process, and 3) 
investigative work done by internationally-deployed HSI Special Agents at VSP-covered 
diplomatic posts. Each prong in this approach contributes different capabilities and values that 
result in a comprehensive visa screening and vetting program. 

• Countertenorism and Criminal Exploitation Unit (CTCEU) combats national security 
vulnerabilities and prevents terrorists and other criminals from exploiting the nation's immigration 
system. The pursuit of these violators provides significant support to the "disrupt and deter" 
counterterrorism strategy of the United States. CTCEU accomplishes its mission by reviewing the 
immigration status of known and suspected terrorists, by combating criminal exploitations of the 
Student and Exchange Visitor Program (SEVP), and by leveraging HSI' s expertise with partnering 
agencies in identifying national security threats. 

NSID with other DHS stakeholders performs the majority of visa vetting activities within DHS. In an 
effort to transform its current vetting programs, NSID has initiated the process to obtain contractor services 
to establish an overarching vetting contract that will assist with streamlining and centralizing the current 
manual vetting process. 

2.0 SCOPE 

The Contractor shall provide all the required personnel to perform the analytical support, management, 
supervision, communications guidance, facilitation services, technical services, internal training, and 
functional expertise to support the ongoing Visa Lifecycle Vetting Initiative (VL VI) which includes 
VSP and CTCEU operations support as described in this PWS. This effort involves shift hours of 
operation and may entail surge operations as directed by the Contracting Officer's Representative 
(COR) in coordination with the Government Program Manager. The Contractor shall provide a 
sufficient work force to perform the services required by this contract. Both the level of effort and 
employee requisite skills shall meet or exceed the minimum number of personnel and skill 
classifications required to perform the contract services. If Contractor's performance of all or any part 
of the contract work is determined unsatisfactory, or as a direct result of inadequate levels of effort 
thereby jeopardizing performance, the Government reserves the right to require Contractor to promptly 
increase the level of effort to sufficient quantity and quality to ensure satisfactory performance of the 
contract requirements, without additional cost to the Government. In any event, there shall be no 
additional cost to the Government for shift extensions or overtime required to perform work as a result 
of a vacant position. 
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21. Applicable Policies and Standards

“The Contractor shall comply with the latest versionof all Federal, DHS and ICE technology standards and
architecture policies, processes and procedures applicable to the support of the Visa Lifecycle Vetting
Initiative in the following categories:

«Information Technology Systems Security and DHS MD 4300 Sensitive Systems Policy
«Handbook for Safeguarding Sensitive PII at DHS
SAR Class Deviation 15-01: SAFEGUARDING OF SENSITIVE INFORMATION

« HSAR Class Deviation 15-01: INFORMATION TECHNOLOGY SECURITY AND PRIVACY
TRAINING

30 TASKS

‘The objective of this PWS is to provide personnel who will collect, research, and analyze data, populate
data in various law enforcement databases, and work with other government agencies. The Contractor
will be expected to meet operational demands, complete the exchange of data with other stakeholders,
support operational components, and be responsible for the timely submissions of deliverables.

The Contractor shall conduct daily visa applicant and visa overstay screening and vetting operations
utilizing various unclassified and classified databases, tools and intelligence gathering efforts, including
but not limited to DHS databases, partner agency and intelligence community holdings, and commercially
available open source indices

Databases and indices to be utilized on a daily basis by the contractor include, but are not limited to, the
following:

‘The Student and Exchange Visitor Information System (SEVIS), the United States Visitor Immigrant
Status Indicator Technology Registration System (US- VISIT), the Central Index System (CIS), the
Computer Linked Automated Information Management System (CLAIMS). the Refugee, Asylum &
Parole System (RAPS), the Consular Consolidated Database (CCD). the Arrival Departure Information
System (ADIS), the Secondary Inspection Tool (SIT), Modemized TECS, the National Crime
InformationCenter (NCIC), the Consolidated Lead Evaluation and Reporting System (CLEAR), the
Automatic Targeting System — Passenger (ATS-P), Automated Targeting System -Targeting Framework
(ATS-TF), Analytical Framework for Intelligence (AFI), Customer Profile Management System
(CPMS), Data Analysis and Research Trade Transparency System (DARTTS), Enforce Alien Removal
Module (EARM), FALCON, Investigative Case Management (ICM), Person Centric Query Service
(PCQS), Unified Passenger (UPAX), Visa Security Program Tracking System (VSPTS) ~ Classic,
VSPTS-PATRIOT (previously known as VSPTS-Net 2.0), and LeadTrac.

1s
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2.1. Applicable Policies and Standards 

The Contractor shall comply with the latest version of all Federal, DHS and ICE technology standards and 
architecture policies, processes and procedures applicable to the support of the Visa Lifecycle Vetting 
Initiative in the following categories: 

• Information Technology Systems Security and DHS MD 4300 Sensitive Systems Policy 
• Handbook for Safeguarding Sensitive PII at DHS 
• HSAR Class Deviation 15-01: SAFEGUARDING OF SENSITIVE INFORMATION 
• HSAR Class Deviation 15-01: INFORMATION TECHNOLOGY SECURITY AND PRIVACY 

TRAINING 

3.0 TASKS 

The objective of this PWS is to provide personnel who will collect, research, and analyze data, populate 
data in various law enforcement databases, and work with other government agencies. The Contractor 
will be expected to meet operational demands, complete the exchange of data with other stakeholders, 
support operational components, and be responsible for the timely submissions of deliverables. 

The Contractor shall conduct daily visa applicant and visa overstay screening and vetting operations 
utilizing various unclassified and classified databases, tools and intelligence gathering efforts, including 
but not limited to DHS databases, partner agency and intelligence community holdings, and commercially 
available open source indices. 

Databases and indices to be utilized on a daily basis by the contractor include, but are not limited to, the 
following: 

The Student and Exchange Visitor Information System (SEVIS), the United States Visitor Immigrant 
Status Indicator Technology Registration System (US- VISIT), the Central Index System (CIS), the 
Computer Linked Automated Information Management System (CLAIMS), the Refugee, Asylum & 
Parole System (RAPS), the Consular Consolidated Database (CCD), the AITival Departure Information 
System (ADIS), the Secondary Inspection Tool (SIT), Modernized TECS, the National Crime 
Information Center (NCIC), the Consolidated Lead Evaluation and Reporting System (CLEAR), the 
Automatic Targeting System - Passenger (ATS-P), Automated Targeting System -Targeting Framework 
(ATS-TF), Analytical Framework for Intelligence (AFI), Customer Profile Management System 
(CPMS), Data Analysis and Research Trade Transparency System (DARTTS), Enforce Alien Removal 
Module (EARM), FALCON, Investigative Case Management (ICM), Person Centric Query Service 
(PCQS), Unified Passenger (UPAX), Visa Security Program Tracking System (VSPTS) - Classic, 
VSPTS-PATRIOT (previously known as VSPTS-Net 2.0), and LeadTrac. 
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Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or
CTCEU screening and vetting tasks. Specific tasks relating to both VSP and CTCEU operations are:
outlined below:

3.4. VSP Vetting Operations - TASKS

3LL MANTIS Security Advisory Opinion (SAO) Vetting

LLL An SAO is the process used by the Department of State (DoS) to provide consular
officers advice and background information to adjudicate immigrant and
nonimmigrant visa applications of security or foreign policy interest. An SAO
MANTIS is an evaluation based on the risk of proliferation of sensitive technology
and country of origin. The contractor shall download visa applications from the
DoS’s CCD, in instances where MANTIS SAOs have been requested, and upload
the records to U.S. Customs and Border Protection’s (CPB) UPAX on Demand
Hotlist in an effort to identify any derogatory information that pertains to the
applicant, sponsor or affiliated businesses.

EAREX ‘The Contractor shall prepare a daily Operations Summary which is a preliminary,
analytical summation of information revealed during the review of SAO MANTIS
applicants; to include information gleaned from DHS databases, partner agency and
intelligence community holdings (classified information), and commercially
available open source indices. The Operation Summary will include, but is not
limited to, the following information: Biographical information, nature of concern
(criminal, fraud, immigration, terrorism, other), TECS and ICM record information,
purpose of current travel and prior U.S. travel history/encounters, immigration
status, resume information, education and employment history, visa application and
issuance history, prior MANTIS vetting history, PATRIOT information and
recommendation (if applicable), business and/or sponsor name, address and phone
number, co-traveler(s) information, etc

3013. The contractor shall extract MANTIS SAO information from CCD and import that
information into VSPTS-Classic daily along with their analytical summary, findings.
and comments pertaining to the applicant.

©
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Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or 
CTCEU screening and vetting tasks. Specific tasks relating to both VSP and CTCEU operations are 
outlined below: 

3.1. VSP Vetting Operations - TASKS 

3.1.1. MANTIS Security Advisory Opinion (SAO) Vetting 

3.1.1.1. 

3.1.1.2. 

3.1.1.3. 

An SAO is the process used by the Department of State (DoS) to provide consular 
officers advice and background information to adjudicate immigrant and 
nonimmigrant visa applications of security or foreign policy interest. An SAO 
MANTIS is an evaluation based on the risk of proliferation of sensitive technology 
and country of origin. The contractor shall download visa applications from the 
DoS's CCD, in instances where MANTIS SAOs have been requested, and upload 
the records to U.S. Customs and Border Protection's (CPB) UPAX on Demand 
Hotlist in an effort to identify any derogatory information that pertains to the 
applicant, sponsor or affiliated businesses. 

The Contractor shall prepare a daily Operations Summary which is a preliminary, 
analytical summation of information revealed during the review of SAO MANTIS 
applicants; to include infmmation gleaned from DHS databases, partner agency and 
intelligence community holdings (classified information), and commercially 
available open source indices. The Operation Summary will include, but is not 
limited to, the following information: Biographical information, nature of concern 
(criminal, fraud, immigration, terrorism, other), TECS and ICM record information, 
purpose of current travel and prior U.S. travel history/encounters, immigration 
status, resume information, education and employment history, visa application and 
issuance history, prior MANTIS vetting history, PA TRI OT information and 
recommendation (if applicable), business and/or sponsor name, address and phone 
number, co-traveler(s) info1mation, etc. 

The contractor shall extract MANTIS SAO information from CCD and import that 
information into VSPTS-Classic daily along with their analytical summary, findings 
and comments pertaining to the applicant. 
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312. PATRIOT

3121 ‘The screening process involves DoS visa applications that populate to CBP's UPAX
hotlist based on unique hits across data points from the application that match
against DHS derogatory holdings. Matches will show based upon the physical
location (visa issuing embassies/consulates worldwide) at which the applicant is
applying, referred to hereinafter as “post”. Specific posts are assigned to analysts
for screening and vetting. UPAX will identify any connections to DHS holdings
associated to the DoS visa. Not al results populated to the UPAX hotlist areof a
classified nature and the contractor shall determine the type and nature of the result
from UPAX, and shall use both low side and high side systems during the review.
process.

3122. The contractor shall scrutinize the complete visa application package for any
application that populates on the Hotlist. The contractor shall research information,
including. but not limited to, the applicant's prior travel, education, business
activities, associates, affiliations, applicable law enforcement records.

3123. “The Contractor shall utilize the PATRIOT system according to the System of
Records Notification (SORN) as the VSP's system of record for both the
transmission of cleared applications and communicating with the Special Agent at
post for completing the vetting of applicants.

3124. The Contractor shall create records as required by the VSP mission pertaining to
individuals applying for immigrant and non-immigrant visas with DoS.

3.1.25. The Contractor shall monitor each application for potential Watchlisting
nominations and/or enhancements.

3126. ‘The Contractor will be read-in to DHS processes for the handling of classified
material and shall follow all DHS policies for communicating high side information
within the PATRIOT system.

327. The Contractor shall maintain liaison and operational relationships with
headquarters program managers and VSP personnel abroad regarding matters
relevant to intelligence activities in order to coordinate efforts.

3.128. ‘The Contractor shall coordinate reporting and information sharing and conduct de-
confliction efforts with U. S. goverment entities to include, but not limited to, U.S.
Citizenship and Immigration Services, Customs and Border Protection, Department
of State, Central Intelligence Agency, Drug Enforcement Administration, Federal
Bureauof Investigation,Terrorist Screening Center, and National Counter Terrorism
Center.

”
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3.1.2. PATRIOT 

3.1.2.1. The screening process involves DoS visa applications that populate to CBP's UPAX 
hotlist based on unique hits across data points from the application that match 
against OHS derogatory holdings. Matches will show based upon the physical 
location (visa issuing embassies/consulates worldwide) at which the applicant is 
applying, refened to hereinafter as "post". Specific posts are assigned to analysts 
for screening and vetting. UPAX will identify any connections to OHS holdings 
associated to the DoS visa. Not all results populated to the UPAX hotlist are of a 
classified nature and the contractor shall determine the type and nature of the result 
from UP AX, and shall use both low side and high side systems during the review 
process. 

3.1.2.2. 

3.1.2.3. 

3.1.2.4. 

3.1.2.5. 

3.1.2.6. 

3.1.2. 7. 

3.1.2.8. 

The contractor shall scrutm1ze the complete visa application package for any 
application that populates on the Hotlist. The contractor shall research information, 
including, but not limited to, the applicant's prior travel, education, business 
activities, associates, affiliations, applicable law enforcement records. 

The Contractor shall utilize the PA TRI OT system according to the System of 
Records Notification (SORN) as the VSP' s system of record for both the 
transmission of cleared applications and communicating with the Special Agent at 
post for completing the vetting of applicants. 

The Contractor shall create records as required by the VSP mission pertaining to 
individuals applying for immigrant and non-immigrant visas with DoS. 

The Contractor shall monitor each application for potential Watchlisting 
nominations and/or enhancements. 

The Contractor will be read-in to OHS processes for the handling of classified 
material and shall follow all DHS policies for communicating high side information 
within the PATRIOT system. 

The Contractor shall maintain liaison and operational relationships with 
headquarters program managers and VSP personnel abroad regarding matters 
relevant to intelligence activities in order to coordinate efforts. 

The Contractor shall coordinate reporting and information sharing and conduct de­
confliction efforts with U. S. government entities to include, but not limited to, U.S. 
Citizenship and Immigration Services, Customs and Border Protection, Department 
of State, Central Intelligence Agency, Drug Enforcement Administration, Federal 
Bureau of Investigation,Terrorist Screening Center, and National Counter Terrorism 
Center. 
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313. SCIF Project

3131 ‘The contractor shall represent ICE Homeland Security Investigations (HSI) VSP as
a vetting partner within the Interagency Counterterrorism (IACT) Program
(collaboration between DHS and the Intelligence Community (IC) to improve visa
security). IACT is responsive to the IC and particularly our agents at post, as ACT
is specificallyreferenced within DoS systems as it relates to visa applications. IACT
is a trusted partner in timely responses to IACT hits and the SAO process. This
project will require personnel who are Watchlisting certified (or after becoming
certified by DHS during the course of the contract), to have knowledge of
nominations and enhancements to the Watchlisting Framework.

3132. The Watchlisting certified contractor shall submit Watchlist nominations and
‘enhancements, perform quality control checks of Watchlist nominations in support
of ICE's Watchlisting Cell, perform PATRIOT screening and vetting, and analyze
applications for potential nominations to or enhancements of records contained in
the Watehlisting cell

3.133. The contractors that are Watchlisting certified, or that become certified by DHS
during the course of the contract, shall assist fellow colleagues with nominations as
well as be responsive to HSI Special Agents at an overseas post when Watchlisting
nominations or enhancements are pursued. The Contractor shall review and
nominate applicants and associates of applicants, which is a function of the
partnership between the analyst and counterparts at post.

314. Social Media Research

3141 ‘The Contractor shall employ analytical techniques in order to vet subjects over the
entire lifecycle of visa applicants from application through visa issuance, entry,
departure, overstay or violation of the termsof admission into the United States.

3142. The Contractor shall leverage open source (publicly available) social media to
‘expand upon VSP established abilities to utilize government and law enforcement
databases in the investigation of national security and public safety concerns by
applying social media analytic capabilities in an effort to identify criminal activity,
terrorist links, and other forms of derogatory information associated with visa
applicants.

3143. The Contractor shall employ a risk-based methodology in order to search for
derogatory information on nonimmigrant visa holders of national security or public
safety concern. Subjects of interest shall be continuously vetted throughout the
lifecycle of the visa, from application through visa issuance, entry, departure,
overstay, or violation of the terms of admission into the United States.

»
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3.1.3. SCIF Project 

3.1.3.1. The contractor shall represent ICE Homeland Security Investigations (HSI) VSP as 
a vetting partner within the Interagency Counterterrorism (IACT) Program 
(collaboration between OHS and the Intelligence Community (IC) to improve visa 
security). IACT is responsive to the IC and particularly our agents at post, as IACT 
is specifically referenced within DoS systems as it relates to visa applications. IACT 
is a trusted partner in timely responses to IACT hits and the SAO process. This 
project will require personnel who are Watchlisting certified ( or after becoming 
certified by DHS dming the course of the contract), to have knowledge of 
nominations and enhancements to the Watchlisting Framework. 

3.1.3.2. The Watchlisting certified contractor shall submit Watchlist nominations and 
enhancements, perform quality control checks of Watchlist nominations in support 
of ICE's Watchlisting Cell, perform PATRIOT screening and vetting, and analyze 
applications for potential nominations to or enhancements of records contained in 
the Watchlisting cell. 

3.1.3.3. The contractors that are Watchlisting certified, or that become certified by DHS 
during the course of the contract, shall assist fellow colleagues with nominations as 
well as be responsive to HSI Special Agents at an overseas post when Watchlisting 
nominations or enhancements are pursued. The Contractor shall review and 
nominate applicants and associates of applicants, which is a function of the 
partnership between the analyst and counterparts at post. 

3.1.4. Social Media Research 

3.1.4.1. The Contractor shall employ analytical techniques in order to vet subjects over the 
entire lifecycle of visa applicants from application through visa issuance, entry, 
departure, overstay or violation of the terms of admission into the United States. 

3.1.4.2. The Contractor shall leverage open source (publicly available) social media to 
expand upon VSP's established abilities to utilize government and law enforcement 
databases in the investigation of national security and public safety concerns by 
applying social media analytic capabilities in an effort to identify criminal activity, 
terrorist links, and other forms of derogatory information associated with visa 
applicants. 

3.1.4.3. The Contractor shall employ a risk-based methodology in order to search for 
derogatory information on nonimmigrant visa holders of national security or public 
safety concern. Subjects of interest shall be continuously vetted throughout the 
lifecycle of the visa, from application through visa issuance, entry, departure, 
overstay, or violation of the terms of admission into the United States. 
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3144. The Contractor shall conduct all social media research in accordance with
established DHS and ICE policies and guidance.

31s. Surge Support

3151 Normal Surge. The Contractor shall provide support as directed by the govemment
in response to surge or special tasks listed in Task Areas paragraphs 3.0 when
performed during or outside of normal works hours as listed in paragraph 6.6 Hours
of Operation with the approval of the COR in coordination with the Government
Program Manager.

352. Special Assignments Surge. The Contractor shall provide operational support for
‘emergent government tasks within the scope of this order outside of normal work
hours. This includes, but is not limited to, Ad Hoc requests, support for HSI field
operations, HSI Headquarters driven initiatives, special detailed assignments,
special project support, or special tasking.

3153. Normal Surge/Special Assignment Surge Notification Procedures. The Contractor
will be notified by the COR via telephone or email of a surge operation. The
Contractor and its designated Contractor employees shall arrive to the work site no
later than 1 - 2 hours after notification has been sent.

32. CTCEU Vetting Operations - TASKS

321. Overstay Daily Operation Support

3211 “The Contractor shall conduct searchesofdesignated ICE systems, other government
agency computer systems and open source (publicly available) sites in order to
identify violations and lead viability. Serve as intelligence analysts and perform
analysis and production tasks.

3212. The Contractor shall provide liaison support involving intelligence analysis as
related to ICE operational requirements at various locations by COR in coordination
with the Government Program Manager. (See places of performance 6.4)

3213. The Contractor shall participate in training with government counterparts on a
variety of databases, issues and skill development exercises.

3214. ‘The Contractor shall analyze manual leads daily, in coordination with the current
CTCEU Information System Contractor, in over 16 separate government and
commercial databases. The Student Exchange Visitor Information System (SEVIS)
and Terrorist Tracking Pursuit Group (TTPG) Section and National Security Teams
are excluded and other manual leads shall be excluded by the COR in coordination
with the Government Program Manager.

"»
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3.1.4.4. The Contractor shaJI conduct all social media research m accordance with 
established DHS and ICE policies and guidance. 

3.1.5. Surge Support 

3.1.5.1. Normal Surge. The Contractor shall provide support as directed by the government 
in response to surge or special tasks listed in Task Areas paragraphs 3.0 when 
performed during or outside of normal works hours as listed in paragraph 6.6 Hours 
of Operation with the approval of the COR in coordination with the Government 
Program Manager. 

3.1.5.2. Special Assignments Surge. The Contractor shall provide operational support for 
emergent government tasks within the scope of this order outside of normal work 
hours. This includes, but is not limited to, Ad Hoc requests, support for HSI field 
operations, HSI Headquarters driven initiatives, special detailed assignments, 
special project support, or special tasking. 

3.1.5.3. Normal Surge/Special Assignment Surge Notification Procedures. The Contractor 
will be notified by the COR via telephone or email of a surge operation. The 
Contractor and its designated Contractor employees shall arrive to the work site no 
later than 1 - 2 hours after notification has been sent. 

3.2. CTCEU Vetting Operations -TASKS 

3.2.1. Overstay Daily Operation Support 

3.2.1.1. 

3.2.1.2. 

3.2.1.3. 

3.2.1.4. 

The Contractor shall conduct searches of designated ICE systems, other government 
agency computer systems and open source (publicly available) sites in order to 
identify violations and lead viability. Serve as intelligence analysts and perform 
analysis and production tasks. 

The Contractor shall provide liaison support involving intelligence analysis as 
related to ICE operational requirements at various locations by COR in coordination 
with the Government Program Manager. (See places of performance 6.4) 

The Contractor shall participate in training with government counterparts on a 
variety of databases, issues and skill development exercises. 

The Contractor shall analyze manual leads daily, in coordination with the current 
CTCEU Information System Contractor, in over 16 separate government and 
commercial databases. The Student Exchange Visitor Information System (SEVIS) 
and Terrorist Tracking Pursuit Group (TTPG) Section and National Security Teams 
are excluded and other manual leads shall be excluded by the COR in coordination 
with the Government Program Manager. 
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32.15. Manual Leads Backlogs. The Contractor shall process all leads as a part of Overstay
Daily Operation Support to ensure no backlogs occurs within a thirty day period to
ensure there is no backlog on a monthly basis.

32.16. ‘The Contractor shall process special projects backlogs based on a scheduled time
period agreed to by the Contractor and the COR in coordination with the
‘Govemment Program Manager.

322. National Security Team (NST) Support

3221. “The Contractor shall detail Contractor support to conduct classified and unclassified
analytical research and provide viable assessments to support National Security
tasks and objectives at various local, state and federal agencies, such as, but are not
limited to, the Department of State, Federal Bureau of Investigations, Interpol or
other partnering entities within the Washington, DC Metro Area

32211 Main Mission Support Detail: The Contractor may be required to detail
from 1 to 12 Contractor employees for National Security Team Support
requirements without any disruption to daily operations. The Contractor
shall backfill any detailed Contractor within 14 calendar days after the
detail employee reaches the 31* consecutive calendar day with no
additional cost to the government.

‘The Contractor shall ensure the Contractor employees detailed in support of the
National Security Team possess knowledge of immigration policy and procedure
to include the following: (will have four (4) yearsofworking as an analyst with
experience in the following:)

- Terrorist organizations, history, operations, and tactics to include an
understanding of how the various terrorist organizations operate.

= Illicit cross-border movement of people, cargo, vehicles, drugs, etc. and/or trade:
industry, to include identifying suspect trends and patterns.

- International criminal organizations (or intemational gangs) and how. the
organizations operate and their areasofoperation.

3222. ‘The Contractor shall perform analytical research that includes, but is not limited to
performing assessments on individuals, groups, financial institutions, commodities,
and travel patterns on targets of interest.

32221 The Contractor shall provide as identified by the government, an
assessment package of the targets of interests to include briefing,
presentations, discussion panel participation, supporting documents and
reports no later than the govemment identified prescribe time when
provided.

3223. ‘The Contractor shall conduct research, generate reports and assist with classified
projects as directed by the COR or Government Program Manager.

=
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3.2.1.5. Manual Leads Backlogs. The Contractor shall process all leads as a part of Overstay 
Daily Operation Support to ensure no backlogs occurs within a thirty day period to 
ensure there is no backlog on a monthly basis. 

3.2.1.6. The Contractor shall process special projects backlogs based on a scheduled time 
period agreed to by the Contractor and the COR in coordination with the 
Government Program Manager. 

3.2.2. National Security Team (NST) Support 

3.2.2.1. The Contractor shall detail Contractor support to conduct classified and unclassified 
analytical research and provide viable assessments to support National Security 
tasks and objectives at various local, state and federal agencies, such as, but are not 
limited to, the Department of State, Federal Bureau of Investigations, Interpol or 
other partnering entities within the Washington, DC Metro Area. 

3.2.2.1.1. Main Mission Support Detail: The Contractor may be required to detail 
from 1 to 12 Contractor employees for National Security Team Support 
requirements without any disruption to daily operations. The Contractor 
shall backfill any detailed Contractor within 14 calendar days after the 
detail employee reaches the 31st consecutive calendar day with no 
additional cost to the government. 

The Contractor shall ensure the Contractor employees detailed in support of the 
National Security Team possess knowledge of immigration policy and procedure 
to include the following: (will have four (4) years of working as an analyst with 
experience in the following:) 

Terrorist organizations, history, operations, and tactics to include an 
understanding of how the various terrorist organizations operate. 
Illicit cross-border movement of people, cargo, vehicles, drugs, etc. and/or trade 
industry, to include identifying suspect trends and patterns. 
International criminal organizations (or international gangs) and how the 
organizations operate and their areas of operation. 

3.2.2.2. The Contractor shall perform analytical research that includes, but is not limited to 
performing assessments on individuals, groups, financial institutions, commodities, 
and travel patterns on targets of interest. 

3.2.2.2.1. The Contractor shall provide as identified by the government, an 
assessment package of the targets of interests to include briefing, 
presentations, discussion panel participation, supporting documents and 
reports no later than the government identified prescribe time when 
provided. 

3.2.2.3. The Contractor shall conduct research, generate reports and assist with classified 
projects as directed by the COR or Government Program Manager. 
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323. Special Projects Support

3231 ‘The Contractor shall provide at a minimum the following Special Groups Support
services to include, but not limited to, Ad Hoc research assignments, govemment
tasks support, TECS and LeadTrac case management support, and special program
to include, but not limited to DoD AWOL Program, the Visa Waiver Enforcement
Program, Overstay Initiative Projects, and the Interpol Program.

3232. The Contractor shall analyze Special Group support leads daily. The Contractor
shall process leads within 48 hours to ensure no backlogs occur on a monthly basis

324. Lead Generation

‘The Contractor shall establishateam of highly trained analysts to perform case initiations,
case reroutes, and case closures. These analysts shall be responsible for ensuring that each
lead to the field is accurate and thorough. Additionally, these analysts shall provide
support to the field on active investigations as needed. The Contractor shall generate a
minimum of 10,000 investigative leads annually to the appropriate HSI field offices.

3241 ‘The Contractor shall perform lead reviews to determine lead viability.

3242. Process leads within 48 hours to ensure no backlogs occur on a monthly basis

3.243. Append viable leads daily to the case management database for further processing.

3244. Close non-viable leads daily on a designated Government system.

3.245. Develop strategies to exploit the various intemal and external data sources to refine
the intelligence analysis process.

3246. Implement process improvements and enhance existing methodologies to adapt to
system and project modemizations.

3247. Conduct data extractions and uploads as required in LeadTrac Mod and MongoDB
environments or other systems.

=
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3.2.3. Special Projects Support 

3.2.3.1. The Contractor shall provide at a minimum the following Special Groups Support 
services to include, but not limited to, Ad Hoc research assignments, government 
tasks support, TECS and LeadTrac case management support, and special program 
to include, but not limited to DoD AWOL Program, the Visa Waiver Enforcement 
Program, Overstay Initiative Projects, and the Interpol Program. 

3.2.3.2. The Contractor shall analyze Special Group support leads daily. The Contractor 
shall process leads within 48 hours to ensure no backlogs occur on a monthly basis. 

3.2.4. Lead Generation 

3.2.4.1. 

3.2.4.2. 

3.2.4.3. 

3.2.4.4. 

3.2.4.5. 

3.2.4.6. 

3.2.4.7. 

The Contractor shall establish a team of highly trained analysts to perform case initiations, 
case reroutes, and case closures. These analysts shall be responsible for ensuring that each 
lead to the field is accurate and thorough. Additionally, these analysts shall provide 
support to the field on active investigations as needed. The Contractor shall generate a 
minimum of 10,000 investigative leads annually to the appropriate HSI field offices. 

The Contractor shall perform lead reviews to determine lead viability. 

Process leads within 48 hours to ensure no backlogs occur on a monthly basis. 

Append viable leads daily to the case management database for further processing. 

Close non-viable leads daily on a designated Government system. 

Develop strategies to exploit the various internal and external data sources to refine 
the intelligence analysis process. 

Implement process improvements and enhance existing methodologies to adapt to 
system and project modernizations. 

Conduct data extractions and uploads as required in LeadTrac Mod and MongoDB 
environments or other systems. 
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325. Social Media Research

3251 The Contractor shall leverage open source (publicly available) social media to
expand upon CTCEU’s established abilities to utilize government and law
enforcement databases in the investigation of national security and public safety
concerns that exploit vulnerabilities in the U.S. immigration system by applying
social media analytic capabilities, derived only from free and publicly available
sources through unattributed computers.

3252. The Contractor shall use the open source information to identify actionable
intelligence in addition to enhancing investigative findings, which includes, but is
not limited to:

~ Identification of recent valid address
~ Researching information in support of cold case investigations
~ Enhancementof subject identification
- Performing trend analysis
~ Identificationofcriminal activity and derogatory information
~ Identification of terrorist links and recruitment efforts displayed online

3253. ‘The Contractor shall analyze and apply techniques to exploit publicly available
information, such as media, blogs, public hearings, conferences, academic websites,
social media websites such as Twitter, Facebook, and LinkedIn, radio, television,
press, geospatial sources, intemet sites, and specialized publications with intent to
extract pertinent information regarding individuals, including criminals, fugitives,
nonimmigrant violators, and targeted national security threats and their location.

3254. ‘The Contractor shall employ a risk-based methodology in order to search for
derogatory information on nonimmigrant visa holders of national security or
public safety concer. Subjects of interest shall be continuously vetted throughout
the lifecycle of the visa, from application through visa issuance, entry, departure,
overstay. or violation of the terms of admission into the United States.

3255. The Contractor shall conduct all social media research in accordance with
established DHS and ICE policies and guidance.

326.

327. Surge Support

3271 Normal Surge. The Contractor shall provide National Security Research & Lead
‘Generation Team support as directed by the government in response to surge or
special tasks when performed during or outside of normal works hours as listed in
paragraph 6.6 Hours of Operation with the approval of the COR in coordination
with the Government Program Manager.
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3.2.5. Social Media Research 

3.2.5.1. The Contractor shall leverage open source (publicly available) social media to 
expand upon CTCEU's established abilities to utilize government and law 
enforcement databases in the investigation of national security and public safety 
concerns that exploit vulnerabilities in the U.S. immigration system by applying 
social media analytic capabilities, derived only from free and publicly available 
sources through unattributed computers. 

3.2.5.2. The Contractor shall use the open source information to identify actionable 
intelligence in addition to enhancing investigative findings, which includes, but is 
not limited to: 

3.2.5.3. 

3.2.5.4. 

3.2.5.5. 

3.2.6. 

Identification of recent valid address 
Researching information in support of cold case investigations 
Enhancement of subject identification 
Performing trend analysis 
Identification of criminal activity and derogatory information 
Identification of terrorist links and recruitment efforts displayed online 

The Contractor shall analyze and apply techniques to exploit publicly available 
information, such as media, biogs, public hearings, conferences, academic websites, 
social media websites such as Twitter, Facebook, and Linkedln, radio, television, 
press, geospatial sources, internet sites, and specialized publications with intent to 
extract pertinent information regarding individuals, including criminals, fugitives, 
nonimmigrant violators, and targeted national security threats and their location. 

The Contractor shall employ a risk-based methodology in order to search for 
derogatory info1mation on nonimmigrant visa holders of national security or 
public safety concern. Subjects of interest shall be continuously vetted throughout 
the lifecycle of the visa, from application through visa issuance, entry, departure, 
overstay, or violation of the terms of admission into the United States. 

The Contractor shall conduct all social media research in accordance with 
established OHS and ICE policies and guidance. 

3.2.7. Surge Support 

3.2.7.1. Normal Surge. The Contractor shall provide National Security Research & Lead 
Generation Team support as directed by the government in response to surge or 
special tasks when performed during or outside of normal works hours as listed in 
paragraph 6.6 Hours of Operation with the approval of the COR in coordination 
with the Government Program Manager. 
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3272. Special Assignments Surge. The Contractor shall provide operational support for
‘emergent govemment tasks within the scopeofthis order outside of normal work
hours. This includes, but is not limited to, Ad Hoc requests, support for HSI field
operations, HSI Headquarters driven initiatives, special detailed assignments,
special project support,or special tasking.

3273. Normal Surge/Special Assignment Surge Notification Procedures. The Contractor
will be notified by the COR via telephone or email ofa surge operation. The
Contractor and its designated Contractor employees shall arrive to the work site no
later than 1 - 2 hours after notification has been sent.

3274. National Security Team (NST) Support. If the Government requires the
Contractor to detail any Contractor employee under NST Support for 31
‘consecutive calendar days or more, the detailed Contractor employee shall be:
billable starting from the 31* calendar day worked under the established firm fixed
hourly rates Surge Support on a labor hourbasis starting from the 31* day until the
Contractor employee returns. The Contractor shall backfillanydetailed
Contractor within 14 calendar days after the detail employee reaches the 31
consecutive calendar day with no additional cost to the government.

3275. Liaison Support.If the Goverment requires the Contractor to detail any
Contractor employee under Liaison Support for 31 consecutive calendar days or
more, the detailed Contractor employee shall be billable starting from the 31*
calendar day worked under the firm fixed hourly rate established under paragraph
5.2. Surge Support.

33. VSP& CTCEU COMMON TASKS

33.0. Intelligence Research & Analytical Support

3311 ‘The Contractor shall develop and recommend sound methods to solve analytical
problems, develop intelligence collection plans which support specific programs
and activities, engage in research and analysis to develop and publish intelligence
products utilizing a variety of established intelligence techniques to analyze data
from avariety of sources to develop trends, patterns, profiles, assessments,
estimates, studies, and tactical interdiction information.

n
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3.2.7.2. 

3.2.7.3. 

3.2.7.4. 

3.2.7.5. 

Special Assignments Surge. The Contractor shall provide operational support for 
emergent government tasks within the scope of this order outside of normal work 
hours. This includes, but is not limited to, Ad Hoc requests, support for HSI field 
operations, HSI Headquarters driven initiatives, special detailed assignments, 
special project support, or special tasking. 

Normal Surge/Special Assignment Surge Notification Procedures. The Contractor 
will be notified by the COR via telephone or email of a surge operation. The 
Contractor and its designated Contractor employees shall arrive to the work site no 
later than 1 - 2 hours after notification has been sent. 

National Security Team (NST) Support. If the Government requires the 
Contractor to detail any Contractor employee under NST Support for 31 
consecutive calendar days or more, the detailed Contractor employee shall be 
billable starting from the 31st calendar day worked under the established firm fixed 
hourly rates Surge Support on a labor hour basis starting from the 31st day until the 
Contractor employee returns. The Contractor shall backfill any detailed 
Contractor within 14 calendar days after the detail employee reaches the 31st 

consecutive calendar day with no additional cost to the government. 

Liaison Support. If the Government requires the Contractor to detail any 
Contractor employee under Liaison Support for 31 consecutive calendar days or 
more, the detailed Contractor employee shall be billable starting from the 31st 

calendar day worked under the firm fixed hourly rate established under paragraph 
5.2. Surge Support. 

3.3. VSP & CTCEU COMMON TASKS 

3.3.1. Intelligence Research & Analytical Support 

3.3.1.1. The Contractor shall develop and recommend sound methods to solve analytical 
problems, develop intelligence collection plans which support specific programs 
and activities, engage in research and analysis to develop and publish intelligence 
products utilizing a variety of established intelligence techniques to analyze data 
from a variety of sources to develop trends, patterns, profiles, assessments, 
estimates, studies, and tactical interdiction information. 
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3312. Serve as a liaison developing working relationships with counterparts in other law
enforcement and intelligence communities in an effort to exchange pertinent
information and provide free flow of information on matters of mutual interest.

33.13. Aggregate, analyze, and evaluate all available information and intelligence to assist
in the evaluation of potential threat indicators.

33.14. Extract and organize statistical data to support the building of metrics reports,
summaries, and case studies.

3315. Conduct in-depth vetting of high risk subjects of interest using all source
information/intelligence.

3316. Perform quantitative and qualitative analysis to create association matrices and link
analysis to identify previously unknown bad actors.

3307. Compile information, analyze findings, make interpretations, and write
‘comprehensive reports based on data and use these findingsto identify gaps in future:
collection requirement.

3318. Provide briefings to management, law enforcement, and intelligence officials on
techniques and procedures involved in research and analysis activities and
participate in joint efforts to support NSID.

33.19. Serve as an all source analyst responsible for conducting comprehensive research
analysis and fusion of unclassified and classified information in support of NSID.,

332. Government and/or Contractor Provided Operational Training

3321 ‘The Contractor shall provide a dedicated training team that wil be responsible for
all initial system and database training to all personnel. The Government, on
occasion, shall provide additional training as deemed appropriate to contract staff.
‘This may include, but is not limited to, databases and indices referenced in
paragraph 3.0.

333. StatisticallData Review Support

3331 ‘The Contractor shall provide statistical and data review support that includes, but
is not limited to, the following:

3332.
- Analyze data integrity and consistency to obtain a quantitative basis for

decision making and resource allocation.
~ Provide intelligence and threat analysis of the information that is tailored to the

‘government's requirements.
~ Provide written reports and populate DHS databases or any other designated

database as required.
~ Provide specialized analysis related to data integrity, content of information,

=
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3.3.1.2. Serve as a liaison developing working relationships with counterparts in other law 
enforcement and intelligence communities in an effort to exchange pertinent 
information and provide free flow of information on matters of mutual interest. 

3.3.1.3. Aggregate, analyze, and evaluate all available information and intelligence to assist 
in the evaluation of potential threat indicators. 

3.3.1.4. Extract and organize statistical data to support the building of metrics reports, 
summaries, and case studies. 

3.3.1.5. Conduct in-depth vetting of high risk subjects of interest usmg all source 
information/intelligence. 

3.3.1.6. Perform quantitative and qualitative analysis to create association matrices and link 
analysis to identify previously unknown bad actors. 

3.3.1.7. Compile information, analyze findings, make interpretations, and write 
comprehensive reports based on data and use these findings to identify gaps in future 
collection requirement. 

3.3.1.8. Provide briefings to management, law enforcement, and intelligence officials on 
techniques and procedures involved in research and analysis activities and 
participate in joint efforts to support NSID. 

3.3.1.9. Serve as an all source analyst responsible for conducting comprehensive research 
analysis and fusion of unclassified and classified information in support of NSID. 

3.3.2. Government and/or Contractor Provided Operational Training 

3.3.2.1. The Contractor shall provide a dedicated training team that will be responsible for 
all initial system and database training to all personnel. The Government, on 
occasion, shall provide additional training as deemed appropriate to contract staff. 
This may include, but is not limited to, databases and indices referenced in 
paragraph 3.0. 

3.3.3. Statistical/Data Review Support 

3.3.3.1. The Contractor shall provide statistical and data review support that includes, but 
is not limited to, the following: 

3.3.3.2. 
Analyze data integrity and consistency to obtain a quantitative basis for 
decision making and resource allocation. 
Provide intelligence and threat analysis of the information that is tailored to the 
government's requirements. 
Provide written reports and populate DHS databases or any other designated 
database as required. 
Provide specialized analysis related to data integrity, content of information, 
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and production support in the MongoDB environment.
~ Evaluate new technological capabilites to enhance productivity and efficiency

and provide recommendations for consideration to VSP and CTCEU leadership.
~ Conduct trend analyses and advanced technical research techniques based on

the government's requirements.
~ Extract data and develop reports from the LeadTrac Mod system, Visa Security

Program Tracking System (VSPTS-PATRIOT & CLASSIC), and additional
case management systems, as required.

334. Ad Hoc Reporting

3341 ‘The Contractor shall develop and produce qualitative intelligence reports utilizing
‘government databases and open source analysis for a comprehensive product. The
‘Contractor shall provide assessment packagesof subjects of interest, presentations,
discussion panel participation, supporting documents, report generation, and assist
with classified projects, as requested.

4.0 PERSONNEL

4.1 Program Manager

4.1.1 The Contractor shall designate a Program Manager who shall be designated as “key”
personnel and shall be responsible to ensure management and performance of all work under
this contract. The Program Manager shall ensure Contractor employees are aware of,
understand, and abide by DHS (Headquarters) and ICE established rules, regulations, and
safety practices, and shall have a full authority to act on matters pertaining to the
performance of Services under this contract.

4.12 The Program Manager shall also be the primary point of contact for the Contracting Officer
(CO) and designated Contracting Officer Representative (COR) to facilitate Government-
Contractor interface and communications. The nameof this person, and an altemate or
alternates, who shall act for the Contractor when the Program Manager is absent, shall be
designated in writing to the Contracting Officer no later than 2 business days after contract
award. The Program Manager or altemate will have full authority to act for the Contractor on
all contract matters relating todaily operations

4.13 During any absenceof the Program Manager, only one alternate shall have full authority to
act for the Contractor on all matters relating to this contract. The Program Manager and all
designated alternates shall be able to read write, speak, and understand English fluently, and
shall bea citizenof the United States. The Contractor shall not replace the Program Manager
without prior written approval from the Contracting Officer. The Contractor shall submit a
noticeof intent to replace the Program Manager in writing to the COR a minimum of 7
business days prior to the proposed dateof change.

4.14 The Program Manager shall be available to the COR or designated Goverment Program
Manager via telephone 24 hours per day, 7 days a week, including designated govemment
holidays and any other day designated by Federal Statute, Executive Order, and/or
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and production support in the MongoDB environment. 
Evaluate new technological capabilities to enhance productivity and efficiency 
and provide recommendations for consideration to VSP and CTCEU leadership. 
Conduct trend analyses and advanced technical research techniques based on 
the government's requirements. 
Extract data and develop reports from the LeadTrac Mod system, Visa Security 
Program Tracking System (VSPTS-PATRIOT & CLASSIC), and additional 
case management systems, as required. 

3.3.4. Ad Hoc Reporting 

3.3.4.1. The Contractor shall develop and produce qualitative intelligence reports utilizing 
government databases and open source analysis for a comprehensive product. The 
Contractor shall provide assessment packages of subjects of interest, presentations, 
discussion panel participation, supporting documents, report generation, and assist 
with classified projects, as requested. 

4.0 PERSONNEL 

4.1 Program Manager 

4.1.1 The Contractor shall designate a Program Manager who shall be designated as "key" 
personnel and shall be responsible to ensure management and performance of all work under 
this contract. The Program Manager shall ensure Contractor employees are aware of, 
understand, and abide by DHS (Headquarters) and ICE established rules, regulations, and 
safety practices, and shall have a full authority to act on matters pertaining to the 
performance of services under this contract. 

4.1.2 The Program Manager shall also be the primary point of contact for the Contracting Officer 
(CO) and designated Contracting Officer Representative (COR) to facilitate Government­
Contractor interface and communications. The name of this person, and an alternate or 
alternates, who shall act for the Contractor when the Program Manager is absent, shall be 
designated in writing to the Contracting Officer no later than 2 business days after contract 
award. The Program Manager or alternate will have full authority to act for the Contractor on 
all contract matters relating to daily operations. 

4.1.3 During any absence of the Program Manager, only one alternate shall have full authority to 
act for the Contractor on all matters relating to this contract. The Program Manager and all 
designated alternates shall be able to read write, speak, and understand English fluently, and 
shall be a citizen of the United States. The Contractor shall not replace the Program Manager 
without prior written approval from the Contracting Officer. The Contractor shall submit a 
notice of intent to replace the Program Manager in writing to the COR a minimum of 7 
business days prior to the proposed date of change. 

4.1.4 The Program Manager shall be available to the COR or designated Government Program 
Manager via telephone 24 hours per day, 7 days a week, including designated government 
holidays and any other day designated by Federal Statute, Executive Order, and/or 
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Presidential Proclamation, or any other kindofadministrative leave such as acts of God (i.e.
hurricanes, snow storms, tornadoes) Presidential funerals or any other unexpected
‘government closures and shall respond within 1 hour notification for discussions and
resolutionsofproblems.

4.15 The Program Manager shall provide overall review, analysis and recommendations for new
policies, procedures, tasks, assignments and detailed assignments or modifications to existing
policies, procedures, tasks, assignments and detailed assignments for consideration and
implementation by government personnel.

4.16 The Program Manager shall provide overall evaluation of new technological capabilites to
enhance productivity and efficiency in support ofboth CTCEU and VSP Operations.

4.17 The Program Manager shall plan, organize, direct, and control the project/program to ensure
all contractual obligations are fulfilled, quality standards are met, and associated expectations
of performance are achieved. Key Responsibilities include, but are not limited to: Provide
technical, research, analytical supervision and training to Contractor employees. Manage
‘multiple concurrent project tasks, providing expert direction and guidance to subordinates,
developing schedules, formulating work plans, managing and controlling project resources,
and serving as the point of contact for DHS ICE CORs or Goverment Program Manager.

4.18 The Program Manager shall ensure supervision of contract staff and coordination of staff
duties to provide support services to the CTCEU which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday,
7:00 a.m. 10 3:00 p.m. Saturday and Sunday, and during surge operations as indicated in
paragraph 3.2.6.

4.1.8.1 The Program Manager shall ensure supervisionof contract staff and coordination of staff
duties 10 provide support services to the VSP which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday,
7:00 am. to 3:00 p.m. Saturday and Sunday, and during surge operations as indicated in
paragraph 3.15.

4.2 Key Personnel

4.2.1 The Contractor shall staff the specified key personnel positions to include: Program
Manager, Project Manager, Deputy Project Manager, and Senior Task Lead.

4.22 After award, the Government may designate additional key personnel due to an emergent
need to maintain qualified Contractor support on hand in support ofthe National Security
‘Team and Liaison Support tasks. All Key personnel shall immediately begin security
clearance process after contract award.

4.23 During the first twelve (12) months of contract performance, the Contractor shall make no
changes to key personnel unless the change is necessitated by a reason deemed compelling
by the Contracting Officer (CO) (e.g.. death, illness, terminationofemployment).
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Presidential Proclamation, or any other kind of administrative leave such as acts of God (i.e. 
hurricanes, snow storms, tornadoes) Presidential funerals or any other unexpected 
government closures and shall respond within 1 hour notification for discussions and 
resolutions of problems. 

4.1.5 The Program Manager shall provide overall review, analysis and recommendations for new 
policies, procedures, tasks, assignments and detailed assignments or modifications to existing 
policies, procedures, tasks, assignments and detailed assignments for consideration and 
implementation by government personnel. 

4.1.6 The Program Manager shall provide overall evaluation of new technological capabilities to 
enhance productivity and efficiency in support of both CTCEU and VSP Operations. 

4.1.7 The Program Manager shall plan, organize, direct, and control the project/program to ensure 
all contractual obligations are fulfilled, quality standards are met, and associated expectations 
of performance are achieved. Key Responsibilities include, but are not limited to: Provide 
technical, research, analytical supervision and training to Contractor employees. Manage 
multiple concurrent project tasks, providing expert direction and guidance to subordinates, 
developing schedules, formulating work plans, managing and controlling project resources, 
and serving as the point of contact for DHS ICE CO Rs or Government Program Manager. 

4.1.8 The Program Manager shall ensure supervision of contract staff and coordination of staff 
duties to provide support services to the CTCEU which, depending upon the expansion of the 
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday, 
7:00 a.m. to 3:00 p.m. Saturday and Sunday, and during surge operations as indicated in 
paragraph 3.2.6. 

4.1.8.1 The Program Manager shall ensure supervision of contract staff and coordination of staff 
duties to provide support services to the VSP which, depending upon the expansion of the 
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday, 
7:00 a.m. to 3:00 p.m. Saturday and Sunday, and during surge operations as indicated in 
paragraph 3 .1.5. 

4.2 Key Personnel 

4.2.1 The Contractor shall staff the specified key personnel positions to include: Program 
Manager, Project Manager, Deputy Project Manager, and Senior Task Lead. 

4.2.2 After award, the Government may designate additional key personnel due to an emergent 
need to maintain qualified Contractor support on hand in support of the National Security 
Team and Liaison Support tasks. All Key personnel shall immediately begin security 
clearance process after contract award. 

4.2.3 During the first twelve (12) months of contract performance, the Contractor shall make no 
changes to key personnel unless the change is necessitated by a reason deemed compelling 
by the Contracting Officer (CO) (e.g., death, illness, termination of employment). 

26 

2022-ICLl-00038 1156 



4.24 All key personnel changes proposed must be in compliance with paragraphs 4.24.1, 42.4.2
and 4.2.4.3 hereof. The Goverment will not approve substitutions for the sole convenience.
of the Contractor.

42.4.1 If any substitution or addition ofa key personnel position becomes necessary, the Contractor
shall immediately notify the COR and CO in writing, accompanied by the qualifications of
the proposed individual. In the case ofa substitution, the proposed individual shall meet the
requirements as outlined in this section 4.0.

42.4.2 All requests for approval of changes hereunder must be in writing, via email, and provide a
detailed explanationofcircumstances necessitating the proposed change. Requests for
changes to key personnel shall be made as soon as possible, but no later than three (3)
business days after the Contractor first knowsof the need for such change. In addition to a
detailed explanation, the request must also provide:

«the resume of the proposed individual (fora substitution or addition);
«a comparison of the qualifications of the proposed individual and the individual to be

replaced (for a substitution):
«a signed employee non-disclosure agreement (from the proposed substitution or

addition);
«number of hours the Contractor will provide, at its expense, o train the proposed

individual (for a substitution or addition); and,
«any other information requested by the Contracting Officer to reach a decision.

4.2.43 The CO will evaluate such requests and promptly notify the Contractor of his/her approval
or disapproval in writing. A position is considered “filled” when ICE Office of Professional
Responsibility (OPR), Personnel Security Unit (PSU) notifies the COR.

4.3 Non Key Personnel

Non-Key Positions: The remaining positions, as outlined in the Contractor proposal, to include
any personnel or additional personnel in the following labor categories of, Task Lead, Statistical
Data Analyst and Administrative Intelligence Analyst shall be considered non-key personnel and
must meet the minimum qualifications and labor categories identified in this PWS. The Contractor
shall identify all proposed non-key personnel to include labor category, qualifications and security
clearance level. All proposed non-key personnel shall be presented to the COR and ICE Office of
Professional Responsibility, PSU for ICE suitability and must begin the clearance process no later
than seven (7) calendar days after contract award.

4.4 Labor Category and Qualifications: The Contractor shall provide qualified personnel in the
following labor categories to perform all requirements specified in this PWS. Applicants subject
to security investigation must meet eligibility requirements for access to classified information.

- Program Manager (Key)
- Project Manager (Key)
- Deputy Project Manager (Key)
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4.2.4 All key personnel changes proposed must be in compliance with paragraphs 4.2.4.1, 4.2.4.2 
and 4.2.4.3 hereof. The Government will not approve substitutions for the sole convenience 
of the Contractor. 

4.2.4.1 If any substitution or addition of a key personnel position becomes necessary, the Contractor 
shall immediately notify the COR and CO in writing, accompanied by the qualifications of 
the proposed individual. In the case of a substitution, the proposed individual shall meet the 
requirements as outlined in this section 4.0. 

4.2.4.2 All requests for approval of changes hereunder must be in writing, via email, and provide a 
detailed explanation of circumstances necessitating the proposed change. Requests for 
changes to key personnel shall be made as soon as possible, but no later than three (3) 
business days after the Contractor first knows of the need for such change. In addition to a 
detailed explanation, the request must also provide: 

• the resume of the proposed individual (for a substitution or addition); 
• a comparison of the qualifications of the proposed individual and the individual to be 

replaced (for a substitution); 
• a signed employee non-disclosure agreement (from the proposed substitution or 

addition); 
• number of hours the Contractor will provide, at its expense, to train the proposed 

individual (for a substitution or addition); and, 
• any other information requested by the Contracting Officer to reach a decision. 

4.2.4.3 The CO will evaluate such requests and promptly notify the Contractor of his/her approval 
or disapproval in writing. A position is considered "filled" when ICE Office of Professional 
Responsibility (OPR), Personnel Security Unit (PSU) notifies the COR. 

4.3 Non Key Personnel 

Non-Key Positions: The remaining positions, as outlined in the Contractor proposal, to include 
any personnel or additional personnel in the following labor categories of, Task Lead, Statistical 
Data Analyst and Administrative Intelligence Analyst shall be considered non-key personnel and 
must meet the minimum qualifications and labor categories identified in this PWS. The Contractor 
shall identify all proposed non-key personnel to include labor category, qualifications and security 
clearance level. All proposed non-key personnel shall be presented to the COR and ICE Office of 
Professional Responsibility, PSU for ICE suitability and must begin the clearance process no later 
than seven (7) calendar days after contract award. 

4.4 Labor Category and Qualifications: The Contractor shall provide qualified personnel in the 
following labor categories to perform all requirements specified in this PWS. Applicants subject 
to security investigation must meet eligibility requirements for access to classified information. 

Program Manager (Key) 
Project Manager (Key) 
Deputy Project Manager (Key) 
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- Senior Task Lead (Key)
- Task Lead (Non-Key)
~ Statistical Data Analyst (Non-Key)
- Administrative (Intelligence) Analyst (Senior, Midlevel and Junior) (Non-Key)

44.1 Program Manager

Requirement: Contractor shall provide a Program Manager to support his requirement. ‘This position
will be designated as “Key Personnel”.

Minimum Education/Experience:

~ Bachelor's Degree and Five (5) years supervisory experience in large office
‘management, or Minimumof ten (10) years supervisory experience in large
office management in lieu ofa Bachelor's Degree

~ Five years (5)ofdirectly related research experience
~ Must possess knowledgeof immigration policy and procedures as they relate to

non-immigrant visitors and visa classifications.

442 Project Manager

Requirement: Contractor shall provide Project Managers to support this requirement. The Project
Managers will be designated as “Key Personnel”

MinimumEducation/Experience:

~ Bachelor's Degree and three (3) years supervisory experience in large office
‘management

~ Ora minimumofseven (7) years supervisory experience in large office
‘management in lieuof a Bachelor's Degree

- Five years (5)ofdirectly related research experience
~ Must possess knowledge of immigration policy and procedures as they relate to

non-immigrant visitors and visa classifications.

443 Deputy Project Manager

Requirement: Contractor shall provide a Deputy Project Managers to support this requirement. The
Deputy Project Managers will be designated as “Key Personnel”.

Minimum Education Experience: Deputy Project Manager shall possess the following:

~ Bachelor's Degree in any discipline and three (3) years of directly related
research experience and possess knowledge of immigration policy and
procedures as they relate to non-immigrant visitors and visa classifications.

~ Oran Associate's Degree and five (5) yearsofdirectly related research work
experience ina related field in lieu ofa Bachelor's Degree

»
20221CLI-00038 1158

Senior Task Lead (Key) 
Task Lead (Non-Key) 
Statistical Data Analyst (Non-Key) 
Administrative (Intelligence) Analyst (Senior, Midlevel and Junior) (Non-Key) 

4.4.1 Program Manager 

Requirement: Contractor shall provide a Program Manager to support this requirement. This position 
will be designated as "Key Personnel". 

Minimum Education/Experience: 

Bachelor's Degree and Five (5) years supervisory experience in large office 
management, or Minimum of ten (10) years supervisory experience in large 
office management in lieu of a Bachelor's Degree 
Five years (5) of directly related research experience 
Must possess knowledge of immigration policy and procedures as they relate to 
non-immigrant visitors and visa classifications. 

4.4.2 Project Manager 

Requirement: Contractor shall provide Project Managers to support this requirement. The Project 
Managers will be designated as "Key Personnel". 

Minimum Education/Experience: 

Bachelor's Degree and three (3) years supervisory experience in large office 
management 
Or a minimum of seven (7) years supervisory experience in large office 
management in lieu of a Bachelor's Degree 
Five years (5) of directly related research experience 
Must possess knowledge of immigration policy and procedures as they relate to 
non-immigrant visitors and visa classifications. 

4.4.3 Deputy Project Manager 

Requirement: Contractor shall provide a Deputy Project Managers to support this requirement. The 
Deputy Project Managers will be designated as "Key Personnel". 

Minimum Education/Experience: Deputy Project Manager shall possess the following: 

Bachelor's Degree in any discipline and three (3) years of directly related 
research experience and possess knowledge of immigration policy and 
procedures as they relate to non-immigrant visitors and visa classifications. 
Or an Associate's Degree and five (5) years of directly related research work 
experience in a related field in lieu of a Bachelor's Degree 
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~ Ora High School diploma with seven (7) years of directly related research
work experience in a related field in lieu ofa Bachelor's Degree and
Associate's Degree

444 Senior Task Leads

Requirement: Contractor shall provide Senior Task Leads to support this requirement. Senior Task
Leads will be designated as “Key Personnel”.

Minimum Education/Experience: Senior Task Leads will possess the following:

~ Bachelor's Degree in any discipline with three (3) years of directly related
research experience.

~ Oran Associate's Degree and five (5) yearsofdirectly related research work
experience in lieu ofa Bachelor's Degree

~ Ora High School diploma with seven (7) yearsofdirectly related research
work experience in lieu ofa Bachelor's Degree and Associate's Degree.

445 Task Lead

Requirement: Contractor shall provide Task Leads to support this requirement. Task Leads will be
designated as “Non-Key Personnel”.

Minimum Education/Experience: Task Leads will possess the following

~ Bachelor's Degree in any discipline with two (2) yearsofdirectly related
research experience.

~ Oran Associate's Degree and four (4) yearsofdirectly related research work
experience in lieu ofa Bachelor's Degree.

~ Ora High School diploma with six (6) years of directly related research work
experience in lieu ofa Bachelor's Degree and Associate's Degree.

44.6 Statistical Data Analyst

Requirement: The Contractor will provide Statistical Data Analysts that will be designated as “Non-Key
Personnel.”

Minimum Education/Experience: The Statistical Data Analyst will possess the following

~ Bachelor's Degree or higher inanydiscipline with four (4) or more years of
related experience in analysisofbulk data sets to include entry and extraction
of target data, statistical analyses, and reporting.

~ Must possessa core understanding and experience in navigating and writing
queries for MongoDB and Microsoft Access environment. Experience in
MongoDB with a strong understandingofcoding principles methodologies and
best practices.

»
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Or a High School diploma with seven (7) years of directly related research 
work experience in a related field in lieu of a Bachelor's Degree and 
Associate' s Degree 

4.4.4 Senior Task Leads 

Requirement: Contractor shall provide Senior Task Leads to support this requirement. Senior Task 
Leads will be designated as "Key Personnel". 

Minimum Education/Experience: Senior Task Leads will possess the following: 

4.4.5 Task Lead 

Bachelor's Degree in any discipline with three (3) years of directly related 
research experience. 
Or an Associate' s Degree and five (5) years of directly related research work 
experience in lieu of a Bachelor's Degree 
Or a High School diploma with seven (7) years of directly related research 
work experience in lieu of a Bachelor's Degree and Associate's Degree. 

Requirement: Contractor shall provide Task Leads to support this requirement. Task Leads will be 
designated as "Non-Key Personnel". 

Minimum Education/Experience: Task Leads will possess the following: 

Bachelor's Degree in any discipline with two (2) years of directly related 
research experience. 
Or an Associate's Degree and four (4) years of directly related research work 
experience in lieu of a Bachelor's Degree. 
Or a High School diploma with six (6) years of directly related research work 
experience in lieu of a Bachelor's Degree and Associate's Degree. 

4.4.6 Statistical Data Analyst 

Requirement: The Contractor will provide Statistical Data Analysts that will be designated as "Non-Key 
Personnel." 

Minimum Education/Experience: The Statistical Data Analyst will possess the following: 

Bachelor's Degree or higher in any discipline with four (4) or more years of 
related experience in analysis of bulk data sets to include entry and extraction 
of target data, statistical analyses, and reporting. 
Must possess a core understanding and experience in navigating and writing 
queries for MongoDB and Microsoft Access environment. Experience in 
MongoDB with a strong understanding of coding principles methodologies and 
best practices. 
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447 Administrative (Intelligence) Analysts

Senior Level

Requirement: The Contractor will provide Senior Level Administrative (Intelligence) Analysts that will
be designated as “Non-Key Personnel.”

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following:

~ Bachelor’ degree to include three (3) year of experience in any research,
intelligence or threat analysis

~ Oran Associate's Degree and five (5) years’ experience in intelligence and
threat analysis in lieu ofa Bachelor's Degree.

~~ Ora High School diploma with seven (7) years” experience in intelligence and
threat analysis in lieu ofa Bachelor's Degree and Associate's Degree.

Mid-Level

Requirement: The Contractor will provide Mid-Level Administrative (Intelligence) Analysts that will be:
designated as “Non-Key Personnel.”

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following:

~ Bachelor’ degree to include two (2) year of experience in any research,
intelligence or threat analysis

~ Oran Associate's Degree and four (4) years’ experience in intelligence and
threat analysis in lieu ofa Bachelor's Degree.

~ Ora High School diploma with six (6) years’ experience in intelligence and
threat analysis in lieu ofa Bachelor's Degree and Associate's Degree.

Junior Level

Requirement: The Contractor will provide Junior Administrative (Intelligence) Analysts that will be
designated as “Non-Key Personnel.”

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following:

~ Bachelor degree to include one (1) yearof experience in any research,
intelligence or threat analysis

~ Oran Associate's Degree and three (3) years” experience in intelligence and
threat analysis in lieu ofa Bachelor's Degree.

~~ Ora High School diploma with five (5) years” experience in intelligence and
threat analysis in lieu ofa Bachelor's Degree and Associate's Degree.

4.5 Security Clearance Requirements

»
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4.4.7 Administrative (Intelligence) Analysts 

Senior Level 

Requirement: The Contractor will provide Senior Level Administrative (Intelligence) Analysts that will 
be designated as "Non-Key Personnel." 

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following: 

Mid-Level 

Bachelor' degree to include three (3) year of experience in any research, 
intelligence or threat analysis 
Or an Associate's Degree and five (5) years' experience in intelligence and 
threat analysis in lieu of a Bachelor's Degree. 
Or a High School diploma with seven (7) years' expelience in intelligence and 
threat analysis in lieu of a Bachelor's Degree and Associate's Degree. 

Requirement: The Contractor will provide Mid-Level Administrative (Intelligence) Analysts that will be 
designated as "Non-Key Personnel." 

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following: 

Junior Level 

Bachelor' degree to include two (2) year of experience in any research, 
intelligence or threat analysis 
Or an Associate's Degree and four (4) years' experience in intelligence and 
threat analysis in lieu of a Bachelor's Degree. 
Or a High School diploma with six (6) years' experience in intelligence and 
threat analysis in lieu of a Bachelor's Degree and Associate's Degree. 

Requirement: The Contractor will provide Junior Administrative (Intelligence) Analysts that will be 
designated as "Non-Key Personnel." 

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following: 

Bachelor' degree to include one (1) year of experience in any research, 
intelligence or threat analysis 
Or an Associate' s Degree and three (3) years' experience in intelligence and 
threat analysis in lieu of a Bachelor's Degree. 
Or a High School diploma with five (5) years' experience in intelligence and 
threat analysis in lieu of a Bachelor's Degree and Associate's Degree. 

4.5 Security Clearance Requirements 
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The contractor's personnel security clearance requirement will vary depending upon assignment and/or
position within the CTCEU or VSP Operations.

- VSP Security Clearance Requirement: All VSP Operations personnel
provided by the Contractor are required to have a Top Secret clearance, at a
minimum, and are required to obtain and maintain TS/SCI as required by the
COR in coordination with the Goverment Program Manager.

- CTCEU Security Clearance Requirement: All CTCEU Operations
personnel provided by the Contractor are required to be able to obtain and
maintain a Top Secret clearance and be SCI eligible.

4.6 Employee Conduct

Contractor's employees shall comply with all applicable Government regulations, policies and
procedures (e.g., fire, safety, sanitation, environmental protection, security, “offlimits” areas, and
possession of weapons) when visiting or working at Goverment facilities. The Contractor shall ensure
Contractor employees present a professional appearance at al times and that their conduct shall not
reflect discredit on the United States or the DHS. The Project Manager shall ensure Contractor
employees understand and abide by DHS established rules, regulations and policies conceming safety
and security.

4.7 Removing Employees for Misconduct or Security Reasons

‘The Government may, at it sole discretion (via the Contracting Officer), require the Contractor to
remove any Contractor employee from DHS facilities for misconduct or security reasons. Removal does
not relieve the Contractor of the responsibility to continue providing the services required under the
contract. The Contracting Officer will provide the Contractor with a written explanation to support any
request to remove an employee.

5.0 CONTRACT DELIVERABLES

The Contractor shall provide all deliverables in PDF format except where otherwise noted: One (1)
electronic copy containing deliverables and a eter of transmittal to both the PM and the COR.

5.1 Project Plan and Schedule

The Contractor shall develop a Project Plan outlining resources, activities, and milestones necessary to
accomplish work specified in the PWS. Technical activities in the schedule shall be at a level of detail
sufficient for the Contractor to manage the task. The Contractor shall develop a new Project Plan schedule
whenever a modification to the task order occurs. The Contractor shall provide the initial plan within
forty-five (45) days after award,

The Contractor shall schedule activities specified in the PWS including:

- Progress Meetings
~ Contract Progress-Meetings and Teleconferences

a
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The contractor's personnel security clearance requirement will vary depending upon assignment and/or 
position within the CTCEU or VSP Operations. 

VSP Security Clearance Requirement: All VSP Operations personnel 
provided by the Contractor are required to have a Top Secret clearance, at a 
minimum, and are required to obtain and maintain TS/SCI as required by the 
COR in coordination with the Government Program Manager. 
CTCEU Security Clearance Requirement: All CTCEU Operations 
personnel provided by the Contractor are required to be able to obtain and 
maintain a Top Secret clearance and be SCI eligible. 

4.6 Employee Conduct 

Contractor's employees shall comply with all applicable Government regulations, policies and 
procedures (e.g., fire, safety, sanitation, environmental protection, security, "off limits" areas, and 
possession of weapons) when visiting or working at Government facilities. The Contractor shall ensure 
Contractor employees present a professional appearance at all times and that their conduct shall not 
reflect discredit on the United States or the DHS. The Project Manager shall ensure Contractor 
employees understand and abide by DHS established rules, regulations and policies concerning safety 
and security. 

4.7 Removing Employees for Misconduct or Security Reasons 

The Government may, at its sole discretion (via the Contracting Officer), require the Contractor to 
remove any Contractor employee from DHS facilities for misconduct or security reasons. Removal does 
not relieve the Contractor of the responsibility to continue providing the services required under the 
contract. The Contracting Officer will provide the Contractor with a written explanation to support any 
request to remove an employee. 

5.0 CONTRACT DELIVERABLES 

The Contractor shall provide all deliverables in PDF format except where otherwise noted: One (1) 
electronic copy containing deliverables and a letter of transmittal to both the PM and the COR. 

5.1 Project Plan and Schedule 

The Contractor shall develop a Project Plan outlining resources, activities, and milestones necessary to 
accomplish work specified in the PWS. Technical activities in the schedule shall be at a level of detail 
sufficient for the Contractor to manage the task. The Contractor shall develop a new Project Plan schedule 
whenever a modification to the task order occurs. The Contractor shall provide the initial plan within 
forty-five (45) days after award. 

The Contractor shall schedule activities specified in the PWS including: 

Progress Meetings 
Contract Progress-Meetings and Teleconferences 
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- Draft Work Plans
~ Final Work Plan containing a Work Breakdown Schedule (WBS)

5.2 Progress Reports, Status Reports & Program Reviews

52.1 Progress Reports

“The Contractor shall prepare a monthly progress report. Initial reports are du to the CORthirty (30) days
after award and every thirty (30) days thereafter until the last month of performance. The final delivery
will occur ten (10) days before the end of the final performance period and will summarize performance
during the period of performance and provide the satus of any planned transition activity. The monthly
report shall contain the following

~ Description of work planned;
~ Description of work accomplished;
~ Analysis of the difference between planned and accomplished:
~ Work planned for the following month and;
~ Open issuesorrisks.

522 Quarterly Status Report

‘The Contractor shall prepare a quarterly status report for the CO and the COR. Generally, these reports
should include accomplishments, any deviations from planned activities, field related issues, other issues,
and planned activities for the next period. The reports are for the CO and COR, and may be delivered in
hardcopy or via electronic (e-mail). Additionally, the CO and/or the COR may request impromptu
‘meetings to discuss status or issues.

523 Program Reviews

“The Contractor shall participate in monthly Program Reviews with the COR ordesignee to review selected
project activities. The purpose of this meeting is to ensure that services are provided in accordance to the
PWS in an efficient and timely manner. Also to identify and resolve any issues or concems to the
‘government before they become potential problems. The program review is intended to be an informal
executive summaryofthese events, and shouldrequire only minimal presentation time.

53 Quality Control Reports

The Contractor shall develop and maintain an effective quality control plan to ensure services are
performed in accordance with this PWS and all referenced documents. The Contractor shall deliver a
‘monthly Quality Assurance Report to the COR.

‘The Contractor shall establish and maintain a Quality Control Plan (QCP) to ensure the requirements of
this contract are provided as specified. The Contractor shall provide a QCP describing the inspection
system for the requested services listed in the PWS. The Contractor shall develop and implement
procedures to identify, prevent, and ensure non-recurrence of defective services. The Draft QCP shall be
required fifteen (15) days after award and the Final QCP will be required within thirty (30) business days
after award. The COR will notify the Contractor of acceptance or required modifications to the Plan. The
Contractor shall make appropriate modifications (at no additional cost to the Government) and obtain
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Draft Work Plans 
Final Work Plan containing a Work Breakdown Schedule (WBS) 

5.2 Progress Reports, Status Reports & Program Reviews 

5.2.1 Progress Reports 

The Contractor shall prepare a monthly progress report. Initial reports are due to the COR thirty (30) days 
after award and every thirty (30) days thereafter until the last month of performance. The final delivery 
will occur ten (10) days before the end of the final performance period and will summarize performance 
during the period of performance and provide the status of any planned transition activity. The monthly 
report shall contain the following: 

Description of work planned; 
Description of work accomplished; 
Analysis of the difference between planned and accomplished; 
Work planned for the following month and; 
Open issues or risks. 

5.2.2 Quarterly Status Report 

The Contractor shall prepare a quarterly status report for the CO and the COR. Generally, these reports 
should include accomplishments, any deviations from planned activities, field related issues, other issues, 
and planned activities for the next period. The reports are for the CO and COR, and may be delivered in 
hardcopy or via electronic (e-mail). Additionally, the CO and/or the COR may request impromptu 
meetings to discuss status or issues. 

5.2.3 Program Reviews 

The Contractor shall participate in monthly Program Reviews with the COR or designee to review selected 
project activities. The purpose of this meeting is to ensure that services are provided in accordance to the 
PWS in an efficient and timely manner. Also to identify and resolve any issues or concerns to the 
government before they become potential problems. The program review is intended to be an informal 
executive summary of these events, and should require only minimal presentation time. 

5.3 Quality Control Reports 

The Contractor shall develop and maintain an effective quality control plan to ensure services are 
performed in accordance with this PWS and all referenced documents. The Contractor shall deliver a 
monthly Quality Assurance Report to the COR. 

The Contractor shall establish and maintain a Quality Control Plan (QCP) to ensure the requirements of 
this contract are provided as specified. The Contractor shall provide a QCP describing the inspection 
system for the requested services listed in the PWS. The Contractor shall develop and implement 
procedures to identify, prevent, and ensure non-recurrence of defective services. The Draft QCP shall be 
required fifteen (15) days after award and the Final QCP will be required within thirty (30) business days 
after award. The COR will notify the Contractor of acceptance or required modifications to the Plan. The 
Contractor shall make appropriate modifications (at no additional cost to the Government) and obtain 
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COR acceptance of the Plan before the start of the performance period. The Contractor shall update the
QCP as changes occur and it will submit the plan to the Govemment for review and acceptance.

‘The Government will develop a Quality Assurance Surveillance Plan (QASP) to monitor and evaluate the
Contractor's performance under this contract. With the observance of defective performance, the COR
will notify the Contractor and document the issue in the monthly Contractor assessment report. Any action
taken by the CO as a result of surveillance will be according to the terms of this contract. Any matter
concerning a change to the scope, prices, terms or conditions of this task order shall be referred to the CO.

54 Common Performance Metrics and Deliverables Table

T 16.10, | Post Award Orientation / | Shall be conducted within 7 Program
6.11 | Meeting Minutes calendar days following award of | Manager/CO

the task order. Meeting minutes | R/Contractin
due 30 calendar days after Officer
meeting,

100% on time with 95% accurate
information

2 [si Project Plan 45 business days after award Program
Manager/CO

100% on time with 95% accurate|R
information

3 [51 Revised Project Plan As needed whenevera Program
modification to the task order | Manager/CO

R/Contractin
100% on time with 95% accurate |¢ Officer
information occurs.

522 | Quarterly Status Reports | Due by the 15" business day of |Program
each quarter. Manager/CO

R
100% on time with 95% accurate
information

5 [520 | Monthly Progress Report: | Due every 30 days Program
Manager/CO

100% on time with 95% accurate | R
information

6 [53 Draft Quality Control Plan | 15 days after contract award Program
Manager/CO

100% on time with 95% accurate | R
information

753 Final Quality Control Plan | Within 30 business days after | Program
award Manager/CO

R/Contractin
£ Officer

=
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COR acceptance of the Plan before the start of the performance period. The Contractor shall update the 
QCP as changes occur and it will submit the plan to the Government for review and acceptance. 

The Government will develop a Quality Assurance Surveillance Plan (QASP) to monitor and evaluate the 
Contractor's performance under this contract. With the observance of defective performance, the COR 
will notify the Contractor and document the issue in the monthly Contractor assessment report. Any action 
taken by the CO as a result of surveillance will be according to the terms of this contract. Any matter 
concerning a change to the scope, prices, terms or conditions of this task order shall be referred to the CO. 

5.4 Common Performance Metrics and Deliverables Table 

ITEM PWS DELIVERABLES FREQUENCY/ DUE BY/Performance DISTRIBUTION 
REFENCE Standard 

1 6.10, Post A ward Orientation / Shall be conducted within 7 Program 
6.11 Meeting Minutes calendar days following award of Manager/CO 

the task order. Meeting minutes R/Contractin 
due 30 calendar days after g Officer 
meeting. 

100% on time with 95% accurate 
information 

2 5.1 Project Plan 45 business days after award Program 
Manager/CO 

100% on time with 95% accurate R 
information 

3 5.1 Revised Project Plan As needed whenever a Program 
modification to the task order Manager/CO 

R/Contractin 
100% on time with 95% accurate g Officer 
information occurs. 

4 5.2.2 Quarterly Status Reports Due by the 15th business day of Program 
each quarter. Manager/CO 

R 
100% on time with 95% accurate 
information 

5 5.2.1 Monthly Progress Report: Due every 30 days Program 
Manager/CO 

100% on time with 95% accurate R 
information 

6 5.3 Draft Quality Control Plan 15 days after contract award Program 
Manager/CO 

100% on time with 95% accurate R 
information 

7 5.3 Final Quality Control Plan Within 30 business days after Program 
award Manager/CO 

R/Contractin 
g Officer 
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100% on time with 95% accurate
information

523, | Contract Progress and As Required. Due two Program
611 | Program Review Minutes |(2)business days after meeting. | Manager/CO

R/Contractin
100% on time with 95% accurate| g Officer
information

9 Transition In Plan Due $ business days after contract| Manager/CO
award R/Contractin
100% on time with 95% accurate|g Officer
information

692 | Transition Out Plan Sixty (60) calendar days (or the |Manager/CO
firsC business day should this fall |R/Contractin
on a weekend) prior to the end of |g Officer
the period of performance

100% on time with 95% accurate
information

58 | Accident Report Within 72 hours of the incident |Manager/CO
R/Contractin

100% on time with 95% accurate|g Officer
information

5.5 CTCEU Contract Performance Metrics & Deliverables

5.5.1 The contractor shall provide Lead Generation Reportsto the goverment Project Manager on a
weekly basis. The reports shall contain, but not be limited 10: a description of the work
performed on tasks during the reporting period, the status of current projects, significant
activities, outstanding projects. and documentation of any major problems/issues and
resolutions and/or recommendations for correction.

552 The contractor shall provide CTCEU Statistical Metrics Reports on a monthly basis. The
reports shall contain, but not be limited to: metrics for all ongoing programs and initiatives at
the CTCEU, the status of current projects, significant activities, outstanding projects, and
documentation of any major problems/issues and resolutions and/or recommendations for
correction.

553 The Contractor shall provide ad hoe reports, assessment packages, and social media support
due within 24 hours of the initial request or as required.

5.54 CTCEU Operation Performance Metrics and Deliverables Table

T [334 | Ad-Hoc Report/Assessment| Due within 24 hours of request or| Program
Packages/CTCEU Reports | as required Manager/

COR

u
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100% on time with 95% accurate 
information 

8 5.2.3, Contract Progress and As Required. Due two Program 
6.11 Program Review Minutes (2)business days after meeting. Manager/CO 

R/Contractin 
100% on time with 95% accurate g Officer 
information 

9 6.9.1 Transition In Plan Due 5 business days after contract Manager/CO 
award R/Contractin 
100% on time with 95% accurate g Officer 
information 

10 6.9.2 Transition Out Plan Sixty (60) calendar days (or the Manager/CO 
first business day should this fall R/Contractin 
on a weekend) prior to the end of g Officer 
the period of performance 

100% on time with 95% accurate 
information 

11 5.8 Accident Report Within 72 hours of the incident Manager/CO 
R/Contractin 

100% on time with 95% accurate g Officer 
information 

5.5 CTCEU Contract Performance Metrics & Deliverables 

5.5.1 The contractor shall provide Lead Generation Reports to the government Project Manager on a 
weekly basis. The reports shall contain, but not be limited to: a description of the work 
performed on tasks during the reporting period, the status of current projects, significant 
activities, outstanding projects, and documentation of any major problems/issues and 
resolutions and/or recommendations for correction. 

5.5.2 The contractor shall provide CTCEU Statistical Metrics Reports on a monthly basis. The 
reports shall contain, but not be limited to: metrics for all ongoing programs and initiatives at 
the CTCEU, the status of current projects, significant activities, outstanding projects, and 
documentation of any major problems/issues and resolutions and/or recommendations for 
correction. 

5.5.3 The Contractor shall provide ad hoc reports, assessment packages, and social media support 
due within 24 hours of the initial request or as required. 

5.5.4 CTCEU Operation Performance Metrics and Deliverables Table 

ITEM PWS DELIVERABLES FREQUENCY/ DUE BY/Performance DISTRIBUTION 
REFENCE Standard 

1 3.3.4 Ad-Hoc Reports/Assessment Due within 24 hours of request or Program 
Packages/CTCEU Reports as required Manager/ 

COR 
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100% on time with 95% accurate
information

324 | Lead Generation Due weekly or as required; Program
Reports/Investigative Leads | Esimated 10,000 investigative |Manager/
to the Field leads to the field annually COR

100% on time with 95% accurate
information

3 [325 | Social Media Reports Due within 24 hours of request or| Program
as required Manager/

COR
100% on time with 95% accurate
information

4 [324 |CTCEU Case Closures Due within 30 daysofcase being | Program
closed in the field Manager/

COR
100% on time with 95% accurate
information

5 [333 | Monthly CTCEU Statistical | Due every 30 days or as required | Program
Metrics Report Manager/

100% on time with 95% accurate. |COR
information

5.6 VSP Contract Performance Metrics & Deliverables

5.6.1 The contractor shall provide detailed, written status reports to the COR on a bi-weekly basis by
the 3rd business day after the 15th and the end of each month, and a quarterly report by the 10%
business day after each quarter. The reports shall contain, but not be limited to: a description
ofthe work performed on tasks during the reporting period; the status ofcurrent projects; what
documents were produced and reports that remain outstanding; documentation of any major
problems/issues; resolution and/or recommendations for correction; and significant events.

562 The contractor shall provide VSP & SAO Operational Summary and Metric reports to the
government Project Manager on adaily, weekly, monthly, quarterly and annual basis. The VSP
& SAO metrics reports are a weekly, monthly, and yearly data collection tool used to
‘cumulatively represent the numberofvisa applications screened and vetted. The metrics report
includes the visa applications that identified derogatory information and this derogatory
information is provided to law enforcement for further investigation.

563 VSP & SAO Performance Metrics & Deliverables Table

CEOC IWii ii BO iiiI
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100% on time with 95% accurate 
information 

2 3.2.4 Lead Generation Due weekly or as required; Program 
Reports/Investigative Leads Estimated 10,000 investigative Manager/ 
to the Field leads to the field annually COR 

100% on time with 95% accurate 
information 

3 3.2.5 Social Media Reports Due within 24 hours of request or Program 
as required Manager/ 

COR 
100% on time with 95% accurate 
information 

4 3.2.4 CTCEU Case Closures Due within 30 days of case being Program 
closed in the field Manager/ 

COR 
100% on time with 95% accurate 
information 

5 3.3.3 Monthly CTCEU Statistical Due every 30 days or as required Program 
Metrics Report Manager/ 

100% on time with 95% accurate COR 
information 

5.6 VSP Contract Performance Metrics & Deliverables 

5.6.1 The contractor shall provide detailed, written status reports to the COR on a bi-weekly basis by 
the 3rd business day after the 15th and the end of each month, and a quarterly report by the 10th 

business day after each quarter. The reports shall contain, but not be limited to: a descliption 
of the work performed on tasks during the reporting period; the status of current projects; what 
documents were produced and reports that remain outstanding; documentation of any major 
problems/issues; resolution and/or recommendations for correction; and significant events. 

5.6.2 The contractor shall provide VSP & SAO Operational Summary and Metric reports to the 
government Project Manager on a daily, weekly, monthly, quarterly and annual basis. The VSP 
& SAO metrics reports are a weekly, monthly, and yearly data collection tool used to 
cumulatively repr~sent the number of visa applications screened and vetted. The metrics report 
includes the visa applications that identified derogatory information and this derogatory 
info1mation is provided to law enforcement for further investigation. 

5.6.3 VSP & SAO Performance Metrics & Deliverables Table 

ITEM PWS DELIVERABLES 
REFENCE 

FREQUENCY/ DUE BY/Performance 
Standard 
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T [561 | Provide Written Bi-weekly | Duc by the 3 business day after | Program
status reports, the 15™ and the last day of the | Manager/COR/Co.

month and a quarterly report by | ntracting Officer
the 10° business day after each
quarter.

100% on time with 95% accurate
information

2 [562 | SAO Daily Operational Due by end of the business day | Program
Summary Manager/COR

100%ontimewith 95% accurate
information

3 [562 |SAO Weekly Operational | Due by the end of the business | Program
‘Summary & Metrics week Manager/COR

100%ontime with95% accurate.
information

4 [562 |VSP&SAO Operations Due by the 5% business day after | Program
Metrics the endof the month Manager/COR

100% on time with 95% accurate
information

5 [562 |VSP&SAO Operations Due by the 10% business day after| Program
Metrics (quarterly) the quarter. Manager/COR

100% on time with 95% accurate
information

562 |VSP&SAO Operations Due by the 15" business day after| Program
Metrics the fiscal year Manager/COR

100% on time with 95%
accurate information

5.7 Product Acceptance

Products delivered under this PWS shall be accepted when they meet all requirements, which include:
Timeliness, accuracy of reporting and delivered in the format outlined by the goverment.

Initial deliverables shallbeconsidered draft versions and will be reviewed and accepted or rejected by the
Goverment within ten (10) working days. The documents shall be considered final upon receiving
Goverment approval.

The COR will review deliverables prior to acceptance and provide theContractorwith an e-mail that
provides documented reasons for non-acceptance. If the deliverable is acceptable, the COR will send an
e-mail to the Contractor notifying it that the deliverable has been accepted.

=
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1 5.6.1 Provide Written Bi-weekly Due by the 3rd business day after Program 
status reports the 15th and the last day of the Manager/COR/Co 

month and a quarterly report by ntracting Officer 
the 10th business day after each 
quarter. 

100% on time with 95% accurate 
information 

2 5.6.2 SAO Daily Operational Due by end of the business day Program 
Summary Manager/COR 

100%ontimewith 95% accurate 
information 

3 5.6.2 SAO Weekly Operational Due by the end of the business Program 
Summary & Metrics week Manager/COR 

100%on time with 95% accurate 
information 

4 5.6.2 VSP & SAO Operations Due by the 5th business day after Program 
Metrics the end of the month Manager/COR 

100% on time with 95% accurate 
information 

5 5.6.2 VSP & SAO Operations Due by the 10th business day after Program 
Metrics (quarterly) the quarter. Manager/COR 

100% on time with 95% accurate 
information 

6 5.6.2 VSP & SAO Operations Due by the 15m business day after Program 
Metrics the fiscal year Manager/COR 

100% on time with 95% 
accurate information 

5.7 Product Acceptance 

Products delivered under this PWS shall be accepted when they meet all requirements, which include: 
Timeliness, accuracy of reporting and delivered in the format outlined by the government. 

Initial deliverables shall be considered draft versions and will be reviewed and accepted or rejected by the 
Government within ten (10) working days. The documents shall be considered final upon receiving 
Government approval. 

The COR will review deliverables prior to acceptance and provide the Contractor with an e-mail that 
provides documented reasons for non-acceptance. If the deliverable is acceptable, the COR will send an 
e-mail to the Contractor notifying it that the deliverable has been accepted. 
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‘The COR will have the right to reject or require correction ofany deficiencies found in the deliverables.
In the event ofa rejected deliverable, the Contractor will be notified in writing by the COR of the.
specific reasons for rejection. The Contractor shall have an opportunity to correct the rejected
deliverable and return it per delivery instructions.

The COR will have five (5) business days to review deliverables and make comments. The Contractor
shall have three (3) business days to make corrections and redeliver. The Contractor is further advised
that there may be situations requiring shorter time frames to revise documents based upon the
Government's review. Such situations will be communicated to the Contractor by the COR

5.8 Accident Reports

In the event of an accident on Government property, or involving Government personnel or property, the
Contractor shall submita report within 72 hours to the CO in letter form that shall include the following:
(1) the time and date of the occurrence; (2) the placeofoccurrence: (3) alist of personnel directly
involved; and (4) a namative or descriptionofthe accident to include achronological order of the
accident and circumstances.

60 GENERAL

6.1 Government Furnished Property (GFP)

6.1.1 The Contractor shall keep and maintain an inventory of Govermment-furnished equipment,
which shall be made available to the COR upon request.

6.1.2 The following standard items will be issued to the Contractor personnel (additional
equipment may be necessary once the contract is implemented) for use in performing tasks as
outlined in this PWS:

- Desk space
- Telephone
- General Office Supplies
- Laptop
- Docking station
~ Desktop Computer Workstation with ICE LAN/Internet access
- ICE VPN Token
~ Cell Phone
~ Wireless Air Card
~ Printer and Scanner

6.1.3 The Contractor shall use or operate the GFP in a responsible manner deemed necessary by
the Government to aid the Contractor in the performance of work. The Contractor is solely
responsible for the care and accountability of all Government provided equipment in
accordance with the terms and conditions of this contract.

a
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The COR will have the right to reject or require correction of any deficiencies found in the deliverables. 
In the event of a rejected deliverable, the Contractor will be notified in writing by the COR of the 
specific reasons for rejection. The Contractor shall have an opportunity to correct the rejected 
deliverable and return it per delivery instructions. 

The COR will have five (5) business days to review deliverables and make comments. The Contractor 
shall have three (3) business days to make corrections and redeliver. The Contractor is further advised 
that there may be situations requiring shorter time frames to revise documents based upon the 
Government's review. Such situations will be communicated to the Contractor by the COR. 

5.8 Accident Reports 

In the event of an accident on Government property, or involving Government personnel or property, the 
Contractor shall submit a report within 72 hours to the CO in letter form that shall include the following: 
(1) the time and date of the occurrence; (2) the place of occurrence; (3) a list of personnel directly 
involved; and (4) a narrative or description of the accident to include a chronological order of the 
accident and circumstances. 

6.0 GENERAL 

6.1 Government Furnished Property (GFP) 

6.1.1 The Contractor shall keep and maintain an inventory of Government-furnished equipment, 
which shall be made available to the COR upon request. 

6.1.2 The following standard items will be issued to the Contractor personnel (additional 
equipment may be necessary once the contract is implemented) for use in performing tasks as 
outlined in this PWS: 

Desk space 
Telephone 
General Office Supplies 
Laptop 
Docking station 
Desktop Computer Workstation with ICE LAN/Internet access 
ICE VPN Token 
Cell Phone 
Wireless Air Card 
Printer and Scanner 

6.1.3 The Contractor shall use or operate the GFP in a responsible manner deemed necessary by 
the Government to aid the Contractor in the performance of work. The Contractor is solely 
responsible for the care and accountability of all Government provided equipment in 
accordance with the terms and conditions of this contract. 
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6.14 No alterations shall be made to the facilites. The Contractor shall return the facilities to the
‘government in the same condition as received, fair wear and tear excepted. These facilities
shall only be used in performance of this contract. Contractor will be provided with duty
hour's access to appropriate ICE workspaces. After-hours access to ICE workspace will be
permitted as designated by and approved by the COR in coordination with the Government
Program Manager.

6.2 Non-Disclosure Statements

Any information made available to the Contractor by the Government shall be used only for the purpose
of carrying out the provisions of these tasks and shall not be divulged or made known in any manner to
any persons except as may be necessary in the performance of these tasks. Contractor personnel shall
sign Non-Disclosure statements (DHS Form 1100-6).

6.3 Conflict Of Interest Avoidance Information

‘The Contractor shall notify the COR in writing no later than 24 hours after occurrence of any potential
conflictsof interest through their performance on this contract. The COR will immediately notify the
COofany potential Contractor conflictsof interest.

6.4 Place of Performance

“The placeof performance will be at the Government's facilites located at various satellite offices in the
National Capital Region (NCR), the specific offices described below, and may include future expansion
offices outside of the NCR

CTCEU
HSI Division |
1525 Wilson Boulevard, Suite 425
Adlington, Virginia 22209-2411

CTCEU
HSI Division |
1550 Wilson Boulevard, 4° floor
Adlington, Virginia 22209-2411

vsp
HSI Division 1 VSCC
1953 Gallows Road
Vienna, VA 22182

For unclassified work, the contractor may be allowed to telework at the discretion of the Government.

6.5 Period Of Performance

»
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6.1.4 No alterations shall be made to the facilities. The Contractor shall return the facilities to the 
government in the same condition as received, fair wear and tear excepted. These facilities 
shall only be used in performance of this contract. Contractor will be provided with duty 
hour's access to appropriate ICE workspaces. After-hours access to ICE workspace will be 
permitted as designated by and approved by the COR in coordination with the Government 
Program Manager. 

6.2 Non-Disclosure Statements 

Any information made available to the Contractor by the Government shall be used only for the purpose 
of carrying out the provisions of these tasks and shall not be divulged or made known in any manner to 
any persons except as may be necessary in the performance of these tasks. Contractor personnel shall 
sign Non-Disclosure statements (DHS Form 11000-6). 

6.3 Conflict Of Interest Avoidance Information 

The Contractor shall notify the COR in writing no later than 24 hours after occurrence of any potential 
conflicts of interest through their performance on this contract. The COR will immediately notify the 
CO of any potential Contractor conflicts of interest. 

6.4 Place of Performance 

The place of performance will be at the Government's facilities located at various satellite offices in the 
National Capital Region (NCR), the specific offices described below, and may include future expansion 
offices outside of the NCR. 

CTCEU 
HSI Division 1 
1525 Wilson Boulevard, Suite 425 
Arlington, Virginia 22209-2411 

CTCEU 
HSI Division 1 
1550 Wilson Boulevard, 4th floor 
Arlington, Virginia 22209-2411 

VSP 
HSI Division 1 VSCC 
1953 Gallows Road 
Vienna, VA 22182 

For unclassified work, the contractor may be allowed to telework at the discretion of the Government. 

6.5 Period Of Performance 
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“The period of performance for this contract period will contain a 12 month base period with four (4)
twelve month option periods.

6.6 Hours Of Operation

Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or
CTCEU screening and vetting tasks. Personnel hours for the respective operations are outlined below:

- CTCEU Contractor Personnel
‘The Program Manager shall ensure supervisionof contract staff and coordination of staff
duties to provide support services to the CTCEU which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday
and 7:00 am. to 3:00 p.m. Saturday and Sunday, with the exception of Government holidays
as defined in section 6.8 Government Holidays. Additional hours outside of the normal duty
hours may be required to support unknown contingencies and the Contractor will be
reimbursed by a separate Surge Contract Line Item Number (CLIN) for this support using
firm fixed Labor Hour rates.

- VSP Contractor Personnel
‘The Program Manager shall ensure supervisionof contract staff and coordination of staff
duties 10 provide support services to the VSP which, depending upon the expansionof the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday
and 7:00 am. to 3:00 p.m. Saturday and Sunday. with the exception ofGovernment holidays
as defined in section 6.8 Government Holidays. Additional hours outside of the normal duty
hours may be required to support unknown contingencies and the Contractor will be
reimbursed by a separate Surge Contract Line Item Number (CLIN) for this support using
firm fixed Labor Hour rates.

67 Travel

‘The Contractor shall coordinate specific travel arrangements with the COR to obtain advance, written
approval for the travel to be conducted. The Contractor's request for travel shall be in writing and
contain the names of individuals traveling, dates, destination, purpose, and estimated costs of the travel.
‘The Government will not reimburse for local travel. Local travel is defined as travel within a S0-mile.
radius of the Contractor personnels specific place of performance.

No travel at goverment expense is authorized unless fully funded on the contract in advance of travel.
“The Contractor shall, o the maximum extent practicable, minimize overall travel costs by taking
advantage of discounted airfare rates available through advance purchase. Charges associated with
itinerary changes and cancellations under nonrefundable airline tickets may be reimbursable as long as
the changes are driven by the work requirement. Travel performed for personal convenience or daily
travel to and from work at the Contractor's facility or local Government facility (i.c., designated work
Site) shall not be reimbursed. Costs associated with Contractor travel shall be in accordance with FAR
Part 31.205-46, Travel Costs and Federal Travel Regulations, prescribed by the General Services
Administration.

6.8 Government Holidays

»
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The period of performance for this contract period will contain a 12 month base period with four ( 4) 
twelve month option periods. 

6.6 Hours Of Operation 

Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or 
CTCEU screening and vetting tasks. Personnel hours for the respective operations are outlined below: 

CTCEU Contractor Personnel 
The Program Manager shall ensure supervision of contract staff and coordination of staff 
duties to provide support services to the CTCEU which, depending upon the expansion of the 
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday 
and 7:00 a.m. to 3:00 p.m. Saturday and Sunday, with the exception of Government holidays 
as defined in section 6.8 Government Holidays. Additional hours outside of the normal duty 
hours may be required to support unknown contingencies and the Contractor will be 
reimbursed by a separate Surge Contract Line Item Number (CLIN) for this support using 
firm fixed Labor Hour rates. 

VSP Contractor Personnel 
The Program Manager shall ensure supervision of contract staff and coordination of staff 
duties to provide support services to the VSP which, depending upon the expansion of the 
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday 
and 7:00 a.m. to 3:00 p.m. Saturday and Sunday,, with the exception of Government holidays 
as defined in section 6.8 Government Holidays. Additional hours outside of the normal duty 
hours may be required to support unknown contingencies and the Contractor will be 
reimbursed by a separate Surge Contract Line Item Number (CLIN) for this support using 
firm fixed Labor Hour rates. 

6.7 Travel 

The Contractor shall coordinate specific travel arrangements with the COR to obtain advance, written 
approval for the travel to be conducted. The Contractor's request for travel shall be in writing and 
contain the names of individuals traveling, dates, destination, purpose, and estimated costs of the travel. 
The Government will not reimburse for local travel. Local travel is defined as travel within a 50-mile 
radius of the Contractor personnel's specific place of performance. 

No travel at government expense is authorized unless fully funded on the contract in advance of travel. 
The Contractor shall, to the maximum extent practicable, minimize overall travel costs by taking 
advantage of discounted airfare rates available through advance purchase. Charges associated with 
itinerary changes and cancellations under nonrefundable airline tickets may be reimbursable as long as 
the changes are driven by the work requirement. Travel performed for personal convenience or daily 
travel to and from work at the Contractor's facility or local Government facility (i.e., designated work 
Site) shall not be reimbursed. Costs associated with Contractor travel shall be in accordance with FAR 
Part 31.205-46, Travel Costs and Federal Travel Regulations, prescribed by the General Services 
Administration. 

6.8 Government Holidays 
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“The following Government holidays are normally observed by Goverment personnel: New Years Day,
Martin Luther King’s Birthday, Presidential Inauguration Day (metropolitan DC area only), President's
Day, Memorial Day, Independence Day, Labor Day, Columbus Day, Veteran's Day, Thanksgiving Day,
Christmas Day, building closures, bad weather days and any other day designated by Federal Statute,
Executive Order and/or Presidential Proclamation.

6.9 Transition

69.1 Transition-In: The Contractor shall commence all required task order operations following a
thirty (30) day transition-in period. The Contractor shall providea workforce that is fully
qualified and capable of performing all work required under the task order following the 30
day transition-in period. The Government will provide the Contractor access to CTCEU/VSP
during the 30 day transition period for: (1) security clearances, (2) post award kick-off, and
(3) the observanceofoperations in preparation for integration. The Contractor may observe.
personnel in performanceofthe program management support, adjudications support, and
file management support tasks. The Contractor shall ensure during transition-in activities that
it shall not interfere with productivity. The successor shall coordinate all visits in advance
and arrange to be accompanied by a Govemment employee previously designated for that
purpose, and it shall confine its activities to those which can only take place prior to the
period of performance start date. Discussions with Government or incumbent Contractor's
employees while they are on duty shall be coordinated by the COR.

During the transition-in period, the Contractor shall become familiar with performance
requirements in order to commence full performanceofservices on the start date following
the 30 day transition-in period.
The Contractor shall propose a transition of operations plan to ensure uninterrupted support
and services are rendered while the transferof knowledge and files are accomplished. The
Transition-In Plan (TIP) shall begin at a date specified by the Contracting Officer
Representative and accomplished in the first thirty (30) calendar daysof the TIP. A draft TIP
is due with proposal submission. The final TIP is due five business days after contract award,
the contractor shall develop a plan to transition services that shall include:

«Availability of key resources
«Timelines and proposed milestones
«Coordination with government representatives
«Review and evaluate transitionofcurrent support services
«Orientation to introduce goverment personnel, programs and users to the Contractors”
team, tools, methodologies, and business processes
«Documentation and inventory of all goverment furnished equipment
«Provide briefing and personnel in-processing procedures.
+ Continuance ofany scheduled deliverables
+ Continuance of standard operations during the transition period
«Transition of records, knowledge, files, procedures and/or other designated information
critical to the success of this requirement.
«The incoming contractor shall shadow/mentor the incumbent for 15-day working days

69.2 Transition-Out: During the 30 calendar day period immediately prior to the end of the
contract(if the incumbent is not awarded the subsequent contract for this service), the

“©
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The following Government holidays are normally observed by Goverment personnel: New Years Day, 
Martin Luther King's Birthday, Presidential Inauguration Day (metropolitan DC area only), President's 
Day, Memorial Day, Independence Day, Labor Day, Columbus Day, Veteran's Day, Thanksgiving Day, 
Christmas Day, building closures, bad weather days and any other day designated by Federal Statute, 
Executive Order and/or Presidential Proclamation. 

6.9 Transition 

6.9.1 Transition-In: The Contractor shall commence all required task order operations following a 
thirty (30) day transition-in period. The Contractor shall provide a workforce that is fully 
qualified and capable of perfo1ming all work required under the task order following the 30 
day transition-in period. The Government will provide the Contractor access to CTCEU/VSP 
during the 30 day transition period for: (1) security clearances, (2) post award kick-off, and 
(3) the observance of operations in preparation for integration. The Contractor may observe 
personnel in perfo1mance of the program management support, adjudications support, and 
file management support tasks. The Contractor shall ensure during transition-in activities that 
it shall not interfere with productivity. The successor shall coordinate all visits in advance 
and arrange to be accompanied by a Government employee previously designated for that 
purpose, and it shall confine its activities to those which can only take place prior to the 
period of performance start date. Discussions with Government or incumbent Contractor's 
employees while they are on duty shall be coordinated by the COR. 

During the transition-in period, the Contractor shall become familiar with performance 
requirements in order to commence full performance of services on the start date following 
the 30 day transition-in period. 
The Contractor shall propose a transition of operations plan to ensure uninterrupted support 
and services are rendered while the transfer of knowledge and files are accomplished. The 
Transition-In Plan (TIP) shall begin at a date specified by the Contracting Officer 
Representative and accomplished in the first thirty (30) calendar days of the TIP. A draft TIP 
is due with proposal submission. The final TIP is due five business days after contract award, 
the contractor shall develop a plan to transition services that shall include: 

• Availability of key resources 
• Timelines and proposed milestones 
• Coordination with government representatives 
• Review and evaluate transition of current support services 
• Orientation to introduce government personnel, programs and users to the Contractors' 
team, tools, methodologies, and business processes 
• Documentation and inventory of all government furnished equipment 
• Provide briefing and personnel in-processing procedures 
• Continuance of any scheduled deliverables 
• Continuance of standard operations during the transition period 
• Transition of records, knowledge, files, procedures and/or other designated info1mation 
critical to the success of this requirement. 
• The incoming contractor shall shadow/mentor the incumbent for 15-day working days 

6.9.2 Transition-Out: During the 30 calendar day period immediately prior to the end of the 
contract (if the incumbent is not awarded the subsequent contract for this service), the 
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Contractor shall permit the successor Contractor (and the successor Contractor's employees)
10 observe and become familiar with any and all operations under the contract. The
Contractor shall fully cooperate with the successor Contractor and the Goverment so as not
0 interfere with their work or duties

‘The incumbent Contractor shall provide sufficient staffing in accordance with their transition
plantransition-out to prevent degradationofservices.

‘The Contractor shall provide a final Transition -Out Plan as well as the support necessary to
coordinate the transfer of all activities during the forty-five (45) calendar day transition out
period. The final Transition -Out Plan will be provided sixty (60) calendar days (or the first
business day should this fall on a weekend) prior to the end of the period of performance.

‘The Transition-Out Plan shall include and/or address the following elements:

~ Coordinate transition with DHS/ICE IT personnel
~ Transfer of all software configurations in progress
~ Fully support the transition of application requirements to any successor

Contractor
~ Technical walkthrough of the application, environment, interfaces, backlog.

and help desk logs, etc.
~ Transfer of all Government Furnished Equipment/Property (GFE/GFP),

inventory, peripherals, software and licenses
~ Transfer of documentation currently in progress
~ Briefing on all in-progress and committed items
~ Provide the necessary support to ensure current and archived data is transferred

10 the COR including current system data, data archived o secondary storage,
and SEVPAMS related documentation generated since the contract awarded.

6.10 Post Award Orientation

‘The Government will conduct a Post Award orientation within 30 calendar days after contract
award. The purposeof the conference is 10 aid both Goverment and Contractor personnel to:

- Achieve aclear and mutual understandingofall contract, management, and
technical requirements.

~ To identify and resolve potential problems.

6.11 Contract Progress - Meetings And Teleconferences

‘The Contracting Officer (CO) , Contracting Officer Representative (COR) and Government Program
Manager as appropriate will meet periodically or participate in teleconferences with the Contractor to review
contract performance, progress, and resolve technical issues. Minutes of the meetings/eleconferences, with
action items identified, shall be documented by the Contractor and provided to the COR no later than two (2)
business days aftermeeting.

“
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Contractor shall permit the successor Contractor (and the successor Contractor's employees) 
to observe and become familiar with any and all operations under the contract. The 
Contractor shall fully cooperate with the successor Contractor and the Government so as not 
to interfere with their work or duties. 

The incumbent Contractor shall provide sufficient staffing in accordance with their transition 
plan/transition-out to prevent degradation of services. 

The Contractor shall provide a final Transition -Out Plan as well as the support necessary to 
coordinate the transfer of all activities during the forty-five ( 45) calendar day transition out 
period. The final Transition -Out Plan will be provided sixty (60) calendar days (or the first 
business day should this faJI on a weekend) prior to the end of the period of performance. 

The Transition-Out Plan shall include and/or address the following elements: 

Coordinate transition with DHS/ICE IT personnel 
Transfer of all software configurations in progress 
Fully support the transition of application requirements to any successor 
Contractor 
Technical walkthrough of the application, environment, interfaces, backlog, 
and help desk logs, etc. 
Transfer of all Government Furnished Equipment/Property (GFE/GFP), 
inventory, peripherals, software and licenses 
Transfer of documentation currently in progress 
Briefing on all in-progress and committed items 
Provide the necessary support to ensure cun-ent and archived data is transferred 
to the COR including current system data, data archived to secondary storage, 
and SEVPAMS related documentation generated since the contract awarded. 

6.10 Post Award Orientation 

The Government will conduct a Post Award orientation within 30 calendar days after contract 
award. The purpose of the conference is to aid both Government and Contractor personnel to: 

Achieve a clear and mutual understanding of all contract, management, and 
technical requirements. 
To identify and resolve potential problems. 

6.11 Contract Progress - Meetings And Teleconferences 

The Contracting Officer (CO) , Contracting Officer Representative (COR) and Government Program 
Manager as appropriate will meet periodically or participate in teleconferences with the Contractor to review 
contract performance, progress, and resolve technical issues. Minutes of the meetings/teleconferences, with 
action items identified, shall be documented by the Contractor and provided to the COR no later than two (2) 
business days after meeting. 
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6.12 Release OF Information

Contractor access to proprietary and Privacy Act-protected information (covered by DHS/ICE-009 External
Investigations System of Records Notice (SORN)and DHS/ICE-015LeadTrac SORN, as well as other
SORNS, depending upon the system(s) from which data i being accessed or collected) is required under the
PWS. Contractor employees shall safeguard this information against unauthorized disclosure or
dissemination in accordance with the Privacy Act of 1974, DHS privacy policies, and the Handbook for
Safeguarding Sensitive Personally Identifiable Information at DHS. Contractor and subcontractors shall not
hold any discussions or release any information relating 10 this contract to anyone not having a direct interest
in performanceofthis contract, without written consent of the CO, This restriction applies to all news
releases of information to the public, industry or Goverment agencies, except a follows: Information for
actual or potential subcontractors or other individuals necessary for Contractor's performanceofthis
contract. Contractor and subcontractors shall not issue advertisements about projects performed under this
task without govemment review and approval. For the purposes of this paragraph, advertisement is
considered to be Contractor-funded promotional brochures, posters, tradeshow handouts, world-wide-web
pages, magazines, or any other similar type promotions.

7.0 SECURITY AND PRIVACY

The United States Immigration and Customs Enforcement (ICE) has determined that performance of the
task as described in requires that the Contractor, subcontractors), vendor(s), etc. (herein
Known as Contractor) may access classified National Security Information (herein known as classified
information). Classified information is Government information which requires protection in accordance
with Executive Order 13526, Classified National Security Information, and supplementing directives

“The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security
Classification Specification, included in the contract, and the National Industrial Security Program
Operating Manual (NISPOM) for the protectionof classified information at its cleared facility, if
applicable, as directed by the Defense Security Service.If the Contractor has access to classified
information at an ICE or other Goverment Facility, it will abide by the requirements set by the agency.

In conjunction with acquisition the contractor shall ensure all investigative, reinvestigate,
and adjudicative requirements are met in accordance with National Industrial Security Program
Operating Manual (DOD 5220.22-M) Chapter 2-1

No person shall be allowed to begin work on contract andlor access sensitive
information related to the contract without ICE receiving clearance verification from the Facility
Security Officer (FSO). ICE further retains the right to deem an applicant as ineligible due to an
insufficient background investigation or when derogatory information is received and evaluated under a
Continuous Evaluation Program. Any action taken by ICE does not relieve the Contractor from required
reportingof derogatory information as outlined under the NISPOM.

“The FSO will submit a Visitors Authorization Letter (VAL) through the Contracting Officer's
Representative (COR) to psu-industrial-security@ice.dhs, gov for processing personnel onto the contract
‘The clearance verification process will be provided to the COR during Post-Award. Note: InterimTis
not accepted by DHSfor access to Top Secret information. The contract employee will only have access
10 SECRET level information until DoD CAFhas granted a full TS.

a
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6.12 Release Of Information 

Contractor access to proprietary and Privacy Act-protected information (covered by DHS/ICE-009 External 
Investigations System of Records Notice (SORN) and DHS/ICE-015 LeadTrac SORN, as well as other 
SORNs, depending upon the system(s) from which data is being accessed or collected) is required under the 
PWS. Contractor employees shall safeguard this information against unauthorized disclosure or 
dissemination in accordance with the Privacy Act of 1974, OHS privacy policies, and the Handbook for 
Safeguarding Sensitive Personally Identifiable Information at DHS. Contractor and subcontractors shall not 
hold any discussions or release any information relating to this contract to anyone not having a direct interest 
in performance of this contract, without written consent of the CO. This restriction applies to all news 
releases of information to the public, industry or Government agencies, except as follows: Information for 
actual or potential subcontractors or other individuals necessary for Contractor's performance of this 
contract. Contractor and subcontractors shall not issue advertisements about projects performed under this 
task without government review and approval. For the purposes of this paragraph, advertisement is 
considered to be Contractor-funded promotional brochures, posters, tradeshow handouts, world-wide-web 
pages, magazines, or any other similar type promotions. 

7.0 SECURITY AND PRIVACY 

The United States Immigration and Customs Enforcement (ICE) has determined that performance of the 
task as described in ______ requires that the Contractor, subcontractor(s), vendor(s), etc. (herein 
known as Contractor) may access classified National Security Information (herein known as classified 
information). Classified information is Government information which requires protection in accordance 
with Executive Order 13526, Classified National Security Information, and supplementing directives. 

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security 
Classification Specification, included in the contract, and the National Industrial Security Program 
Operating Manual (NISPOM) for the protection of classified information at its cleared facility, if 
applicable, as directed by the Defense Security Service. If the Contractor has access to classified 
information at an ICE or other Government Facility, it will abide by the requirements set by the agency. 

In conjunction with acquisition ______ the contractor shall ensure all investigative, reinvestigate, 
and adjudicative requirements are met in accordance with National Industrial Security Program 
Operating Manual (DOD 5220.22-M) Chapter 2-1. 

No person shall be allowed to begin work on contract ______ and/or access sensitive 
information related to the contract without ICE receiving clearance verification from the Facility 
Security Officer (FSO). ICE further retains the right to deem an applicant as ineligible due to an 
insufficient background investigation or when derogatory information is received and evaluated under a 
Continuous Evaluation Program. Any action taken by ICE does not relieve the Contractor from required 
reporting of derogatory information as outlined under the NISPOM. 

The FSO will submit a Visitors Authorization Letter (VAL) through the Contracting Officer's 
Representative (COR) to psu-industrial-secw-ity@ice.dhs.gov for processing personnel onto the contract. 
The clearance verification process will be provided to the COR during Post-Award. Note: Interim TS is 
not accepted by DHS for access to Top Secret infom1ation. The contract employee will only have access 
to SECRET level information until DoD CAF has granted a full TS. 
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For processing any personnel on a classified contract who will not require access to classified
information sec BACKGROUND INVESTIGATIONS (Process for personnel do not require access to
classified information).

PRELIMINARY DETERMINATION

ICE shall have and exercise full control over granting, denying, withholding or terminating unescorted
‘goverment facility and/or sensitive Government information access for Contractor employees, based
upon the results ofa background investigation.
ICE may, as it deems appropriate, authorize and make a favorable preliminary fitness to support
decision based on preliminary security checks. The expedited pre-employment determination will allow
the employees to commence work temporarily prior to the completion of the full investigation. The
granting of a favorable pre-employment determination shall not be considered as assurance that a
favorable full employment determination will follow as a result thereof. The granting ofa favorable pre-
employment fitness determination or a full employment fitness determination shall in no way prevent,
preclude, or bar the withdrawal or termination of any such access by ICE, at any time during the term of
the contract. No employee of the Contractor shall be allowed to enter on duty and/or access sensitive
information or systems without a favorable preliminary fitness determination or final fitness
determination by the Office of Professional Responsibility, Personnel Security Unit (OPR-PSU). No
employee of the Contractor shall be allowed unescorted access to a Govemment facility without a
favorable pre-employment fitness determination or final fitness determination by the OPR-PSU.

BACKGROUND INVESTIGATIONS (Process for personnel not requiring access to classified
information):

Contract employees (10 include applicants, temporaries, part-time and replacement employees) under the
contract, needing access to sensitive information, shall undergo a position sensitivity analysis based on
the duties each individual will perform on the contract. The results of the position sensitivity analysis
shall identify the appropriate background investigation to be conducted. Background investigations will
be processed through the OPR-PSU. Prospective Contractor employees without adequate security
clearances issued by DoD CAF whethera replacement, addition, subcontractor employee, or vendor
employee, shall submit the following security vetting documentation to OPR-PSU, in coordination with
the Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU of
‘nomination by the COR and initiation of an Electronic Questionnaire for Investigation Processing (e-
QIP) in the Office of Personnel Management (OPM) automated on-line system.

1. Standard Form 85P (Standard Form 85PS (With supplement to 85P required for armed positions).
“Questionnaire for Public Trust Positions” Form completed on-line and archived by applicant in their
OPM ¢-QIP account.

2. Signature Release Forms (Three total) generated by OPM e-QIP upon completion of Questionnaire
(e-signature recommended/acceptable ~ instructions provided to applicant by OPR-PSU). Completed
on-line and archived by applicant in their OPM ¢-QIP account.

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original Cards sent via COR
to OPR-PSU)

“
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For processing any personnel on a classified contract who will not require access to classified 
information see BACKGROUND INVESTIGATIONS (Process for personnel do not require access to 
classified information). 

PRELIMINARY DETERMINATION 

ICE shall have and exercise full control over granting, denying, withholding or te1minating unescorted 
government facility and/or sensitive Government information access for Contractor employees, based 
upon the results of a background investigation. 
ICE may, as it deems appropriate, authorize and make a favorable preliminary fitness to support 
decision based on preliminary security checks. The expedited pre-employment determination will allow 
the employees to commence work temporarily prior to the completion of the full investigation. The 
granting of a favorable pre-employment determination shall not be considered as assurance that a 
favorable full employment determination will follow as a result thereof. The granting of a favorable pre­
employment fitness determination or a full employment fitness determination shall in no way prevent, 
preclude, or bar the withdrawal or termination of any such access by ICE, at any time during the term of 
the contract. No employee of the Contractor shall be allowed to enter on duty and/or access sensitive 
information or systems without a favorable preliminary fitness determination or final fitness 
dete1mination by the Office of Professional Responsibility, Personnel Security Unit (OPR-PSU). No 
employee of the Contractor shall be allowed unescorted access to a Government facility without a 
favorable pre-employment fitness determination or final fitness determination by the OPR-PSU. 

BACKGROUND INVESTIGATIONS (Process for personnel not requiring access to classified 
information): 

Contract employees (to include applicants, temporaries, part-time and replacement employees) under the 
contract, needing access to sensitive information, shall undergo a position sensitivity analysis based on 
the duties each individual will perform on the contract. The results of the position sensitivity analysis 
shall identify the appropriate background investigation to be conducted. Background investigations will 
be processed through the OPR-PSU. Prospective Contractor employees without adequate security 
clearances issued by DoD CAF whether a replacement, addition, subcontractor employee, or vendor 
employee, shall submit the following security vetting documentation to OPR-PSU, in coordination with 
the Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU of 
nomination by the COR and initiation of an Electronic Questionnaire for Investigation Processing (e­
QIP) in the Office of Personnel Management (OPM) automated on-line system. 
l. Standard Form 85P (Standard Form 85PS (With supplement to 85P required for armed positions)), 
"Questionnaire for Public Trust Positions" Fo1m completed on-line and archived by applicant in their 
OPM e-QIP account. 

2. Signature Release Forms (Three total) generated by OPM e-QIP upon completion of Questionnaire 
(e-signature recommended/acceptable- instructions provided to applicant by OPR-PSU). Completed 
on-line and archived by applicant in their OPM e-QIP account. 

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original Cards sent via COR 
to OPR-PSU) 
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4. Foreign National Relatives or Associates Statement. (This document sent as an attachment in an ¢-
‘mail to applicant from OPR-PSU ~ must be signed and archived into applicant's OPM e-QIP
account prior to electronic “Release” of data via on-line account)

5. DHS 110009, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair
Credit Reporting Act” (This document sent as an attachment in an e-mail to applicant from OPR-
PSU — must be signed and archived into applicant's OPM ¢-QIP account prior to electronic
“Release” of data via on-line account)

6. Optional Form 306 Declaration for Federal Employment (This document sent as an attachment in
an e-mail to applicant from OPR-PSU — must be signed and archived into applicant’s OPM e-QIP
account prior to electronic “Release” of data via on-line account)

7. Two additional documents may be applicable if applicant was born abroad and/or if work is in a
Detention Environment. If applicable, additional form(s) and instructions will be provided to applicant.
Ifthe contract authorizes positions which do not require access to classified information:
In those instances where a Prospective Contractor employee will not require access to classified
information, areas orclassified systems the Vendor will add to and the COR will insure the following
statement is added to the eQip Worksheet prior to submitting it to OPR PSU: “Employee will not require
NSI Access to Classified Information or Classified Systems at any level”.

Required information for submission of security packet will be provided by OPR-PSU at the time of
award of the contract. Only complete packages will be accepted by the OPR-PSU as notified via the
COR.
Be advised that unless an applicant requiring access to sensitive information has resided in the US for
three of the past five years, the Government may not be able to complete a satisfactory background
investigation. In such cases, ICE retains the right to deem an applicant as ineligible due to insufficient
background information.

EMPLOYMENT ELIGIBILITY

The use of Non-U.S. citizens, including Lawful Permanent Residents (PRS), is not permitted in the
performance of this contract for any position that involves access to DHS /ICE IT systems and the
information contained therein, to include, the development and/or maintenance of DHS/ICE IT
Systems; or access to information contained in and / o derived from any DHS/ICE IT system.

“The contractor will agree that each employee working on this contract will successfully pass the DHS
Employment Eligibility Verification (E-Verify) program operated by USCIS to establish work
authorization.

The E-Verify system, formerly known as the Basic PilovEmployment Eligibility verification Program, is
an Internet-based system operated by DHS USCIS, in partnership with the Social Security
Administration (SSA) that allows participating employers to
electronically verify the employment eligibility of their newly hired employees. E-Verify represent the
best means currently available for employers to verify the work authorization of their employees.

‘The Contractor must agree that each employee working on this contract will have a Social Security Card
issued and approved by the Social Security Administration. The Contractor shall be responsible to the:

“
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4. Foreign National Relatives or Associates Statement. (This document sent as an attachment inane­
mail to applicant from OPR-PSU - must be signed and archived into applicant's OPM e-QIP 
account prior to electronic "Release" of data via on-line account) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair 
Credit Reporting Act" (This document sent as an attachment in an e-mail to applicant from OPR­
PSU - must be signed and archived into applicant's OPM e-QIP account prior to electronic 
"Release" of data via on-line account) 

6. Optional Form 306 Declaration for Federal Employment (This document sent as an attachment in 
an e-mail to applicant from OPR-PSU - must be signed and archived into applicant's OPM e-QIP 
account prior to electronic "Release" of data via on-line account) 

7. Two additional documents may be applicable if applicant was born abroad and/or if work is in a 
Detention Environment. If applicable, additional form(s) and instructions will be provided to applicant. 
If the contract authorizes positions which do not require access to classified information: 
In those instances where a Prospective Contractor employee will not require access to classified 
information, areas or classified systems the Vendor will add to and the COR will insure the following 
statement is added to the eQip Worksheet prior to submitting it to OPR PSU: "Employee will not require 
NSI Access to Classified Information or Classified Systems at any level". 

Required information for submission of security packet will be provided by OPR-PSU at the time of 
award of the contract. Only complete packages will be accepted by the OPR-PSU as notified via the 
COR. 
Be advised that unless an applicant requiring access to sensitive information has resided in the US for 
three of the past five years, the Government may not be able to complete a satisfactory background 
investigation. In such cases, ICE retains the right to deem an applicant as ineligible due to insufficient 
background information. 

EMPLOYMENT ELIGIBILITY 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in the 
performance of this contract for any position that involves access to DHS /ICE IT systems and the 
information contained therein, to include, the development and / or maintenance of DHS/ICE IT 
systems; or access to information contained in and/ or derived from any DHS/ICE IT system. 

The contractor will agree that each employee working on this contract will successfully pass the DHS 
Employment Eligibility Verification (E-Verify) program operated by USCIS to establish work 
authorization. 

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibility verification Program, is 
an Internet-based system operated by DHS USCIS, in partnership with the Social Security 
Administration (SSA) that allows participating employers to 
electronically verify the employment eligibility of their newly hired employees. E-Verify represent the 
best means currently available for employers to verify the work authorization of their employees. 

The Contractor must agree that each employee working on this contract will have a Social Security Card 
issued and approved by the Social Security Administration. The Contractor shall be responsible to the 
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Government for acts and omissions of his own employees and for any Subcontractor(s) and their
employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented
aliens will not be employed by the Contractor, or with this contract. The Contractor will ensure that ths
provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in
supportofthis contract.

CONTINUED ELIGIBILITY

Ifa prospective employee is found to be ineligible for access to Government facilities or information,
the COR will advise the Contractor that the employee shall not continue to work or to be assigned to
work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and! or when the contractor
independently identifies, circumstances where probable cause exists

The OPR-PSU will conduct reinvestigations every $ years, or when derogatory information is received.
to evaluate continued eligibility

ICE reserves the right and prerogative to deny and! or restrict the facility and information access of any
Contractor employee whose actions are in conflict with the standardsofconduct, 5 CFR 2635, or whom
ICE determines to present a risk of compromising sensitive Government information to which he or she
would have access under this contract.

REQUIRED REPORTS

The contractor/COR will notify OPR-PSU of all terminations/ resignations, etc., within five days of
occurrence. The Contractor will return any expired ICE issued identification cards! credentials and
building passes, or those of terminated employees to the COR.Ifan identification card or building pass
is not available to be returned, a report must be submitted to the COR, referencing the pass or card
‘number, nameof individual to whom issued, the last known location and disposition of the pass or card.
The COR will return the identification cards and building passes to the responsible ID Unit.

‘The Contractor will report any adverse information coming to their attention concerning contract
employees under the contract to the OPR-PSU through the COR as soon as possible. Reports based on
rumor or innuendo should not be made. The subsequent termination of employmentofan employee does
not obviate the requirement to submit this report. The report shall include the employees” name and
social security number, along with the adverse information being reported.

“The Contractor will provide, through the COR a Quarterly Report containing the names of personnel
who are active, pending hire, have departed within the quarter or have had a legal name change
(Submitted with documentation).The list shall include the Name, Position and SSN (Last Four) and
should be derived from system(s) used for contractor payroll/voucher processing to ensure accuracy.

‘The contractor is required to report certain events that have an impact on the status of the facility
clearance (FCL) and/ or the statusofthe contract employee's personnel security clearance as outlined by

“
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Government for acts and omissions of his own employees and for any Subcontractor(s) and their 
employees. 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented 
aliens will not be employed by the Contractor, or with this contract. The Contractor will ensure that this 
provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in 
support of this contract. 

CONTINUED ELIGIBILITY 

If a prospective employee is found to be ineligible for access to Government facilities or information, 
the COR will advise the Contractor that the employee shall not continue to work or to be assigned to 
work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time and/ or when the contractor 
independently identifies, circumstances where probable cause exists. 

The OPR-PSU will conduct reinvestigations every 5 years, or when derogatory info1mation is received, 
to evaluate continued eligibility. 

ICE reserves the right and prerogative to deny and/ or restrict the facility and information access of any 
Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 2635, or whom 
ICE determines to present a risk of compromising sensitive Government information to which he or she 
would have access under this contract. 

REQUIRED REPORTS 

The contractor/COR will notify OPR-PSU of all terminations/ resignations, etc., within five days of 
occun-ence. The Contractor will return any expired ICE issued identification cards/ credentials and 
building passes, or those of terminated employees to the COR. If an identification card or building pass 
is not available to be returned, a report must be submitted to the COR, referencing the pass or card 
number, name of individual to whom issued, the last known location and disposition of the pass or card. 
The COR will return the identification cards and building passes to the responsible ID Unit. 

The Contractor will report any adverse information coming to their attention concerning contract 
employees under the contract to the OPR-PSU through the COR as soon as possible. Reports based on 
rumor or innuendo should not be made. The subsequent termination of employment of an employee does 
not obviate the requirement to submit this report. The report shall include the employees' name and 
social security number, along with the adverse information being reported. 

The Contractor will provide, through the COR a Quarterly Report containing the names of personnel 
who are active, pending hire, have departed within the quarter or have had a legal name change 
(Submitted with documentation) . The list shall include the Name, Position and SSN (Last Four) and 
should be derived from system(s) used for contractor payroll/voucher processing to ensure accuracy. 

The contractor is required to report certain events that have an impact on the status of the facility 
clearance (FCL) and/ or the status of the contract employee's personnel security clearance as outlined by 
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National Industrial Security Program Operating Manual (DOD 5220.22-M) Chapter|-3, Reporting
Requirements. Contractors shall establish intemal procedures as are necessary to ensure that cleared
personnel are aware of their responsibilities for reporting pertinent information to the FSO and other
federal authorities as required.
COR will submit reports to psu-industrial-security@ice.dhs.gov

SECURITY MANAGEMENT

“The Contractor shall appoint a senior official to act as the Corporate Security Officer. The individual
will interface with the OPR-PSU through the COR on all security matters, to include physical,
personnel, and protection of all Government information and data accessed by the Contractor.

Contractors shall provide all employees supporting contract proper initial and annual
refresher security training and briefings commensurate with theirclearance level, to include security
awareness, defensive security briefings.( National Industrial Security Program Operating Manual
(DOD 5220.22-M) Chapter 3-1. The contractor shall forward a roster of the completed training to the
COR on a quarterly bases.

“The following computer security requirements apply to both Department of Homeland Security (DHS)
U.S. Immigration and Customs Enforcement (ICE) operations and to the former Immigration and
Naturalization Service operations (FINS). These entities are hereafter referred to as the Department

INFORMATION TECHNOLOGY

‘When sensitive goverment information is processed on Department telecommunications and automated
information systems, the Contractor agrees to provide for the administrative control of sensitive data
being processed and to adhere to the procedures governing such data as outlined in DHS MD 140-01 -
Information Technology Systems Security and DHS MD 4300 Sensitive Systems Policy. Contractor
personnel must have favorably adjudicated background investigations commensurate with the defined
sensitivity level.
Contractors who fail to comply with Department security policy are subject to having their access to
Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution.
Any person who improperly discloses sensitive information is subject to criminal and civil penalties and
sanctions undera variety of laws (e.g., Privacy Act).

SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015)

(©) Authorities. The Contractor shall follow all current versions of Government policies and guidance
accessible at http://www. dhs.gov/dhs-security-and-training-requirements-contractors, or available upon
request from the Contracting Officer, including but not limited to:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use
Only) Information
(2) DHS Sensitive Systems Policy Directive 4300A
(3) DHS 4300A Sensitive Systems Handbook and Attachments
(4) DHS Security Authorization Process Guide
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information

“
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National Industrial Security Program Operating Manual (DOD 5220.22-M) Chapterl-3, Reporting 
Requirements. Contractors shaJI establish internal procedures as are necessary to ensure that cleared 
personnel are aware of their responsibilities for reporting pertinent information to the FSO and other 
federal authorities as required. 
CORs will submit reports to psu-indust:rial-security@ice.dhs.gov 

SECURITY MANAGEMENT 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The individual 
will interface with the OPR-PSU through the COR on all security matters, to include physical, 
personnel, and protection of all Government information and data accessed by the Contractor. 

Contractors shall provide all employees supporting contract _____ proper initial and annual 
refresher security training and briefings commensurate with their clearance level, to include security 
awareness, defensive security briefings.( National Industrial Security Program Operating Manual 
(DOD 5220.22-M) Chapter 3-1. The contractor shall forward a roster of the completed training to the 
COR on a quarterly bases. 

The following computer security requirements apply to both Department of Homeland Security (DHS) 
U.S. Immigration and Customs Enforcement (ICE) operations and to the former Immigration and 
Naturalization Service operations (FINS). These entities are hereafter referred to as the Department. 

INFORMATION TECHNOLOGY 

When sensitive government information is processed on Department telecommunications and automated 
information systems, the Contractor agrees to provide for the administrative control of sensitive data 
being processed and to adhere to the procedures governing such data as outlined in DHS MD 140-01 -
Information Technology Systems Security and DHS MD 4300 Sensitive Systems Policy. Contractor 
personnel must have favorably adjudicated background investigations commensurate with the defined 
sensitivity level. 
Contractors who fail to comply with Department security policy are subject to having their access to 
Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution. 
Any person who improperly discloses sensitive information is subject to criminal and civil penalties and 
sanctions under a variety of laws (e.g., Privacy Act). 

SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015) 

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance 
accessible at http://www.dhs.gov/dhs-security-and-training-reguirements-contractors, or available upon 
request from the Contracting Officer, including but not limited to: 

(1) DHS Management Directive 11042.l Safeguarding Sensitive But Unclassified (for Official Use 
Only) Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
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(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and
Security Program
(7) DHS Information Security Performance Plan (current fiscal year)
(8) DHS Privacy Incident Handling Guidance
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic
Modules accessible at hitp://csre.nist gov/groups/STM/cmvp/standards. html
(10) National InstituteofStandards and Technology (NIST) Special Publication 800-53 Security and
Privacy Controls for Federal Information Systems and Organizations accessible at
hitp://esre.nist.gov/publications/PubsSPs htm
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at
hup://csre.nist.gov/publications/PubsSPs.htm

(@) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies
and procedures described below, is required.

(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD
11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how
Contractors must handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL
USE ONLY" to identify sensitive but unclassified information that is not otherwise categorized by
statuteorregulation. Examples of sensitive information that are categorized by statute or regulation are
PCIL SSI, etc. The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A Sensitive
Systems Handbook provide the policies and procedures on security for Information Technology (IT)
resources. ‘The DHS Handbookfor Safeguarding Sensitive Personally Identifiable Information provides
‘guidelines to help safeguard SPII in both paper and electronic form. DHS Instruction Handbook 121-
01-007 Department ofHomeland Security Personnel Suitability and Security Program establishes
procedures, program responsibilities, minimum standards, and reporting protocols for the DHS
Personnel Suitability and Security Program.

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or
transmitted by the Contractor except as specified in the contract,

(3) All Contractor employees with access to sensitive information shall execute DHS Form 1100-6,
DepartmentofHomeland Security Non-Disclosure Agreement (NDA), as a conditionofaccess to such
information. The Contractor shall maintain signed copies of the NDA for all employees as a record of
compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer's
Representative (COR) no later than two (2) days afier execution of the form.

(4) The Contractor's invoicing, billing, and other recordkeeping systems maintained to support financial
or other administrative functions shall not maintain SPIL Its acceptable to maintain in these systems the
names, titles and contact information for the COR or other Government personnel associated with the
administrationofthe contract, as needed

f Sensitive Information Incident Reporting Requirements.

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or
Component Security Operations Center (SOC) within one hour of discovery in accordance with 43004
Sensitive Systems Handbook Incident Response and Reporting requirements. When notifying the

«
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(6) OHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and 
Security Program 
(7) OHS Information Security Performance Plan (cunent fiscal year) 
(8) OHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (PIPS) 140-2 Security Requirements for Cryptographic 
Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 
(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and 
Privacy Controls for Federal Information Systems and Organizations accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http://csrc.nist.gov/publications/PubsSPs.html 

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies 
and procedures described below, is required. 

(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security 
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD 
11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how 
Contractors must handle sensitive but unclassified information. DHS uses the term "FOR OFFICIAL 
USE ONLY" to identify sensitive but unclassified information that is not otherwise categorized by 
statute or regulation. Examples of sensitive information that are categorized by statute or regulation are 
PCII, SSI, etc. The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A Sensitive 
Systems Handbook provide the policies and procedures on security for Information Technology (IT) 
resources. The DHS Handbook for Safeguarding Sensitive Personally Identifiable Information provides 
guidelines to help safeguard SPII in both paper and electronic form. DHS Instruction Handbook 121-
01-007 Department of Homeland Security Personnel Suitability and Security Program establishes 
procedures, program responsibilities, minimum standards, and reporting protocols for the DHS 
Personnel Suitability and Security Program. 

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or 
transmitted by the Contractor except as specified in the contract. 

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, 
Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such 
information. The Contractor shall maintain signed copies of the NDA for all employees as a record of 
compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer's 
Representative (COR) no later than two (2) days after execution of the form. 

(4) The Contractor's invoicing, billing, and other recordkeeping systems maintained to support financial 
or other administrative functions shall not maintain SPII. It is acceptable to maintain in these systems the 
names, titles and contact information for the COR or other Government personnel associated with the 
administration of the contract, as needed 

(I) Sensitive Information Incident Reporting Requirements. 

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or 
Component Secmity Operations Center (SOC) within one hour of discovery in accordance with 4300A 
Sensitive Systems Handbook Incident Response and Reporting requirements. When notifying the 
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Headquarters or Component SOC, the Contractor shall also notify the Contracting Officer, COR,
Headquarters or Component Privacy Officer, and US-CERT using the contact information identified in
the contract. If the incident is reported by phone or the Contracting Officer's email address is not
immediately available, the Contractor shall contact the Contracting Officer immediately after reporting
the incident to the Headquarters or Component SOC. The Contractor shall not include any sensitive
information in the subject or body of any e-mail. To transmit sensitive information, the Contractor shall
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption methods to
protect sensitive information in attachments to email. Passwords shall not be communicated in the same
email as the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence:
that the Contractor has failed to provide adequate information security safeguards for sensitive
information, or has otherwise failed to meet the requirements of the contract.

(2) If a sensitive information incident involves PII or SPIL, in addition to the reporting requirements in
4300A Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as
‘many of the following data elements that are available at the time the incident is reported, with any.
remaining data elements provided within 24 hours of submission of the initial incident report

(i) Data Universal Numbering System (DUNS);
(ii) Contract numbers affected unless all contracts by the company are affected;
(Gii)Facility CAGE code if the location of the event is different than the prime
contractor location;
(iv)Point of contact (POC)ifdifferent than the POC recorded in the System for
Award Management (address, position, telephone, email);
(v) Contracting Officer POC (address, telephone, email);
(vi)Contract clearance level;
(vii) Name of subcontractor and CAGE codeif this was an incident on a
subcontractor network;
(viii) Govemment programs, platformsor systems involved;
(ix)Location(s) of incident;
(x) Date and time the incident was discovered;
(xi)Server names where sensitive information resided at the time of the incident, both
at the Contractor and subcontractor level;
(xii) Descriptionof the Government PII and/or SPII contained within the
system;
(xiii) Numberof people potentially affected and the estimateoractual number
of records exposed and/or contained within the system; and
(iv) Any additional information relevant to the incident.

(8) Sensitive Information Incident Response Requirements.

(1) All determinations related to sensitive information incidents, including response activities,
notifications to affected individuals and/or Federal agencies, and related services (e.¢., credit
monitoring) will be made in writing by the Contracting Officer in consultation with the Headquarters or
Component CIO and Headquarters or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the
Government to be required to ensure an effective incident response, including providing all requested
images, log files, and event information to facilitate rapid resolution of sensitive information incidents.
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Headquarters or Component SOC, the Contractor shall also notify the Contracting Officer, COR, 
Headquarters or Component Privacy Officer, and US-CERT using the contact information identified in 
the contract. If the incident is reported by phone or the Contracting Officer's email address is not 
immediately available, the Contractor shall contact the Contracting Officer immediately after reporting 
the incident to the Headquarters or Component SOC. The Contractor shall not include any sensitive 
info1mation in the subject or body of any e-mail. To transmit sensitive information, the Contractor shall 
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption methods to 
protect sensitive information in attachments to email. Passwords shall not be communicated in the same 
email as the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence 
that the Contractor has failed to provide adequate information security safeguards for sensitive 
information, or has otherwise failed to meet the requirements of the contract. 

(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in 
4300A Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as 
many of the following data elements that are available at the time the incident is reported, with any 
remaining data elements provided within 24 hours of submission of the initial incident report: 

(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii)Facility CAGE code if the location of the event is different than the prime 
contractor location; 
(iv)Point of contact (POC) if different than the POC recorded in the System for 
Award Management (address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi)Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a 
subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix)Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both 
at the Contractor and subcontractor level; 
(xii) Description of the Government PII and/or SPII contained within the 
system; 
(xiii) Number of people potentially affected and the estimate or actual number 
of records exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 

(g) Sensitive Information Incident Response Requirements. 

(1) All determinations related to sensitive information incidents, including response activities, 
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit 
monitoring) will be made in writing by the Contracting Officer in consultation with the Headquarters or 
Component CIO and Headquarters or Component Privacy Officer. 

(2) The Contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all requested 
images, log files, and event information to facilitate rapid resolution of sensitive information incidents. 
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(3) Incident response activities determined o be required by the Government may include, but are not
limited to, the following:

i) Inspections,
(i) Investigations,
(iii) Forensic reviews, and
(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or
third-party firms t0 aid in incident response activities

Additional PII andlor SPI Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII
resided in the Contractor IT system at the time of the sensitive information incident not later than 5
business days after being directed to notify individuals, unless otherwise approved by the Contracting
Officer. The method and content ofany notification by the Contractor shall be coordinated with, and
subject to prior written approval by the Contracting Officer, in consultation with the Headquarters or
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The Contractor
shall not proceed with notification unless the Contracting Officer, in consulation with the Headquarters
or Component Privacy Officer, has determined in writing that notification is appropriate.

(2) Subject to Government analysis of the incident and the termsof its instructions to the Contractor
regarding any resulting notification, the notification method may consist of letters to affected individuals
sent by first class mail, electronic means, or general public notice, as approved by the Government.
Notification may require the Contractor's useofaddress verification and/or address location services.
Ata minimum, the notification shall include:

G) Abriefdescription of the incident;
Gi) A description of the types of PII and SPIT involved;
(ii) A statement as to whether the PII or SPIN was encrypted or
protected by other means;
(iv) Steps individuals may take to protect themselves;
v) What the Contractor and/or the Government are doing to
investigate the incident, to mitigate the incident, and to protect against any
future incidents; and
(vi) Information identifying who individuals may contact for additional
information.

) Credit Monitoring Requirements. Tn the event that a sensitive information incident involves PIT or
SPI, the Contractor may be required to, as directed by the Contracting Officer

(1) Provide notification to affected individuals as described above; and/or

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor
or resided in the Contractor IT system at the time of the sensitive information incident for a period
beginning the date of the incident and extending not less than 18 months from the date the individual is

“°
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(3) Incident response activities determined to be required by the Government may include, but are not 
limited to, the following: 

(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing. 

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or 
third-party firms to aid in incident response activities. 

Additional Pl/ and/or SPII Notification Requirements. 

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PU 
resided in the Contractor IT system at the time of the sensitive information incident not later than 5 
business days after being directed to notify individuals, unless otherwise approved by the Contracting 
Officer. The method and content of any notification by the Contractor shall be coordinated with, and 
subject to prior written approval by the Contracting Officer, in consultation with the Headquarters or 
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The Contractor 
shall not proceed with notification unless the Contracting Officer, in consultation with the Headquarters 
or Component Privacy Officer, has determined in writing that notification is appropriate. 

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor 
regarding any resulting notification, the notification method may consist of letters to affected individuals 
sent by first class mail, electronic means, or general public notice, as approved by the Government. 
Notification may require the Contractor's use of address verification and/or address location services. 
At a minimum, the notification shall include: 

(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted or 
protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to 
investigate the incident, to mitigate the incident, and to protect against any 
future incidents; and 
(vi) Information identifying who individuals may contact for additional 
information. 

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or 
SPII, the Contractor may be required to, as directed by the Contracting Officer: 

(1) Provide notification to affected individuals as described above; and/or 

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor 
or resided in the Contractor IT system at the time of the sensitive information incident for a period 
beginning the date of the incident and extending not less than 18 months from the date the individual is 
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notified. Credit monitoring services shall be provided from a company with which the Contractor has
no affiliation. Ata minimum, credit monitoring services shall include:

(i) Triple credit bureau monitoring:
(ii) Daily customer service;
(iii) Alerts provided to the individual for changes and fraud; and
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call center services shall include:

(i) A dedicated telephone number to contact customer service within a fixed period;
(ii) Information necessary for registrants/enrollees to access credit reports and credit scores;
(iif) Weekly reports on call center volume, issue escalation (i... those calls that cannot be handled
by call center staff and must be resolved by call center management or DHS, as appropriate), and
other key metrics;
(iv) Escalation of calls that cannot be handled by call center staff 10 call center management or
DHS, as appropriate;
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and
(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

) Certification of Sanitization of Government and Government-Activity-Related Files and Information.
As partof contract closeout, the Contractor shall submit the certification to the COR and the Contracting
Officer following the template provided in NIST Special Publication 800-88 Guidelines for Media
Sanitization.

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

In accordance with Chief Information Office requirements and provisions, all contractor employees
accessing Department IT systems or processing DHS sensitive data via an IT system will require an ICE
issued/provisioned Personal Identity Verification (PIV) card. Additionally, Information Assurance
Awareness Training (IAAT) will be required upon initial access and annually thereafter. IAAT training
will be provided by the appropriate component agency of DHS.

Contractors, who are involved with management, use, or operationofany IT systems that handle sensitive
information within or under the supervision of the Department, shall receive periodic training at least
annually in security awareness and accepted security practices and systems rulesofbehavior. Department
contractors, with significant security responsibilities, shall receive specialized training specific to their
security responsibilities annually. The levelof training shall be commensurate with the individual's duties
and responsibilities and is intended to promote a consistent understanding of the principles and concepts
of telecommunications and IT systems security.

All personnel who access Department information systems will be continually evaluated while performing
these duties. Supervisors should be aware ofany unusual or inappropriate behavior by personnel accessing
systems. Any unauthorized access, sharing of passwords, or other questionable security procedures should
be reported to the local Security Office or Information System Security Officer (ISSO).
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notified. Credit monitoring services shall be provided from a company with which the Contractor has 
no affiliation. At a minimum, credit monitoring services shall include: 

(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or 

(3) Establish a dedicated call center. Call center services shall include: 

(i) A dedicated telephone number to contact customer service within a fixed period; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled 
by call center staff and must be resolved by call center management or DHS, as appropriate), and 
other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call center management or 
DHS, as appropriate; 
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the 
Headquarters or Component Chief Privacy Officer; and 
(vi) Information for registrants to contact customer service representatives and fraud resolution 
representatives for credit monitoring assistance. 

(i) Certification of Sanitization of Government and Government-Activity-Related Files and Information. 
As part of contract closeout, the Contractor shall submit the certification to the COR and the Contracting 
Officer following the template provided in NIST Special Publication 800-88 Guidelines for Media 
Sanitization. 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 

In accordance with Chief Information Office requirements and provisions, all contractor employees 
accessing Department IT systems or processing DHS sensitive data via an IT system will require an ICE 
issued/provisioned Personal Identity Verification (PIV) card. Additionally, Information Assurance 
Awareness Training (IAA T) will be required upon initial access and annually thereafter. IAA T training 
will be provided by the appropliate component agency of OHS. 

Contractors, who are involved with management, use, or operation of any IT systems that handle sensitive 
information within or under the supervision of the Department, shall receive periodic training at least 
annually in security awareness and accepted security practices and systems rules of behavior. Department 
contractors, with significant security responsibilities, shall receive specialized training specific to their 
security responsibilities annually. The level of training shall be commensurate with the individual's duties 
and responsibilities and is intended to promote a consistent understanding of the principles and concepts 
of telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while performing 
these duties. Supervisors should be aware of any unusual or inappropriate behavior by personnel accessing 
systems. Any unauthorized access, sharing of passwords, or other questionable security procedures should 
be reported to the local Security Office or Information System Security Officer (ISSO). 
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SECTION 508 ACCESSABILITY

Pursuant to Section S08 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 105-220
under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information Technology
(EIT) developed, procured, maintained and/or used under this contract shall be in compliance with the
“Electronic and Information Technology Accessibility Standards” set forth by the Architectural and
Transportation Barriers Compliance Board (also referred to as the “Access Board”) in 36 CFR Part
1194. The complete text of Section S08 Standards can be accessed at hitp//www.aceess-board.gov/ or
at http://www. sectionS08.gov.

Privacy & Records Office (PRO) Clauses

ICE Information Governance and Privacy Requirements Clause (JUL 2017)

Guidance: In addition to FAR 52.224-1 Privacy Act Notification (APR 1984), 52.224-2 Privacy
Act (APR 1984), FAR 52.224-3 Privacy Training (JAN 2017), and HSAR Clauses, the
following IGP clause must be included in its entirety in all contracts. No section of this clause:
may be read as self-deleting unless the terms of the contract meet the requirements for self-
deletion as specified in this clause.

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information
In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act
(APR 1984), if this contract requires contractor personnel to have access to information protected by the
Privacy Act of 1974 the contractor is advised that the relevant DHS system of records notices (SORNs)
applicable to this Privacy Act information may be found at www.dhs. gov/privacy. Applicable SORNS
ofother agencies may be accessed through the agencies’ websites or by searching FDsys, the Federal
Digital System, available a http://www.apo.ov/tdsys/. SORNs may be updated at any time.

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment
“The Contractor shall perform all tasks on authorized Government networks, using Government-
fumished IT and other equipment and/or Workplace as a Service (WaaS)ifWaas is authorized by the
statementof work. Government information shall remain within the confinesof authorized Government
networks at al times. Except where telework is specifically authorized within this contract, the
Contractor shall perform all tasks described in this document at authorized Government facilities; the
Contractor is prohibited from performing these tasks at or removing Government-furnished information
to any other facility: and Government information shall remain within the confines of authorized
Government facilities at all times. Contractors may only access classified materials on government
fumished equipment in authorized government owned facilites regardless of telework authorizations.

(3) Prior Approval Required to Hire Subcontractors
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SECTION 508 ACCESSABILITY 

Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 105-220 
under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information Technology 
(EIT) developed, procured, maintained and/or used under this contract shall be in compliance with the 
"Electronic and Information Technology Accessibility Standards" set forth by the Architectural and 
Transportation Ban-iers Compliance Board (also refen-ed to as the "Access Board") in 36 CFR Part 
1194. The complete text of Section 508 Standards can be accessed at http://www.access-board.gov/ or 
at http://www.section508.gov. 

Privacy & Records Office (PRO) Clauses 

ICE Information Governance and Privacy Requirements Clause (JUL 2017) 

Guidance: In addition to FAR 52.224-1 Privacy Act Notification (APR 1984), 52.224-2 Privacy 
Act (APR 1984), FAR 52.224-3 Privacy Training (JAN 2017), and HSAR Clauses, the 
following IGP clause must be included in its entirety in all contracts. No section of this clause 
may be read as self-deleting unless the terms of the contract meet the requirements for self­
deletion as specified in this clause. 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(I) Privacy Act Information 
In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act 
(APR 1984 ), if this contract requires contractor personnel to have access to information protected by the 
Privacy Act of 1974 the contractor is advised that the relevant DHS system of records notices (SORNs) 
applicable to this Privacy Act information may be found at www.dhs.gov/privacy. Applicable SORNS 
of other agencies may be accessed through the agencies' websites or by searching FDsys, the Federal 
Digital System, available at http://www.gpo.gov/tdsys/. SORNs may be updated at any time. 

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment 
The Contractor shall perform all tasks on authorized Government networks, using Government­
furnished IT and other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the 
statement of work. Government information shall remain within the confines of authorized Government 
networks at all times. Except where telework is specifically authorized within this contract, the 
Contractor shall perform all tasks described in this document at authorized Government facilities; the 
Contractor is prohibited from performing these tasks at or removing Government-furnished information 
to any other facility; and Government information shall remain within the confines of authorized 
Government facilities at aJI times. Contractors may only access classified materials on government 
furnished equipment in authorized government owned facilities regardless of telework authorizations. 

(3) Prior Approval Required to Hire Subcontractors 
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The Contractor is required to obiain the Contracting Officer's approval prior to engaging in any
contractual relationship (Subcontractor) in support of this contract requiring the disclosure of
information, documentary material and/or records generated under or relating to this contract. The

Contractor (and any Subcontractor) i required to abide by Government and Agency guidance for
protecting sensitive and proprietary information.

(4) Separation Checklistfor Contractor Employees
Contractor shall complete a separation checklist before any employee or Subcontractor employee
terminates working on the contract. The separation checklist must verify: (1) return of any Government-
furnished equipment; (2) return or proper disposal of sensitive personally identifiable information (PID),
in paper or electronic form, in the custody of the employee or Subcontractor employee including the
sanitizationofdata on any computer systems or media as appropriate; and (3) terminationofany
technological access to the Contractor's facilities or systems that would permit the terminated
employees access to sensitive PII.

In the eventofadverse job actions resulting in the dismissal of an employee or Subcontractor employee,
the Contractor shall notify the Contracting Officer's Representative (COR) within 24 hours. For normal
separations, the Contractor shall submit the checklist on the last day of employmentor work on the
contract.

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, or COR
with completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all
Government-furnished property including but not limited to computerequipment, media, credentials and
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all
user accounts and systems.

B. Privacy Training, Safeguarding, and Remediation
If the Safeguardingof Sensitive Information (MAR 2015) and Information Technology Security and Privacy
Training (MAR 2015) clauses are included in this contract, section Bofthis clausei deemed self- deleting.

(1) Required Security and Privacy Training for Contractors
Contractor shall provide training for all employees, including Subcontractors and independent
contractors who have access to sensitive personally identifiable information (PII) as well as the creation,
use, dissemination and/or destruction of sensitive PII at the outset of the employees work on the
contract and every year thereafter. Training must include procedures on how to properly handle sensitive
PIL, including security requirements for the transporting or transmissionofsensitive PII, and reporting
requirements for a suspected breach or loss of sensitive PIL. All Contractor employees are required to
take the Privacy at DHS: Protecting Personal Information taining course. This course, along with
more information about DHS security and training requirements for Contractors, is available at
‘www.dhs.gov/dhs-security-and-training-requirements-contractors. The Federal Information
Security Management Act (FISMA) requires all individuals accessing ICE information to take the
annual Information Assurance Awareness Training course. These courses are available through the ICE
intranet site or the Agency may also make the training available through hypertext links or CD. The
Contractor shall maintain copies of employees” certificates of completion as a record of compliance and
‘must submit an annual e-mail notification to the ICE Contracting Officers Representative that the
required training has been completed for all the Contractor's employees.
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The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any 
contractual relationship (Subcontractor) in support of this contract requiring the disclosure of 
information, documentary material and/or records generated under or relating to this contract. The 
Contractor (and any Subcontractor) is required to abide by Government and Agency guidance for 
protecting sensitive and proprietary information. 

(4) Separation Checklist for Contractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee 
terminates working on the contract. The separation checklist must verify: (1) return of any Government­
furnished equipment; (2) return or proper disposal of sensitive personally identifiable information (PII), 
in paper or electronic form, in the custody of the employee or Subcontractor employee including the 
sanitization of data on any computer systems or media as appropriate; and (3) termination of any 
technological access to the Contractor's facilities or systems that would permit the terminated 
employee's access to sensitive PII. 

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor employee, 
the Contractor shall notify the Contracting Officer's Representative (COR) within 24 hours. For normal 
separations, the Contractor shall submit the checklist on the last day of employment or work on the 
contract. 

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, or COR 
with completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all 
Government-furnished property including but not limited to computer equipment, media, credentials and 
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all 
user accounts and systems. 

B. Privacy Training, Safeguarding, and Remediation 
If the Safeguarding of Sensitive Information (MAR 2015) and Information Technology Security and Privacy 
Training (MAR 2015) clauses are included in this contract, section B of this clause is deemed self- deleting. 

( 1) Required Security and Privacy Training for Contractors 
Contractor shall provide training for all employees, including Subcontractors and independent 
contractors who have access to sensitive personally identifiable information (PII) as well as the creation, 
use, dissemination and/or destruction of sensitive PII at the outset of the employee's work on the 
contract and every year thereafter. Training must include procedures on how to properly handle sensitive 
PII, including security requirements for the transporting or transmission of sensitive PII, and reporting 
requirements for a suspected breach or loss of sensitive PII. All Contractor employees are required to 
take the Privacy at DHS: Protecting Personal Information training course. This course, along with 
more information about DHS security and training requirements for Contractors, is available at 
www.dhs.gov/dhs-security-and-training-reguirements-contractors. The Federal Information 
Security Management Act (FISMA) requires all individuals accessing ICE information to take the 
annual Info1mation Assurance Awareness Training course. These courses are available through the ICE 
intranet site or the Agency may also make the training available through hypertext links or CD. The 
Contractor shall maintain copies of employees' certificates of completion as a record of compliance and 
must submit an annual e-mail notification to the ICE Contracting Officer's Representative that the 
required training has been completed for all the Contractor's employees. 
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(2) Safeguarding Sensitive PHI Requirement
Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all
times when handling sensitive PII, including the encryption of sensitive PII as required in the Handbook.
“This requirement will be flowed down to all subcontracts and lower tiered subcontracts as well

(3) Non-Disclosure Agreement Requirement
All Contractor personnel that may have access to PI or other sensitive information shall be required to
sign a Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor
shall maintain signed copies of the NDA for all employees as a record of compliance. The Contractor
shall provide copies of the signed NDA to the Contracting Officer's Representative (COR) no later than
wo (2) days after executionof the form.

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records
‘The Contractor's invoicing, billing, and other financial/administrative records/databases may not store
or include any sensitive Government information, such as PII that is created, obtained, or provided
during the performance of the contract. Its acceptable to lst the names, titles and contact information
for the Contracting Officer, Contracting Officer's Representative, or other ICE personnel associated
with the administration of the contract in the invoices as needed.

(5) Reporting Suspected Loss of Sensitive PII
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and
cooperate with ICE's inquiry into the incident and efforts to remediate any harm to potential victims.

1. The Contractor must develop and include in ts security plan (which is submitted to ICE) an
internal system by which its employees and Subcontractors are trained to identify and report the.
potential loss or compromise of sensitive PII.

2. The Contractor must report the suspected loss or compromise of sensitive PII by its employees or
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer's
Representative (COR), and the Contracting Officer within one (1) hour of the inital discovery.

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or
compromise of sensitive PII by its employees or Subcontractors. The report must contain the:
following information;

a. Narrative or detailed description of the events surrounding the suspected loss or compromise of
information.
b. Date, time, and location of the incident
c. Typeofinformation lost or compromised.
d. Contractor's assessment of the likelihood that the information was compromised or lost and the
reasons behind the assessment.
. Namesofperson(s) involved, including victim, Contractor employee/Subcontractor and any
witnesses.
1. Cause of the incident and whether the company’s security plan was followed and, if not, which
specific provisions were not followed.
2 Actions that have been or will be taken to minimize damage and/or mitigate further
compromise.
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(2) Safeguarding Sensitive PII Requirement 
Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all 
times when handling sensitive PII, including the encryption of sensitive PII as required in the Handbook. 
This requirement will be flowed down to all subcontracts and lower tiered subcontracts as well. 

(3) Non-Disclosure Agreement Requirement 
All Contractor personnel that may have access to PII or other sensitive information shall be required to 
sign a Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor 
shall maintain signed copies of the NDA for all employees as a record of compliance. The Contractor 
shall provide copies of the signed NDA to the Contracting Officer's Representative (COR) no later than 
two (2) days after execution of the fo1m. 

(4) Prohibition on Use of PI! in Vendor Billing and Administrative Records 
The Contractor's invoicing, billing, and other financial/administrative records/databases may not store 
or include any sensitive Government inf01mation, such as PII that is created, obtained, or provided 
during the performance of the contract. It is acceptable to list the names, titles and contact information 
for the Contracting Officer, Contracting Officer's Representative, or other ICE personnel associated 
with the administration of the contract in the invoices as needed. 

(5) Reporting Suspected Loss of Sensitive PII 
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and 
cooperate with ICE's inquiry into the incident and efforts to remediate any harm to potential victims. 

1. The Contractor must develop and include in its security plan (which is submitted to ICE) an 
internal system by which its employees and Subcontractors are trained to identify and report the 
potential loss or compromise of sensitive PII. 

2. The Contractor must report the suspected loss or compromise of sensitive PII by its employees or 
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer's 
Representative (COR), and the Contracting Officer within one (1) hour of the initial discovery. 

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or 
compromise of sensitive PII by its employees or Subcontractors. The report must contain the 
following information: 

a. Narrative or detailed description of the events surrounding the suspected loss or compromise of 
information. 
b. Date, time, and location of the incident. 
c. Type of information lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromised or lost and the 
reasons behind the assessment. 
e. Names of person(s) involved, including victim, Contractor employee/Subcontractor and any 
witnesses. 
f. Cause of the incident and whether the company's security plan was followed and, if not, which 
specific provisions were not followed. 
g. Actions that have been or will be taken to minimize damage and/or mitigate further 
compromise. 
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h. Recommendations to prevent similar situations in the future, including whether the security plan
needs to be modified in any way and whether additional training may be required.

4. The Contractor shall provide full access and cooperation for all activities determined by the
Govemment to be required to ensure an effective incident response, including providing all
requested images, log files, and event information to facilitate rapid resolution of sensitive
information incidents.

5. At the Government'sdiscretion, Contractor employees or Subcontractor employees may be
identified as no longer eligible to access sensitive PII or to work on that contract based on their
actions related to the loss or compromise of sensitive PIL.

(6) Victim Remediation
“The Contractor is responsible for notifying victims and providing victim remediation services in the
event ofa loss or compromise of sensitive PII held by the Contractor, its agents, or its Subcontractors,
‘under this contract. Victim remediation services shal include at least 18 monthsof credit monitoring
and, for serious or large incidents as determined by the Goverment, call center help desk services for
the individuals whose sensitive PII was lost or compromised. The Contractor and ICE will collaborate
and agree on the method and content of any notification that may be required to be sent to individuals
whose sensitive PII was lost or compromised.

C. Government Records Training, Ownership, and Management
(1) Records Management Training and Compliance

(a) The Contractor shall provide DHS basic records management training for all employees and
Subcontractors that have access to sensitive PII as well as to those involved in the creation, use,
dissemination and/or destruction of sensitive PIL. This training will be provided at the outset of the
Subcontractor’s/employee’s work on the contract and every year thereafter. This training can be
obtained via links on the ICE intranet ste or it may be made available through other means (c.g., CD
oronline). The Contractor shall maintain copies of certificates as a recordof compliance and must
submit an e-mail notification annually to the Contracting Officers Representative verifying that all
employees working under this contract have completed the required records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies,
including those policies associated with the safeguarding of records covered by the Privacy Act of
1974. These policies include the preservation of all records createdorreceived regardlessof format,
mode of transmission, or sate of completion.

(2) Records Creation, Ownership, and Disposition
(@) The Contractor shall not create or maintain any records not specifically tied to or authorized by the
contract using Goverment IT equipment and/or Government records or that contain Government
Agency data. The Contractor shall certify in writing the destruction or return of all Government data
at the conclusion ofthe contract or at a time otherwise specified in the contract.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor's
Commercial License Agreement, the Government Agency owns the rights to all electronic
information (electronic data, electronic information systems or electronic databases) and all

=
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h. Recommendations to prevent similar situations in the future, including whether the security plan 
needs to be modified in any way and whether additional training may be required. 

4. The Contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents. 

5. At the Government's discretion, Contractor employees or Subcontractor employees may be 
identified as no longer eligible to access sensitive PIT or to work on that contract based on their 
actions related to the loss or compromise of sensitive PII. 

(6) Victim Remediation 
The Contractor is responsible for notifying victims and providing victim remediation services in the 
event of a loss or compromise of sensitive PIT held by the Contractor, its agents, or its Subcontractors, 
under this contract. Victim remediation services shall include at least 18 months of credit monitoring 
and, for serious or large incidents as determined by the Government, call center help desk services for 
the individuals whose sensitive PII was lost or compromised. The Contractor and ICE will collaborate 
and agree on the method and content of any notification that may be required to be sent to individuals 
whose sensitive PII was lost or compromised. 

C. Government Records Training, Ownership, and Management 
( 1) Records Management Training and Compliance 

(a) The Contractor shall provide DHS basic records management training for all employees and 
Subcontractors that have access to sensitive PIT as well as to those involved in the creation, use, 
dissemination and/or destruction of sensitive PII. This training will be provided at the outset of the 
Subcontractor' sf employee's work on the contract and every year thereafter. This training can be 
obtained via links on the ICE intranet site or it may be made available through other means (e.g., CD 
or online). The Contractor shall maintain copies of certificates as a record of compliance and must 
submit an e-mail notification annually to the Contracting Officer's Representative verifying that all 
employees working under this contract have completed the required records management training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, 
including those policies associated with the safeguarding of records covered by the Privacy Act of 
197 4. These policies include the preservation of all records created or received regardless of format, 
mode of transmission, or state of completion. 

(2) Records Creation, Ownership, and Disposition 
(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the 
contract using Government IT equipment and/or Government records or that contain Government 
Agency data. The Contractor shall certify in writing the destruction or return of all Government data 
at the conclusion of the contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor's 
Commercial License Agreement, the Government Agency owns the rights to all electronic 
information (electronic data, electronic information systems or electronic databases) and all 
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supporting documentation and associated metadata created as part of this contract. All deliverables
(including all data and records) under the contract are the property of the U.S. Goverment and are
considered federal records, for which the Agency shall have unlimited rights to use, dispose of, or
disclose such data contained therein. The Contractor must deliver sufficient technical documentation
with all data deliverables to permit the agency to use the data.

(©) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records
or deliverables without the express written permission of the Contracting Officer or Contracting
Officer's Representative. The Agency and its contractors are responsible for preventing the alienation
or unauthorized destruction of records, including all forms of mutilation. Willful and unlawful
destruction, damage or alienationof Federal records is subject to the fines and penalties imposed by
18 U.S.C. § 2701. Records may not be removed from the legal custody of the Agency or destroyed
without regard to the provisions of the Agency records schedules.

D. Data Privacy and Oversight
Section D applies to information technology (IT) contracts.If this is not an IT contract, section D may read as
self-deleting.
(1) Restrictions on Testing or Training Using Real Data Containing PII
“The use ofreal data containing sensitive PII from any source for esting or training purposes is generally
prohibited. The Contractor shall use synthetic or de-identified real data for testing or training whenever
feasible. ICE policy requires that any proposal 10 use of real dataorde-identified data for IT system
testing or training be approved by the ICE Privacy Officer and Chief Information Security Officer
(CISO) in advance. In the event performance of the contract requires or necessitates the use of real data
for system-testing or training purposes, the Contractor in coordination with the Contracting Officer or
Contracting Officer's Representative and Goverment program manager shall obtain approval from the
ICE Privacy Office and CISO and complete any required documentation.

If thisIT contract contains the Safeguarding ofSensitive Information (MAR 2015) and Information
Technology Security and Privacy Training (MAR 2015) clauses, section DX)ofths clause is deemed self-
deleting.

(2) Requirements for Contractor IT Systems Hosting Government Data
The Contractor is required to obtain a Certification and Accreditation for any IT environment owned or
controlled by the Contractor or any Subcontractor on which Government data shall reside for the
purposes of IT system development, design, data migration, testing, training, maintenance, use, or
disposal.

(3) Requirement to Support Privacy Compliance
(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document
when itis required. PTAS are triggered by the creation, modification, upgrade, or disposition of an IT
system, and must be renewed at least every three years. Upon review of the PTA, the DHS Privacy
Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy Act System of Records
Notice (SORN). or modifications thereto, are required. The Contractor shall provide adequate support
to complete the PIA in a timely manner, and shall ensure that project management plans and
schedules include the PTA, PIA, and SORN (to the extent required) as milestones. Additional
information on the privacy compliance process at DHS, including PTAs, PIAs, and SORNS, is
located on the DHS Privacy Office website (www.dhs.gov/privacy) under “Compliance.” DHS
Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and
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supporting documentation and associated metadata created as part of this contract. All deliverables 
(including all data and records) under the contract are the property of the U.S. Government and are 
considered federal records, for which the Agency shall have unlimited rights to use, dispose of, or 
disclose such data contained therein. The Contractor must deliver sufficient technical documentation 
with all data deliverables to permit the agency to use the data. 

( c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records 
or deliverables without the express written permission of the Contracting Officer or Contracting 
Officer's Representative. The Agency and its contractors are responsible for preventing the alienation 
or unauthorized destruction of records, including all forms of mutilation. Willful and unlawful 
destruction, damage or alienation of Federal records is subject to the fines and penalties imposed by 
18 U.S.C. § 2701. Records may not be removed from the legal custody of the Agency or destroyed 
without regard to the provisions of the Agency records schedules. 

D. Data Privacy and Oversight 
Section D applies to information technology (IT) contracts. If this is not an IT contract, section D may read as 
self-deleting. 
(I) Restrictions on Testing or Training Using Real Data Containing Pl/ 
The use of real data containing sensitive PII from any source for testing or training purposes is generally 
prohibited. The Contractor shall use synthetic or de-identified real data for testing or training whenever 
feasible. ICE policy requires that any proposal to use of real data or de-identified data for IT system 
testing or training be approved by the ICE Privacy Officer and Chief Information Security Officer 
(CISO) in advance. In the event performance of the contract requires or necessitates the use of real data 
for system-testing or training purposes, the Contractor in coordination with the Contracting Officer or 
Contracting Officer's Representative and Government program manager shall obtain approval from the 
ICE Privacy Office and CISO and complete any required documentation. 

If this IT contract contains the Safeguarding of Sensitive Information (MAR 2015) and Information 
Technology Security and Privacy Training (MAR 2015) clauses, section D(2) of this clause is deemed self­
deleting. 

(2) Requirements for Contractor IT Systems Hosting Government Data 
The Contractor is required to obtain a Certification and Accreditation for any IT environment owned or 
controlled by the Contractor or any Subcontractor on which Government data shall reside for the 
purposes of IT system development, design, data migration, testing, training, maintenance, use, or 
disposal. 

(3) Requirement to Support Privacy Compliance 
(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PT A) document 
when it is required. PT As are triggered by the creation, modification, upgrade, or disposition of an IT 
system, and must be renewed at least every three years. Upon review of the PT A, the DHS Privacy 
Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy Act System of Records 
Notice (SORN), or modifications thereto, are required. The Contractor shall provide adequate support 
to complete the PIA in a timely manner, and shall ensure that project management plans and 
schedules include the PTA, PIA, and SORN (to the extent required) as milestones. Additional 
information on the privacy compliance process at DHS, including PTAs, PIAs, and SORNs, is 
located on the DHS Privacy Office website (www.dhs.gov/privacy) under "Compliance." DHS 
Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and 
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the Privacy Impact Assessment Guidance and Template outline the requirements and format for the
PIA.

(b) If the contract involves an IT system build or substantial development or changes to an IT system
that may require privacy documentation, the Contractor shall assign or procure a Privacy Lead. to be
listed under “Key Personnel.” The Privacy Lead shall be responsibleforproviding adequate support
to DHS to ensure DHS can complete any required PTA, PIA, SORN, or other supporting
documentation to support privacy compliance. The Privacy Lead shall work with personnel from the
program office, the ICE Privacy Office, the Office of the Chief Information Officer, and the Records
Management Branch to ensure that the privacy documentation is kept on schedule, that the answers to
questions in the PIA are thorough and complete, and that questions asked by the ICE Privacy Office
and other offices are answered in a timely fashion. The Privacy Lead:

+ Must have excellent writing skill, the ability to explain technology clearly fora
‘non-technical audience, and the ability to synthesize information from a variety of
sources.
© Must have excellent verbal communication and organizational skills.
© Must have experience writing PIAS. Ideally the candidate would have experience
writing PIAS for DHS.
© Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of
2002.
© Must be able to work well with others.

(©)If a Privacy Lead is already in place with the program office and the contract involves IT
system builds or substantial changes that may require privacy documentation, the requirement
fora separate Private Lead specifically assigned under this contract may be waived provided
the Contractor agrees 10 have the existing Privacy Lead coordinate with and support the ICE
Privacy POC to ensure privacy concems are proactively reviewed and so ICE can complete
any required PTA, PIA, SORN, or other supporting documentation to support privacy
complianceif required. The Contractor shall work with personnel from the program office,
the ICE Officeof Information Governance and Privacy, and the Office of the Chief
Information Officer to ensure that the privacy documentation is kept on schedule, that the
answers to questions in any privacy documents are thorough and complete, that all records
management requirements are met, and that questions asked by the ICE Privacy Office and
other offices are answered in a timely fashion.

(End of Clause)
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the Privacy Impact Assessment Guidance and Template outline the requirements and format for the 
PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system 
that may require privacy documentation, the Contractor shall assign or procure a Privacy Lead, to be 
listed under "Key Personnel." The Privacy Lead shall be responsible for providing adequate support 
to DHS to ensure DHS can complete any required PTA, PIA, SORN, or other supporting 
documentation to support privacy compliance. The Privacy Lead shall work with personnel from the 
program office, the ICE Privacy Office, the Office of the Chief Information Officer, and the Records 
Management Branch to ensure that the privacy documentation is kept on schedule, that the answers to 
questions in the PIA are thorough and complete, and that questions asked by the ICE Privacy Office 
and other offices are answered in a timely fashion. The Privacy Lead: 

• Must have excellent writing skills, the ability to explain technology clearly for a 
non-technical audience, and the ability to synthesize information from a variety of 
sources. 
• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience 
writing PIAs for DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 
2002. 
• Must be able to work well with others. 

(c) If a Privacy Lead is already in place with the program office and the contract involves IT 
system builds or substantial changes that may require privacy documentation, the requirement 
for a separate Private Lead specifically assigned under this contract may be waived provided 
the Contractor agrees to have the existing Privacy Lead coordinate with and support the ICE 
Privacy POC to ensure privacy concerns are proactively reviewed and so ICE can complete 
any required PTA, PIA, SORN, or other supporting documentation to support privacy 
compliance if required. The Contractor shall work with personnel from the program office, 
the ICE Office of Infmmation Governance and Privacy, and the Office of the Chief 
Information Officer to ensure that the privacy documentation is kept on schedule, that the 
answers to questions in any privacy documents are thorough and complete, that all records 
management requirements are met, and that questions asked by the ICE Privacy Office and 
other offices are answered in a timely fashion. 

(End of Clause) 
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8.0 APPENDIX A - List of Acronyms

[DHS |DeparmentofHomelandSecuriy |
EE
[DSO Designated SehoolOil |
[FB Federal Bureauof vegan |
 —

[BIS inerageneyBorder inspectionSysem |

I —

rr —

[MOU MemorandumofUnderstanding |
[IPS NumericallyIncgrtedProfilingSym |
[NSEERS |NationaSecuryEnryExitRegionSystem |

[OMB [OfficeofManagementandBadger |
[DSO PrincipalDesignatedSehoorOffa |

”
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8.0 APPENDIX A - List of Acronyms 

ADIS Arrival Departure Information System 
AFSP Alien Flight Student Program 
ARO Alternate Responsible Officer 
API Advance Passenger Information 
APIS Advance Passenger Information System 
BTS Border and Transportation Security 
CBP Customs and Border Protection 
CEU Compliance Enforcement Unit 
CFR Code of Federal Regulations 
CIS Citizenship and Immigration Services 
CLAIMS 3 Computer Linked Applications Information Management System 
CCD Consular Consolidated Database 
COTS Commercial Off The Shelf 
COR Contracting Officer's Representative 
CRU Case Resolution Unit 
DHS Department of Homeland Security 
DOB Date of Birth 
DoJ Department of Justice 
DoS Department of State 
DSO Designated School Official 
ELMS Electronic Library Management System 
FBI Federal Bureau of Investigation 
FTP File Transfer Protocol 
HQ Headquarters 
IBIS Interagency Border Inspection System 
IAAT Information Assurance Awareness Training 
ICE Immigration and Customs Enforcement 
ID Identifier 
IIRIRA Illegal Immigration Reform and Immigrant Responsibility Act 
INA Immigration and Nationality Act 
Intel Intelligence 
ISS Information System Support 
!TARS I-17 Tracking and Reporting Systems 
LPR Lawful Permanent Resident 
MOU Memorandum of Understanding 
NHS Nonimmigrant Information System 
NIPS Numerically Integrated Profiling System 
NIV Nonimmigrant Visa 
NSEERS National Security Entry Exit Registration System 
NTE Not to Exceed 
O&M Operations and Maintenance 
0MB Office of Management and Budget 
PA Privacy Act 
PDSO Principal Designated School Official 
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[Pi PersonallyIdentifiableInformation

[POE TPortofby

[RO [ResponsibleOfficer
[RPO [RecoveryPointObjective~~|
[RTO [RecoveryTimeObjective |

[SORN" SystemofRecordsNotice |

[Us [UwiedStwes |
USA Uniting and Strengthening America by Providing Appropriate
PATRIOT | Tools Required to Interrupt and Obstruct Terrorism Act
ACT
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PIA Privacy Impact Assessment 
PICS Password Issuance Control System 
PII Personally Identifiable Information 
Pub. L. Public Law 
POE Port of Entry 
PRIV ICE Privacy Office 
PTA Privacy Threshold Analysis 
RO Responsible Officer 
RPO Recovery Point Objective 
RTO Recovery Time Objective 
SCR System Change Requests 
SBU Sensitive But Unclassified 
SEVIS Student and Exchange Visitor Information System 
SEVP Student and Exchange Visitor Program 
SLM System Lifecvcle Management 
SORN System of Records Notice 
SSA Social Security Administration 
SSN Social Security Number 
TSA Transportation Security Administration 
U.S. United States 
USA Uniting and Strengthening America by Providing Appropriate 
PATRIOT Tools Required to Interrupt and Obstruct Terrorism Act 
ACT 
US-VISIT United States Visitor and Immigrant Status Indicator Technolo2:v 
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016

ATTACHMENT 2

BPA PRICING TEMPLATE

©
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016 

ATTACHMENT 2 

BPA PRICING TEMPLATE 
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70CMSD18000000016
Attachment2 BPA Pricing Template

1."Tab 1. Overall Estimate" is an autofil Tab, no Contractor input required.

2.Tab 2 Summary”, is an autofil Tab, no Contractor input requir.

3."Tab 3 CTCEU Support - FFP", Contractor input required in white columns only.

4."Tab 4 - CTCEU Surge - FP", Contractor input required in white columns only.

5."Tab 5- CTCEU Travel", No Contractor input required.

6.Tab 6 -VSP Support - FFP", Contractor input required in white columns only.

7.Tab 7 VSP Surge- FFP", Contractor input required in white columns only.

8."Tab 8 -VSP Travel", No Contractor input required.

a
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70CMSD18Q00000016 

Attachment 2 - BPA Pricing Template 

1. "Tab 1- Overall Estimate" is an autofill Tab, no Contractor input required. 

2. "Tab 2 - Summary", is an autofill Tab, no Contractor input required. 

3. "Tab 3 - CTCEU Support - FFP", Contractor input required in white columns only. 

4. "Tab 4 - CTCEU Surge - FFP", Contractor input required in white columns only. 

5. "Tab 5 - CTCEU Travel", No Contractor input required. 

6. "Tab 6 - VSP Support - FFP", Contractor input required in white columns only. 

7. "Tab 7 - VSP Surge - FFP", Contractor input required in white columns only. 

8. "Tab 8 - VSP Travel", No Contractor input required. 
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ATTACHMENT 2 - BPA PRICING TEMPLATE 
OVERALL ESTIMATE 

CONTRACT LINE ITEM 
NUMBER (CLIN) DESCRIPTION TOTAL AMOUNT 

BASE YEAR 

0001 Support Services - (FFP) $ b)(4) 

0002 Surge - (FFP) $ 
Travel - Time and Material (T&M) 

0003 Not To Exceed (NTE) $ 
TOTAL $ 

OPTION YEAR 1 

1001 Support Services - (FFP) $ 
1002 Surge - (FFP) $ 

Travel - Time and Material (T&M) 
1003 Not To Exceed (NTE) $ 

TOTAL $ 

OPTION YEAR 2 

2001 Support Services - (FFP) $ 
2002 Surge - (FFP) $ 

Travel - Time and Material (T&M) 
2003 Not To Exceed (NTE) $ 

TOTAL $ 

OPTION YEAR 3 

3001 Suooort Services - (FPP) $ 
3002 Surge - (FFP) $ 

Travel - Time and Material (T&M) 
3003 Not To Exceed (NTE) $ 

TOTAL $ 

OPTION YEAR 4 

4001 Suoport Services - (FFP) $ 
4002 Surge - (FFP) $ 

Travel - Time and Material (T&M) 
4003 Not To Exceed (NTE) $ 

TOTAL $ 

TOTAL ESTIMATE $ 375,000.00 
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ATTACHMENT 2 • BPA PRICING TEMPLATE 
SUMMARY 

BASE YEAR OPTION YEAR 1 OPTION YEAR 2 OPTION YEAR 3 OPTION YEAR 4 TOTALS 

Description Total Descrlntlon Total Description Total Description Total Description Total Contract Line Item Number (CLINl Tota.I 
CTCEU SUPPORT (FFPl $ CTCEU SUPPORT fFFPl $ - CTCEU SUPPORT fFFPl s - CTCEU SUPPORT fFFPl $ - CTCEUSUPPORT(FFPl $ - CTCEU SUPPORT fFFPl $ -
CTCEU SURGE fffP) 

bH) 
CTCEU SURGE fffPl CTCEU SURGE fffPl CTCEU SURGE fffPl CTCEU SURGE fffP) CTCF.U SURGE ffFP) $ $ (C )(4) s - $ - $ (b)(4) $ -

CTCEU TRAVEL n&Ml- NOT TO EXCEED fNTE'I $ CTCEU TRAVEL fT&Ml- NOT TO EXCEED fNTEl $ CTCEU TRAVEL fT&Ml- NOT TO EXCEED fNTEl $ (b:•(~:, CTCEU TRAVEL fT&Ml- NOTTO EXCEED fNTEl $ ,:IJ)(4) CTCEU TRAVEL fT&Ml- NOT TO EXCEED fNTEl $ CTCEU TRAVEL fT &Ml- NOT TO EXCEED fNTEl $ :){4) 

BASE VEAR TOTAL- CTCEU $ OPTION YEAR 1 TOTAL- CTCEU $ OPTION VEAR 2 TOTAL - CTCEU $ OPTION YEAR 3 TOTAL- CTCEU $ OPTION VEAR 4 TOTAL- CTCEU $ TOTAL- CTCEU $ 

VSP [FFP) $ VSP [FfP) $ VSP [FfP) VSP [ffP) $ VSP [FFP) $ VSP fFFP) $ 
VSP SURGE fFFP) $ VSP SURGE (FFPl $ VSP SURGE (FFPl VSP SURGE fFFPl $ VSP SURGE 1a.-fPl $ VSP SURGE fFFPl $ 
VSP TRAVEL (T&M)- NOT TO EXCEED (NTE) $ VSP TRAVEL (T&M)- NOT TO EXCEED fNTE) $ VSPTRAVEL [T&M)- NOTTO EXCEED [NTE) $ VSPTRAVEL (T&M)- NOT TO EXCEED fNTE) $ VSP TRAVEL (T&M)- NOTTO EXCEED fNTE) $ VSP TRAVEL (T&M)- NOT TO EXCEED fNTEl $ 

BASE YEAR TOTAL- VSP $ OPTION YEAR 1 TOT AL - VSP $ OPTION YEAR 2 TOTAL- VSP $ OPTION YEAR 3 TOTAL-VSP $ OPTION YEAR 4 TOTAL- VSP $ TOTAL-VSP $ 

BASE YEAR SUPPORT TOT At (FFP) $ OPTION YEAR 1 SUPPORT TOTAL (FFPl $ OPTION YEAR 2 SUPPORT TOTAL (FFPl OPTION YEAR 3 SUPPORT TOTAL (FFPl $ OPTION YEAR 4 SUPPORT TOTAL (FFPl $ TOTALSUPPORT1~FPl $ 
BASE YEAR SURGE TOTAL (FFP) $ OPTION YEAR 1 SURGE TOTAL (FFP) $ OPTION YEAR 2 SURGE TOTAL (FFP) OPTION YEAR 3 SURGE TOTAL (FFP) $ OPTION YEAR 4 SURGE TOTAL fFFP} $ TOTALSURGE(FFP) $ 
BASE YEAR TOTAL TRAVEL fT&Ml- NOT TO EXCEED fNTEl $ OPTION YEAR 1 TOTAL-TRAVEL (T&Ml- NOT TO EXCEED fNTEl $ OPTION YEAR 2 TOTAL-TRAVEL (T&Ml- NOTTO EXCEED fNTEl $ OPTION YEAR 3 TOTAL-TRAVEL (T&Ml- NOT TO EXCEED fNTEl $ OPTION YEAR 4 TOTAL· TRAVEL n&Ml- NOT TO EXCEED fNTEl $ TOTAL TRAVEL n &Ml- NOT TO EXCEED fNTEl $ 

BASE YEAR TOTAL $ 75,000.00 OPTION YEAR 1 TOTAL $ 75,000.00 OPTION YEAR 2 TOTAL $ 75,000.00 OPTION YEAR 3 TOTAL $ 75,000.00 OPTION YEAR 4 TOTAL $ 75,000.00 TOTAL $ 375 000.00 
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nara
LABOR CATEGORY 

Base Period (12 Months) OY1 (12 Months) OY2 (12 Months) DY 3 (12 Months) OY4 (12 Months) 
TOTAL 

CLIN0001 CLIN 1001 CLIN 2001 CLIN 3001 CLIN4001 
Hrs Per Month 160.0 # of Months 12.00 Hrs ?er Month 160.0 #ofMonths lZ.00 Hrs Per Month 160.0 # of Months lZ.00 Hrs Per Month 160.0 # of Months 12.00 Hrs Per Month 160.0 it of Months 12.00 58.0 

Ra,e Discount % 
FTEs Hours Cost Rate 

Discount % 
FTEs Hours Cost Rate 

Discou.nt % 
FTEs Hours Cost Rate 

Discount % 
FTEs Hours Cost Rate 

Discount % 
FTEs Hours Cost Hours Cos, 

Rate Discount Rate Discount Rate Discount Rate Discount Rate Discount 
Program Manager· Key (Oversight of both VSP & CTCEU Ops) ·TS· TS/SCI $ $ - b}i4} $ - s - $ - b}(4} $ - $ s - b)(t) $ - $ - s - (b}(4} $ - $ - s - (t}(4} $ 
CTCEU Project Manager - Key - TS - TS/SCI $ - $ - $ - $ - s - $ - $ - s - $ - $ - s - $ - $ - s - $ 

CTCEU Deputy Project Manager· Key - TS- TS/SCI $ $ - $ - $ - $ - $ - $ s - $ - $ - s - $ - $ - s - $ -

CTCEU Senior Task Lead· Key - TS - TS/SCI $ - $ - $ - s - $ - s - s - $ - $ - s - s - $ - $ s - $ -
CTCEU Task Lead - TS - TS/SCI $ $ - $ - $ - $ $ - $ $ - $ - s $ - $ - $ s - $ 
CTCEU Statistical Data Analyst- Eligible For TS $ $ - $ - $ - $ $ - $ s - $ - s - $ - $ - $ s - $ 
CTCEU Administrative (Intelligence) Analysts Senior· TS· TS/SCI $ - $ - $ - $ - $ - $ - $ s - $ - $ - $ - $ - $ s - $ 
CTCEU Administrative (Intelligence) Analysts Midlevel - TS- TS/SCI $ - $ - $ - $ - s s - $ - s - $ - s - s - $ - $ - s - $ 

--·-- -·--·--·-- -·--·--·--·-- -·--·--·--·---·-·-

CTCEU Administrative (Intelligence) Analysts Junior - TS - TS/SCI $ - $ - $ - s - s - s - $ - s - $ - s - $ - $ - $ - s - $ 
(CTCEU Administrati\le [lntelli2ence) Analysl5 Junior - Eli,cible For TS $ - $ - $ - $ - s - s - s - s - $ - s - s - $ - s s - $ -
Subtotal s . $ . $ . $ . i1b}(4} I - 1,335,360.00 $ -
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LABOR CATEGORY 
Base Period (12 Months) OY1 (12 Months) OY2 (12 Months) OY 3 (12 Months) OY4 (12 Months) 

TOTAL 
CLIN0002 CLIN 1002 CLIN2002 CLIN3002 CLIN4002 

Rate 
Discount I Dis!unt I Hours I Cost Rate 

Discount % 
Hours Cost Rate 

Discount 
Dis!unt I Hours I Cost Rate 

Discount % I Hours I Cost Rate 
Discount % I Hours I Cost Hours Cost 

Rate Rate Discount Rate Rate (b}(4} Rate Discount 
Program Manager· Key (Oversight of both VSP & CTCEU Ops)· TS· TS/SCI $ - $ - (b}(4} - $ - s - b}(4} - s - $ - b}(7}(C}; (b}(4} - $ - s - s - $ - $ - b}(4} - (b}(4} s -
CTCEU Project Manager - Key - TS - TS/SCI $ - $ - - $ - s - - s - s - - $ - s - $ - $ - $ - - s -
CTCEU Deputy Project Manager - Key- TS - TS/SCI $ - $ - - $ - s - - s - $ - - $ - s - $ - $ - $ - - s -
CTCEU Senior Task Lead· Key· TS· TS/SCI $ - $ - - $ - $ - - s - $ - - $ - $ - $ - $ - $ - - s -
CTCEU Task Lead - TS - TS/SCI $ - $ - - $ - s - - s - $ - - s - s - $ - $ - $ - - s -- -
CTCEU Statistical Data Analyst· Eligible For TS $ - $ - - $ - s - - s - $ - - s - s - s - $ - $ - - $ ----------------------·------------
CTCEU Administrative (Intelligence) Analysts Senior -TS -TS/SCI $ - $ - - $ - s - - s - s - - $ - s - s - $ - s - - s --
CTCEU Administrative (Intelligence) Analysts Midlevel ·TS· TS/SCI $ - $ - - $ - s - - $ - s - - s - s - $ - $ - $ - - s -
CTCEU Administrative (Intelligence) Analysts Junior• TS• TS/SCI $ - $ - - $ - s - - $ - s - - $ - s - $ - $ - $ - - s -
CTCEU Administrative (Intelligence) Analysts Junior· Eligible For TS $ - $ - - $ - s - - s - s - - s - s - s - $ - $ - - s -
Subtotal - - s - - $ -
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TRAVEL

[TRAVEL-NOTTOEXCEED
[BasePeriod-12 Months.

cost
[rae —Ts |

0s
I
[sustorAL"s |

[TRAVEL-NOTTOEXCEED
(OY1-12Months

Cost
I

0s

[ustorA"s|

[TRAVEL-NOTTOEXCEED
(OY2-12Months.

Cost
CT

EE
EE

(uevora"s|

[TRAVEL-NOTTOEXCEED
(OY3-12 Months.

Cost
I
EE

EE
(uevoraL"s|

[TRAVEL-NOTTOEXCEED
(OY 4-12 Months.

Cost
[rae —7s |

1
EE

[susTorAL“s |

“
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TRAVEL 

TRAVEL- NOT TO EXCEED 
Base Period - 12 Months 

Cost 

Travel $ 
(b)(4) 

$ 
$ 

SUBTOTAL $ 

TRAVEL- NOT TO EXCEED 
OY1 - 12 Months 

Cost 

Travel $ 
$ 
$ 

SUBTOTAL $ 

TRAVEL- NOT TO EXCEED 
OY 2 -12 Months 

Cost 

Travel $ 
$ 
$ 

SUBTOTAL $ 

TRAVEL- NOT TO EXCEED 
OY 3 - 12 Months 

Cost 
Travel $ 

$ 
$ 

SUBTOTAL $ 

TRAVEL - NOT TO EXCEED 
OY 4-12 Months 

Cost 

Travel $ 
$ 
$ 

SUBTOTAL $ 
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LABOR CATEGORY 
Base Period (12 Months] OYl (12 Months] OY2 (12 Months] OY 3 (12 Months] OY4 (12 Months] 

TOTAL 
CLIN 0001 CLIN 1001 CLIN2001 CLIN 3001 CLIN 4001 

Hrs Per Month 160.0 # of Months 12.00 Hrs Per Month 160.0 # of Months 12.00 Hrs Per Month 160.0 # of Months 12.00 Hrs Per Month 160.0 # of Months 12.00 Hrs Per Month 160.0 # of Months 12.00 # of Months 60.0 

Rate 
Discount % FTEs Hours Cost Rate 

Discount % FTEs Hours Cost Rate 
Discount % FTEs Hours Cost Rate 

Discount % FTEs Hours Cost Rate 
Discount % FTEs Hours Cost Hours Cost 

Rate Discount Rate Discount Rate Discount Rate Discount Rate Discount 

!!~~ram Manager· Key (Oversight of both VSP & CTCEU Ops} - TS - TS/SCI l - $ - (b}(4} $ - l - $ - (b}(~} l - s - s - b}(4} $ - s - $ - b}(4} $ - $ - $ - (b}(4) $ - (b}(4} $ -
VSP Project Manager - Key - TS - TS/SCI l - $ - $ - $ - $ - s - s - l - $ - s - $ - $ - $ - $ - $ - $ --
VSP Deputy Project Manager· Key· TS· TS/SCI l - $ - $ - $ - $ - $ - s - s - $ - s - $ - $ - $ - $ - $ - $ -
VSP Senior Task Lead - Key- TS - TS/SCI $ - $ - $ - $ - $ - $ - $ - l - $ - $ - $ - $ - $ - $ - $ - $ -
VSP Task Lead· TS· TS/SCI $ - $ - $ - $ - $ - $ - $ - $ - $ - $ - $ - $ - $ - $ - $ - $ -
VSP Statistical Data Analyst· TS· TS/SCI $ - $ - $ - l - l - $ - l - $ - $ - s - $ - $ - $ - s - $ - $ -
VSP Administrative (Intelligence) Analysts Senior· TS· TS/SCI $ - $ - $ - $ - $ - $ - l - $ - $ - $ - $ - $ - $ - $ - $ - $ 
VSP Administrative (Intelligence) Analysts Midi eve I - TS• TS/SCI I - $ - $ - $ - l - $ - l - $ - s - $ - $ - $ - $ - $ - $ - $ 
VSPAdministrative (Intelligence) Analysts Junior· TS· TS/SCI $ - $ - $ - l - $ - $ - l - $ - $ - $ - $ - $ - $ - $ - $ - $ -
Subtotal s - s - s . s - $ - 534,720.00 $ -
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LABOR CATEGORY 

Base Period (12 Months) OYl (12 Months) OY2 (12 Months) OY 3 (12 Months) OY4 (12 Months) 
TOTAL 

CLIN0002 CLIN 1002 CLIN 2002 CLIN 3002 CLIN 4001 

Rate 
Discount % I Hours Cost Rate 

Discount % Hours Cost Rate 
Discount % Hours Cost Rate 

Discount % Hours Cost Rate 
Discount % I Hours Cost Hours Cost 

Rate Discount Rate Discount Rate Discount Rate Discount Rate Discount 
Program Manager· Key (Oversight of both VSP & CTCEU Ops) ·TS· TS/SCI $ . $ . (b}(4} $ . $ . $ . (b}(4} $ . $ . $ . b}(4} $ . $ . $ . (b}(4} $ . $ . $ . (b}(4} $ . (b}(4} $ . 

VSP Project Manager - Key - TS - TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

VSP Deputy Project Manager- Key - TS - TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

VSP Senior Task Lead - Key- TS - TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

VSP Task Lead· TS· TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

VSP Statistical Data Analyst- TS - TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 
. 

VSP Administrative {Intelligence} Analysts Senior• TS• TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

VSP Administrative (Intelligence) Analysts Midlevel •TS• TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

VSP Administrative (Intelligence) Analysts Junior- TS - TS/SCI $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . $ . 

Subtotal $ . $ . $ . $ . $ . 30,000.00 $ . 
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TRAVEL

[TRAVEL-NOTTOEXCEED
[BasePeriod-12 Months.

Cost
[ae Ts— P

ss 1
I
fustoraL"s |

[TRAVEL-NOTTOEXCEED
(OY1-12Months

Cost

1
Es1
(ustoraL"s

[TRAVEL-NOTTOEXCEED
(OY2-12Months.

Cost
fae—Ts

ss 1
I
(ustorAL"s|

[TRAVEL-NOTTOEXCEED
(OY3-12 Months.

Cost

1
EE
(ustorAL"s|

[TRAVEL-NOTTOEXCEED
(OY 4-12 Months.

Cost
[rae 7s |

1

lustoraL“s |

@
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TRAVEL 

TRAVEL- NOT TO EXCEED 
Base Period - 12 Months 

Cost 

Travel $ (b)(4) 

$ 
$ 

SUBTOTAL $ 

TRAVEL- NOT TO EXCEED 
OY1 - 12 Months 

Cost 

Travel $ 
$ 
$ 

SUBTOTAL $ 

TRAVEL- NOT TO EXCEED 
OY 2 -12 Months 

Cost 

Travel $ 
$ 
$ 

SUBTOTAL $ 

TRAVEL- NOT TO EXCEED 
OY 3 - 12 Months 

Cost 
Travel $ 

$ 
$ 

SUBTOTAL $ 

TRAVEL - NOT TO EXCEED 
OY 4-12 Months 

Cost 

Travel $ 
$ 
$ 

SUBTOTAL $ 
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Arsh US. DepartmentofHomanScart 015)Taming Cons ft of he Aegon meget O10)Ris ocksDIgoomoots mcrnd persons Spr Dolla 05D)

A@7) US. Immigration
R=) and Customs

7 Enforcement

TERMS AND CONDITIONS

1. BLANKET PURCHASE AGREEMENT (BPA)

11 Blanket Purchase Agreement

In the spirit of the Federal Acquisition Streamlining Act, the Department of Homeland Security and

(Insert Contractor's Name)

enter into a Blanket Purchase Agreement (BPA) to support the U.S. Department of Homeland Security (DHS),
Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National Security
Investigation Division (NSID), Visa Security Program (VSP) and Counter-Terrorism and Criminal Exploitation
Unit (CTCEU).The intent is to acquire Visa Lifecycle Vetting Initiative (VLVI) support services through the
General Services Administration (GSA) Federal Supply Schedule (FSS) 00CORP, Profession Services Schedule

(PSS). The following Special Item Number (SIN) applicable to the Contractor's GSA FSS contract shall be
included in the BPA:

874-1 Integrated Consulting Services

Note: The terms Quoter, Contractor, and BPA Holder are used interchangeably in this agreement.

Signatures:

DHS/ICE Investigations and Operations Support Dallas (I0SD) BPA Contracting Officer

TPrmcdName  10SDTWle  Sgnawe Dac

Contractor

Printed Name Company Title Signature Date

"
2022401100038 1201

Attachment 3 U.S. Department of Homeland Security (DHS) 
Terms and Conditions 
RFQ# 70CMSD 18QOOOO00 16 

Office of the Acquisition Management (OAQ) 
Investigations and Operations Support Dallas (IOSD) 
7701 N. Stemmons Freeway, Suite 300, Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

TERMS AND CONDITIONS 

1. BLANKET PURCHASE AGREEMENT (BPA) 

1.1 Blanket Purchase Agreement 

In the spirit of the Federal Acquisition Streamlining Act, the Department of Homeland Security and 

(Insert Contractor's Name) 

enter into a Blanket Purchase Agreement (BPA) to support the U.S. Department of Homeland Security (DHS), 
Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National Security 
Investigation Division (NSID), Visa Security Program (VSP) and Counter-Ten-orism and Criminal Exploitation 
Unit (CTCEU).The intent is to acquire Visa Lifecycle Vetting Initiative (VLVI) support services through the 
General Services Administration (GSA) Federal Supply Schedule (FSS) 00CORP, Profession Services Schedule 
(PSS). The following Special Item Number (SIN) applicable to the Contractor's GSA FSS contract shall be 
included in the BP A: 

874-1 Integrated Consulting Services 

Note: The terms Quoter, Contractor, and BPA Holder are used interchangeably in this agreement. 

Signatures: 

DHSIICE Investigations and Operations Support Dallas (IOSD) BPA Contracting Officer 

Printed Name IOSD Title Signature Date 

Contractor 

Printed Name Company Title Signature Date 

2022-ICLl-00038 1201 
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2. BPA TERMS AND CONDITIONS

‘This section presents the general requirements applicable to the Blanket Purchase Agreement (BPA)
Contractor(s).

tis the responsibility of the Contractor to notify the BPA Contracting Officer of GSA Schedule price changes
affecting line items and services listed in this BPA prior to awardof any Order. Discounts shall be in termsof a
flat percentage to be applied against the GSA Schedule price for the product or service. If discounts are
conditional on a given dollar volume or other condition. the Contractors” assumptions applicable to each
conditional discount must be clearly stated. Contractors are strongly encouraged to offer further price reductions
in accordance with their commercial practice. The BPA Pricing Schedule shall include all supplies and services
included in the scope of this BPA, with the proposed discounts applied. With the exceptionof labor hour rates,
prices shall not escalate and are not subject to upward adjustment during the term of the BPA. All Orders are.
subject to the terms and conditions of the underlying GSA contract and to the additional terms and conditions
provided within this Blanket Purchase Agreement.

21 Scope of Services

The following supplies and services can be ordered under this BPA:

Visa Lifecycle Support Services (VLVI)

22 Types of Orders

This BPA provides for Firm Fixed Priced (FFP) orders.

23 BPA Volume

‘The Government estimates, but does not guarantee that the volumeof purchases under the BPA will be
approximately S. overaone (1) year base and four (4) one (1) year options. The Goverment is
obligated only to the extent of authorized purchases actually made under this BPA. There is no minimum order
‘guarantee.

24 Obligation

“This BPA does not obligate any funds. The individual Orders placed against the BPA will obligate funds.

25 Referenced Federal Acquisition Regulation (FAR) and Homeland Security Acquisition Regulation
(HSAR) Clauses/Provisions

‘The Contractor's General Services Administration (GSA) Federal Supply Schedule 70 Information Technology
contract clauses are incorporated into this BPA. In addition, al clauses referenced below are applicableto the.
resulting BPA and all Orders unless otherwise stated.

”
20221CLI-00038 1202

2. BPA TERMS AND CONDITIONS 

This section presents the general requirements applicable to the Blanket Purchase Agreement (BPA) 
Contractor(s ). 

It is the responsibility of the Contractor to notify the BPA Contracting Officer of GSA Schedule price changes 
affecting line items and services listed in this BPA prior to award of any Order. Discounts shall be in terms of a 
flat percentage to be applied against the GSA Schedule plice for the product or service. If discounts are 
conditional on a given dollar volume or other condition, the Contractors' assumptions applicable to each 
conditional discount must be clearly stated. Contractors are strongly encouraged to offer further price reductions 
in accordance with their commercial practice. The BP A Pricing Schedule shall include all supplies and services 
included in the scope of this BP A, with the proposed discounts applied. With the exception of labor hour rates, 
prices shall not escalate and are not subject to upward adjustment: during the term of the BPA. All Orders are 
subject to the terms and conditions of the underlying GSA contract and to the additional terms and conditions 
provided within this Blanket Purchase Agreement. 

2.1 Scope of Services 

The following supplies and services can be ordered under this BP A: 

Visa Lifecycle Support Services (VLVI) 

2.2 Types of Orders 

This BP A provides for Firm Fixed Priced (FFP) orders. 

2.3 BPA Volume 

The Government estimates, but does not guarantee that the volume of purchases under the BPA will be 
approximately$ ____ over a one (1) year base and four (4) one (1) year options. The Government is 
obligated only to the extent of authorized purchases actually made under this BP A. There is no minimum order 
guarantee. 

2.4 Obligation 

This BPA does not obligate any funds. The individual Orders placed against the BPA will obligate funds. 

2.5 Referenced Federal Acquisition Regulation (FAR) and Homeland Security Acquisition Regulation 
(HSAR) Clauses/Provisions 

The Contractor's General Services Administration (GSA) Federal Supply Schedule 70 Information Technology 
contract clauses are incorporated into this BPA. In addition, all clauses referenced below are applicable to the 
resulting BP A and all Orders unless otherwise stated. 
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A. CONTRACT CLAUSES INCORPORATED BY REFERENCE

52.252-2 Clauses Incorporated by Reference (Feb 1998)

‘This contract incorporates one or more clauses by reference, with the same force and effect asif they were
given in full text. Upon request, the Contracting Officer will make their ful text available. Also, the full ext of
a clause may be accessed electronically at thisthese address(es):
FAR: http:/farsite hilLaf.mil/vffarahim
HSAR: hitp:/fasite hill af mil vfhsara him

Federal Acquisition Regulation (FAR) Clauses/ Provisions

52203-17 | Contractor Employee Whistleblower Rights and Requirement to | Apr 2014
Inform Employeesof Whistleblower Rights

Security Requirements. Aug 1996

522049 | Personal Identity Verification of Contractor Personnel Jan 2011

52209-10 | Prohibition on Contracting With Inverted Domestic Corporations |Nov 2015

Unenforceability of Unauthorized Obligations Jun 2013

‘Homeland Security Acquisition Regulation (HSAR) Clauses/Provisions

Clause Title Date
3052-20570| Advertisements, Publicizing Awards, And Releases Sep2012

3052.242-72 | ContractingOfficer's Technical Representative

B. FAR CLAUSES INCORPORATED IN FULL TEXT

FAR 52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive Orders --
Commercial Items (Nov 2017)

(@) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitionsofcommercial items:

n
2022101100038 1203

A. CONTRACT CLAUSES IN CORPORA TED BY REFERENCE 

52.252-2 Clauses Incorporated by Reference (Feb 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were 
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of 
a clause may be accessed electronically at this/these address(es): 
FAR: http://farsite.hill.af.mil/vffara.htm 
HSAR: http://farsite.hill.af.mil/vfhsara.htm 

Federal Acquisition Regulation (FAR) Clauses / Provisions 

Clause Title 

52.203-17 Contractor Employee Whistleblower Rights and Requirement to 
Inform Employees of Whistleblower Rights 

52.204-2 Security Requirements 

52.204-9 Personal Identity Verification of Contractor Personnel 

52.209-10 Prohibition on Contracting With Inverted Domestic Corporations 

52.212-4 Contract Terms and Conditions-Commercial Items 

52.222-50 Combating Trafficking in Persons 

52.224-1 Privacy Act Notification 

52.224-2 Privacy Act 

52.232-39 Unenforceability of Unauthorized Obligations 

Date 

Apr 2014 

Aug 1996 

Jan 2011 

Nov 2015 

Jan 2017 

Mar 2015 

Apr 1984 

Apr 1984 

Jun 2013 

Homeland Security Acquisition Regulation (HSAR) Clauses / Provisions 

Clause Title Date 

3052-205-70 Advertisements, Publicizing Awards, And Releases Sep 2012 

3052.242- 72 Contracting Officer's Technical Representative Dec 2003 

B. FAR CLAUSES INCORPORATED IN FULL TEXT 

FAR 52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive Orders --
Commercial Items (Nov 2017) 

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 
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(1) 52.203-19, Prohibition on Requiring Certain Intemal Confidentiality Agreements or Statements (Jan
2017) (section 743 of Division E, Title VII,of the Consolidated and Further Continuing Appropriations
Act 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as
extended in continuing resolutions).

(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)

(3)52.233-3, Protest After Award (AUG 1996) (31 US.C. 3553).

(452.2334, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78
(19 US.C. 3805 note).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial tems:

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Altemate I
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 240).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

_(3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
(Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts fundedby the American Recovery and
Reinvestment Act of 2009).

X (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016)
(Pub. L. 109-282) (31 U.S.C. 6101 note).

_(5) [Reserved]

X (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of
Div.C).

_(7)52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016)
(Pub. L. 111-117, section 743ofDiv. ©).

X (8) 52.209-6, Protecting the Government” Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).

X (9) 52.2099, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013)
@1USC. 2313).

- 10) [Reserved]

_ (110) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a).

(ii) Altemate (Nov 2011) of 52.2193,

(12) 52.2194, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct
2014) if the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a).

2)
20221CLI-00038 1204

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations 
Act 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as 
extended in continuing resolutions)). 

(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) 

(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 

(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78 
(19 U.S.C. 3805 note)). 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders 
applicable to acquisitions of commercial items: 

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I 
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 

_ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 
(Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the American Recovery and 
Reinvestment Act of 2009). 

X ( 4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016) 
(Pub. L. 109-282) (31 U.S.C. 6101 note). 

_ (5) [Reserved] 

X (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of 
Div. C). 

_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) 
(Pub. L. 111-117, section 743 of Div. C). 

X (8) 52.209-6, Protecting the Government' Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note). 

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013) 
(41 U.S.C. 2313). 

_ (10) [Reserved] 

_ (1 l)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a). 

_ (ii) Alternate I (Nov 2011) of 52.219-3. 

_ (12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 
2014) (if the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a). 
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Gi) Altemate I (Jan 2011) of 52.2194.

_ (13) [Reserved]

_ (14) (i) 52.219-6, NoticeofTotal Small Business Aside (Nov 2011) (15 U.S.C. 644).

Gi) Altemate 1 (Nov 2011).

(ii) Alternate 11 (Nov 2011),

_ (15) (i) 52219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

Gi) Altemate 1(Oct 1995)of52.219-7.

Gil) Altemate Tf (Mar 2004)of 52.219-7.

X (16) 52219-8, Utilizationof Small Business Concerns (Nov 2016) (15 U.S.C. 637()2) and (3)).

X (17) () 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)4))

Gi) Altemate 1 (Nov 2016) of 52.219-9.

(il) Altemate 11 (Nov 2016)of 52.219-9,

_ (iv) Aliemate ITI (Nov 2016)of 52.219-9.

_ (18) 52.219-13, Notice ofSet-Asideof Orders (Nov 2011) (15 U.S.C. 644(1).

(19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).

X (20) 52219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 637(@)@)(F)().

_ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15
US.C.657h,

X (22) 52219-28, Post Award Small Business Program Representation (Jul 2013) (15 U.S.C. 632@)(2)),

_(23)52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged
Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).

_ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business
Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)).

X (25) 52222-3, Convict Labor (June 2003) (EO. 11755)

X (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) (EO. 13126).

X (27) 52222-21, Prohibition of Segregated Facilities (Apr 2015).

X (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).
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_ (ii) Alternate I (Jan 2011) of 52.219-4. 

_ (13) [Reserved] 

_ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644). 

_ (ii) Alternate I (Nov 2011). 

_ (iii) Alternate II (Nov 2011). 

_ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 

_ (ii) Alternate I (Oct 1995) of 52.219-7. 

_ (iii) Alternate II (Mar 2004) of 52.219-7. 

X (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)). 

X (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)) 

_ (ii) Alternate I (Nov 2016) of 52.219-9. 

_ (iii) Alternate II (Nov 2016) of 52.219-9. 

_ (iv) Alternate III (Nov 2016) of 52.219-9. 

_ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 

_ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)). 

X (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)). 

_ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15 
U.S.C. 657f). 

X (22) 52.219-28, Post Award Small Business Program Representation (Jul 2013) (15 U.S.C. 632(a)(2)). 

_ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged 
Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 

_ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business 
Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)). 

X (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 

X (26) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Oct 2016) (E.O. 13126). 

X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

X (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 
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X (29) 52222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212)

X (30) 52.222-36, Affirmative Action for Workers with Disabilities (July 2014) (29 U.S.C. 793).

X (31) 52222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010)
(EO. 13496).

X (33) () 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O.
13627).

Gi) Alternate 1 (Mar 2015)of 52.222-50, (22 U.S.C. chapter 78 and EO. 13627)

X (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not
applicable to the acquisition of commercially available off-the-shelf tems or certain other types of
‘commercial items as prescribed in 22.1803.)

_(35)(§) 52.2239, Estimate ofPercentage of Recovered Material Content for EPA-Designated Items
(May 2008) (42 US.C. 6962()3)(A)i)). (Not applicable to the acquisition of commercially available
off-the-shelf items.)

(ii) Altemate T (May 2008)of 52.223-9 (42 U.S.C. 6962()2)(C)). (Not applicable to the acquisition of
commercially availableoff-the-shelf items.)

_(36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
(un 2016) (E.0.13693).

_ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air
Conditioners (Jun 2016) (EO. 13693).

_ (38) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) (E.0.s 13423
and 13514).

Gi) Altemate 1(Oct 2015)of52223-13,

(39) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 and
13514).

(Gi) Altemate T (Jun 2014)of 52.223-14.

(40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b).

_ (41) 52.223-16, Acquisition of EPEAT® Registered Personal Computer Products (Oct 2015) (EO.
13423 and 13514)

_ (ii) AlternateI (Jun 2014) of 52.223-16.

7
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X (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 

X (30) 52.222-36, Affirmative Action for Workers with Disabilities (July 2014) (29 U.S.C. 793). 

X (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) 
(E.O. 13496). 

X (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O. 
13627). 

_ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627). 

X (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not 
applicable to the acquisition of commercially available off-the-shelf items or certain other types of 
commercial items as prescribed in 22.1803.) 

_ (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items 
(May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available 
off-the-shelf items.) 

_ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 

_ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons 
(Jun 2016) (E.O.13693). 

_ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air 
Conditioners (Jun 2016) (E.O. 13693). 

_ (38) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) (E.O.s 13423 
and 13514). 

_ (ii) Alternate I (Oct 2015) of 52.223-13. 

(39) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 and 
13514). 

_ (ii) Alternate I (Jun 2014) of 52.223-14. 

(40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b). 

_ (41) 52.223-16, Acquisition ofEPEAT® -Registered Personal Computer Products (Oct 2015) (E.O.s 
13423 and 13514) 

_ (ii) Alternate I (Jun 2014) of 52.223-16. 
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X (42) 52223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011)
(EO. 13513).

_ (43) 52.23.20, Acrosols (Jun 2016) (EO. 13693).

(44) 52.2231, Foams (Jun 2016) (E.O. 13696).

X (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 5520).

(ii) Altemate I (Jan 2017) of 52.224-3.

46) 52.225-1, Buy American Act--Supplies (May 2014) (41 U.S.C. chapter 83).

_ (47) (i) 52.225-3, Buy American Act--Free Trade Agreements--Isracli Trade Act (May 2014) (41
US.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001
note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41,
112-42, and 112-43)

(Gi) Altemate T (May 2014)of 52.2253,

Gil) Altemate If (May 2014) of 52.2253.

_ (iv) Aliemate 111 (May 2014)of 52.225-3,

_ (48) 52.225-5, Trade Agreements (Feb 2016) (19 U.S.C. 2501, et seq. 19 U.S.C. 3301 note).

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (EO, proclamations, and
Statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

(50) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10
US.C. 2303 Note).

(51) 52.2264, NoticeofDisaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

(52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42
US.C. 5150)

(53) 52.232-29, Terms for Financingof Purchasesof Commercial Items (Feb 2002) (41 U.S.C. 4505,
10US.C. 2307(0).

_ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 US.C.
23070).

X (55) 2232-33, Payment by Electronic Funds Transfer— System for Award Management (Jul 2013)
G1USC 3332).

(56) 52.232-34, Payment by Electronic Funds Transfer— Other Than System for Award Management
Uul2013) G1 USC. 3332).

(57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).
”
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X (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011) 
(E.O. 13513). 

_ (43) 52.223.20, Aerosols (Jun 2016) (E.O. 13693). 

_ (44) 52.223.21, Foams (Jun 2016) (E.O. 13696). 

X (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 

_ (ii) Alternate I (Jan 2017) of 52.224-3. 

___Gfil_52.225-1, Buy American Act--Supplies (May 2014) (41 U.S.C. chapter 83). 

_ (47) (i) 52.225-3, Buy American Act--Free Trade Agreements--Israeli Trade Act (May 2014) (41 
U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 
note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 
112-42, and 112-43). 

_ (ii) Alternate I (May 2014) of 52.225-3. 

_ (iii) Alternate II (May 2014) of 52.225-3. 

_ (iv) Alternate ill (May 2014) of 52.225-3. 

_ (48) 52.225-5, Trade Agreements (Feb 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.'s, proclamations, and 
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury). 

_ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 
U.S.C. 2303 Note). 

_ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150). 

_ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 
u.s.c. 5150). 

_ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505, 
10 U.S.C. 2307(t)). 

_ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 U.S.C. 
2307(t)). 

X (55) 52.232-33, Payment by Electronic Funds Transfer- System for Award Management (Jul 2013) 
(31 u.s.c. 3332). 

_ (56) 52.232-34, Payment by Electronic Funds Transfer- Other Than System for Award Management 
(Jul 2013) (31 U.S.C. 3332). 

_ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 
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X (58) 52239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 5520).

X (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12))

_(60).(i) 52.247-64, Preference forPrivately Owned U.S -Flag Commercial Vessels (Feb 2006) (46
USC. Appx 1241(b) and 10 US.C. 2631).

Gi) Altemate 1 (Apr 2003) of 52.247-64.

(©) The Contractor shall comply with the FAR clauses in this paragraph (¢), applicable to commercial services,
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement
provisions of law or executive orders applicable to acquisitionsof commercial items:

X (1) 5222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495)

_(2)52.222:41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.).

_(3)52.222-42, Statementof Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41
US.C. chapter 67)

_(4)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards - Price Adjustment
(Multiple Year and Option Contracts) (May 2014) (29 U.5.C.206 and 41 U.S.C. chapter 67).

(5) 52.2224, Fair Labor Standards Act and Service Contract Labor Standards — Price Adjustment
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(6)52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U S.C.
chapter 67).

_(7)52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67).

_(8)52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015)

_(9)52.222-62, Paid Sick Leave Under Executive Order 13706 JAN 2017) (E.O. 13706).

(10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C.
1792).

_(11)52.237-11, Accepting and Dispensingof $1 Coin (Sep 2008) (31 U.S.C. S112(p)(1).

(@) Comptroller General Examination ofRecord The Contractor shall comply with the provisions of this
paragraph (d)if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller
General, shall have access to and right to examine any of the Contractor's directly pertinent records
involving transactions related to this contract.

n
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X (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 

X (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12)). 

_ (60)_(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 

_ (ii) Alternate I (Apr 2003) of 52.247-64. 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, 
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement 
provisions of law or executive orders applicable to acquisitions of commercial items: 

X (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495) 

_ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.). 

_ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 
U.S.C. chapter 67). 

_ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment 
(Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67). 

_ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment 
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 

_ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C. 
chapter 67). 

_ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67). 

_ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) 

_ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.0. 13706). 

_ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C. 
1792). 

_ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(l)). 

(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this 
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition 
threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller 
General, shall have access to and right to examine any of the Contractor's directly pertinent records 
involving transactions related to this contract. 
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(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this
‘contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the
other clauses of this contract. I this contract is completely or partially terminated, the records relating to
the work terminated shall be made available for 3 years after any resulting final termination settlement.
Records relating to appeals under the disputes clause or to litigation or the settlement ofclaims arising
under or relating to this contract shall be made available until such appeals, litigation, or claims are
finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
‘maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant
toa provision of law.

(©) (1) Notwithstanding the requirementsof the clauses in paragraphs (a), (b), (¢) and (d) of this clause,
the Contractor is not requiredto flow down any FAR clause, other than those in this paragraph (e)(1) in
a subcontract for commercial tems. Unless otherwise indicated below, the extentofthe flow down shall
be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017) (section 743ofDivision E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions).

(iii) 52.219-8, Utilizationof Small Business Concerns (Nov 2016) (15 U.S.C. 637()(2) and (3)),
in all subcontracts that offer further subcontracting opportunities.If the subcontract (except
subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities.

(iv) 52.222-17, Nondisplacementof Qualified Workers (May 2014) (E.0. 13495). Flow down
required in accordance with paragraph (1) of FAR clause 52.222-17.

(¥) 52.2221, Prohibition of Segregated Facilities (Apr 2015).

(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

(vii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).

(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec:
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
5222240.

(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67).
™
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(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and 
other evidence for examination, audit, or reproduction, until 3 years after final payment under this 
contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the 
other clauses of this contract. If this contract is completely or partially terminated, the records relating to 
the work terminated shall be made available for 3 years after any resulting final termination settlement. 
Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising 
under or relating to this contract shall be made available until such appeals, litigation, or claims are 
finally resolved. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and 
other data, regardless of type and regardless of form. This does not require the Contractor to create or 
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant 
to a provision of law. 

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this clause, 
the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(l) in 
a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall 
be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 

(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)), 
in all subcontracts that offer further subcontracting opportunities. If the subcontract (except 
subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any 
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer 
subcontracting opportunities. 

(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down 
required in accordance with paragraph (1) of FAR clause 52.222-17. 

(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 

(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 

(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 

(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 
52.222-40. 

(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67). 
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(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and
EO. 13627).

(B) Alternate I (Mar 2015)of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627).

(xi) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May
2014) (41 US.C. chapter 67.)

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67)

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706).

(xviii) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 5520).

(B) Alternate I (Jan 2017)of 52.224-3,

(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year
2008; 10 U.S.C. 2302 Note).

(xX) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42
U.S.C. 1792). Flow down required in accordance with paragraph (¢) of FAR clause 52.226-6.

(xxi) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46
US.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph
(@ of FAR clause 52.247-64

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal
number of additional clauses necessary to satisfy its contractual obligations.

(End of Clause)

FAR 52.2178 Option to Extend Services (Nov 1999)

‘The Government may require continued performanceof any services within the limits and at the rates specified
in the contract, These rates may be adjusted only as a result of revisions to prevailing labor rates provided by
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written
notice to the Contractor prior o task order expiration.

(End of Clause)
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(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and 
E.O. 13627). 

(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 

(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 
2014) (41 U.S.C. chapter 67.) 

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67) 

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. 0. 12989). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 

(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 

(xviii) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 

(B) Alternate I (Jan 2017) of 52.224-3. 

(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States 
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. 2302 Note). 

(xx) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 
U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6. 

(xxi) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph 
(d) of FAR clause 52.247-64 

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal 
number of additional clauses necessary to satisfy its contractual obligations. 

(End of Clause) 

FAR 52.217-8 Option to Extend Services (Nov 1999) 

The Government may require continued performance of any services within the limits and at the rates specified 
in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by 
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of 
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written 

notice to the Contractor prior to task order expiration. 

(End of Clause) 
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52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(@) The Goverment may extend the term of this contract by written notice to the Contractor prior to expiration
of the contract term; provided that the Government gives the Contractor a preliminary written noticeofits intent
to extend at least 15 days before the contract expires. The preliminary notice does not commit the Government to
an extension.

(b) Ifthe Government exercises this option, the extended contract shallbe considered to includethisoption clause.

(©) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5
years.

(End of Clause)

C.  HSAR CLAUSES INCORPORATED IN FULL TEXT

HSAR 305220471 Contractor Employee Access (SEP 2012)

@) Sensitive Information, as used in this clause, means any information, whichif lost, misused, disclosed, or,
without authorization is accessed, or modified, could adversely affect the national or homeland security interest,
the conduct of Federal programs, or the privacy to which individuals are entitled under section 552aof ttle 5,
United States Code (the Privacy Act), but which has not been specifically authorized under criteria established
by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland
security or foreign policy. This definition includes the following categories of information

(1) Protected Critical Infrastructure Information (PCID as set out in the Critical Infrastructure:
Information Actof 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCI Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations,
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSL” as
amended, and any supplementary guidance officially communicated by an authorized official of
the Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her designee);

(3) Information designated as “For Official Use Only.” which is unclassified information ofa
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to
the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures.

(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking
equipment, telecommunications equipment, cabling, network drives, computer drives, network software,
computer software, software programs, intranet sites, and internet sites.

on
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52.217-9 Option to Extend the Term of the Contract (Mar 2000) 

(a) The Government may extend the term of this contract by written notice to the Contractor prior to expiration 
of the contract term; provided that the Government gives the Contractor a preliminary written notice of its intent 
to extend at least 15 days before the contract expires. The preliminary notice does not commit the Government to 
an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5 
years. 

(End of Clause) 

C. HSAR CLAUSES INCORPORATED IN FULL TEXT 

HSAR 3052.204-71 Contractor Employee Access (SEP 2012) 

(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or, 
without authorization is accessed, or modified, could adversely affect the national or homeland security interest, 
the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, 
United States Code (the Privacy Act), but which has not been specifically authorized under cliteria established 
by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland 
security or foreign policy. This definition includes the following categories of information: 

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee); 

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee); 

(3) Information designated as "For Official Use Only," which is unclassified information of a 
sensitive natme and the unauthorized disclosure of which could adversely impact a person's 
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and 

(4) Any info1mation that is designated "sensitive" or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 

(b) "Information Technology Resources" include, but are not limited to, computer equipment, networking 
equipment, telecommunications equipment, cabling, network drives, computer drives, network software, 
computer software, software programs, intranet sites, and internet sites. 
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(©) Contractor employees working on this contract must complete such forms as may be necessary for security
orother reasons, including the conduct ofbackground investigations to determine suitability. Completed forms
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the
Contractor's employees shall be fingerprinted, or subject to other investigations as required. All Contractor
‘employees requiring recurring access to Goverment facilities or access to sensitive information or IT resources
are required to have a favorably adjudicated background investigation prior to commencing work on this
contract unless this requirement is waived under Departmental procedures.

(@ The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if
the Goverment deems their initial or continued employment contrary to the public interest for any reason,
including, but not limited to, carelessness, insubordination, incompetence, or security concerns.

(&) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not
disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the
Contracting Officer. For those Contractor employees authorized access to sensitive information, the Contractor
shall ensure that these persons receive training concerning the protection and disclosure of sensitive information
both during and after contract performance.

(9 The Contractor shall include the substanceof this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

(End of clause)

ALTERNATE I
(SEP 2012)

When the contract will require Contractor employees to have access to Information Technology (IT) resources,
add the following paragraphs:

(2) Before receiving access to IT resources under this contract the individual must receive a security briefing,
which the Contracting Officer's Technical Representative (COTR) will arrange, and complete any
nondisclosure agreement fumished by DHS.

(h) The Contractor shall have access only to those areas of DHS information technology resources explicitly
stated in this contract or approved by the COTR in writing as necessary for performance of the work under this
contract. Any attempts by Contractor personnel to gain access to any information technology resources not
expressly authorized by the statement of work, other terms and conditions in this contract, or as approved in
writing by the COTR, is strictly prohibited. In the event of violationofthis provision, DHS will take
appropriate actions with regard to the contract and the individual(s) involved.

(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual convenience
while the Contractor performs business for the DHS Component. It is nota right, a guarantee of access, a
condition of the contract, or Government Furnished Equipment (GFE).

(ij) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and save DHS
harmless from any unauthorized use and agrees not to request additional time or money under the contract for
any delays resulting from unauthorized use or access.

(k) Non-US. citizens shall not be authorized to acess or assist in the development, operation, management or
maintenance of Department IT systems under the contract, unless a waiver has been granted by the Head of the
Component or designee, with the concurrence of both the Department's Chief Security Officer (CSO) and the

a
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(c) Contractor employees working on this contract must complete such forms as may be necessary for security 
or other reasons, including the conduct of background investigations to determine suitability. Completed forms 
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the 
Contractor's employees shall be fingerprinted, or subject to other investigations as required. All Contractor 
employees requiring recmring access to Government facilities or access to sensitive information or IT resources 
are required to have a favorably adjudicated background investigation prior to commencing work on this 
contract unless this requirement is waived under Departmental procedures. 

(d) The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if 
the Government deems their initial or continued employment contrary to the public interest for any reason, 
including, but not limited to, carelessness, insubordination, incompetence, or security concerns. 

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not 
disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the 
Contracting Officer. For those Contractor employees authorized access to sensitive information, the Contractor 
shall ensure that these persons receive training concerning the protection and disclosure of sensitive information 
both during and after contract performance. 

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the 
subcontractor may have access to Government facilities, sensitive information, or resources. 

(End of clause) 

ALTERNATE I 
(SEP 2012) 

When the contract will require Contractor employees to have access to Information Technology (IT) resources, 
add the following paragraphs: 

(g) Before receiving access to IT resources under this contract the individual must receive a security briefing, 
which the Contracting Officer's Technical Representative (COTR) will arrange, and complete any 
nondisclosure agreement furnished by DHS. 

(h) The Contractor shall have access only to those areas of DHS information technology resources explicitly 
stated in this contract or approved by the COTR in writing as necessary for performance of the work under this 
contract. Any attempts by Contractor personnel to gain access to any information technology resources not 
expressly authorized by the statement of work, other terms and conditions in this contract, or as approved in 
writing by the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take 
appropriate actions with regard to the contract and the individual(s) involved. 

(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual convenience 
while the Contractor performs business for the DHS Component. It is not a right, a guarantee of access, a 
condition of the contract, or Government Furnished Equipment (GFE). 

(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and save DHS 
harmless from any unauthorized use and agrees not to request additional time or money under the contract for 
any delays resulting from unauthorized use or access. 

(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, management or 
maintenance of Department IT systems under the contract, unless a waiver has been granted by the Head of the 
Component or designee, with the concurrence of both the Department's Chief Security Officer (CSO) and the 
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Chief Information Officer (CIO)or their designees. Within DHS Headquarters, the waiver may be granted only
with the approval of both the CSO and the CIOor their designees. In order for a waiver to be granted:

(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; and

(2) The waiver must be in the best interest of the Government.

(0) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens proposed to
work under the contract. Any additions or deletions of non-U.S. citizens after contract award shall also be
reported to the contracting officer.

(End of clause)

HSAR 305220970 Prohibition on Contracts with Corporate Expatriates (Jun 2006)

(a) Prohibitions.

Section 835of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic
corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the
prohibition with respect to any specific contract if the Secretary determines that the waiveris required in the
interest ofnational security.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue
‘Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be
applied by substituting ‘more than 50 percent’ for “at least 80 percent each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the
Homeland Security Act,6 U.S.C. 395, would be, treated as a foreign corporation for purposesof the Internal
Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic
corporation if, pursuant to a plan (ora series of related transactions)—

(1) The entity completes the direct or indirect acquisition of substantially all of the properties
held directly or indirectly by a domestic corporationor substantially allof the properties
constituting a trade or businessof adomestic partnership:

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held—

(i) In the case of an acquisition with respect 10 a domestic corporation, by former
shareholders of the domestic corporation by reason of holding stock in the
domestic corporation; or

ii) Inthe caseofan acquisition with respect to a domestic partnership, by former
partners of the domestic partnership by reason of holding a capital or profits
interest in the domestic partnership; and

©
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Chief Information Officer (CIO) or their designees. Within DHS Headquarters, the waiver may be granted only 
with the approval of both the CSO and the CIO or their designees. In order for a waiver to be granted: 

(1) There must be a compelling reason for using this individual as opposed to a U.S. citizen; and 

(2) The waiver must be in the best interest of the Government. 

(I) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens proposed to 
work under the contract. Any additions or deletions of non-U.S. citizens after contract award shall also be 
reported to the contracting officer. 

(End of clause) 

HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun 2006) 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic 
corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the 
prohibition with respect to any specific contract if the Secretary determines that the waiver is required in the 
interest of national security. 

(b) Definitions. As used in this clause: 

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue 
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shaJI be 
applied by substituting 'more than 50 percent' for 'at least 80 percent' each place it appears. 

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the 
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal 
Revenue Code of 1986. 

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic 
corporation if, pursuant to a plan (or a series of related transactions)-

(1) The entity completes the direct or indirect acquisition of substantially all of the properties 
held directly or indirectly by a domestic corporation or substantially all of the properties 
constituting a trade or business of a domestic partnership; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held­

(i) In the case of an acquisition with respect to a domestic corporation, by former 
shareholders of the domestic corporation by reason of holding stock in the 
domestic corporation; or 

(ii) In the case of an acquisition with respect to a domestic partnership, by former 
partners of the domestic partnership by reason of holding a capital or profits 
interest in the domestic partnership; and 
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(3) The expanded affiliated group which after the acquisition includes the entity does not have
substantial business activities in the foreign country in which or under the law of which the entity
is created or organized when compared to the total business activities of such expanded affiliated
group.

Person, domestic, andforeign have the meanings given such terms by paragraphs (1), (4), and (5) of section
7701(a) of the Internal Revenue Code of 1986, respectively.

(©) Special rules. The following definitions and special rules shall apply when determining whether a foreign
incorporated entity should be treated as an inverted domestic corporation.

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an
inverted domestic corporation these shall not be taken into account in determining ownership:

(i) Stock held by members of the expanded affiliated group which includes the
foreign incorporated entity; or

(ii) Stock of such entity whichis sold in a public offering related to an acquisition
described in section 835(b)(1)ofthe Homeland Security Act, 6 U.S.C. 395(b)(1).

(2) Plan deemed in certain cases. Ifa foreign incorporatedentity acquires dircetly or indirectly
substantially all of the properties of a domestic corporation or partnership during the 4-year
period beginning on the date which is 2 years before the ownership requirements of subsection
(b)(2) are met, such actions shall be treated as pursuant to a plan.

(3) Certain transfers disregarded. The transfer of properties or liabilities (including by
contribution ordistribution) shall be disregarded if such transfers are part ofa plan a principal
purpose of which is to avoid the purposesofthis section.

(A) Special rulefor related parmerships. For purposes of applying section 835(b)of the Homeland Security
Act, 6 U.S.C. 395(b) to the acquisition ofa domestic partnership, except as provided in regulations, all domestic
partnerships which are under common control (within the meaning of section 482 of the Intemal Revenue Code
of 1986) shall be treated as a partnership.

(©) Treatmentof Certain Rights.

(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present value of
all equitable interests incident to the transaction, as follows:

Gi) warrants;

Gi) options;

(iii) contracts to acquire stock;

(iv) convertible debt instruments; and

(v) others similar interests.

“
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(3) The expanded affiliated group which after the acquisition includes the entity does not have 
substantial business activities in the foreign country in which or under the law of which the entity 
is created or organized when compared to the total business activities of such expanded affiliated 
group. 

Person, domestic, and.foreign have the meanings given such terms by paragraphs (1), (4), and (5) of section 
7701(a) of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definitions and special rules shall apply when determining whether a foreign 
incorporated entity should be treated as an inverted domestic corporation. 

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an 
inverted domestic corporation these shall not be taken into account in determining ownership: 

(i) Stock held by members of the expanded affiliated group which includes the 
foreign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering related to an acquisition 
described in section 835(b)(l) of the Homeland Security Act, 6 U.S.C. 395(b)(l). 

(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or indirectly 
substantially all of the properties of a domestic corporation or partnership during the 4-year 
period beginning on the date which is 2 years before the ownership requirements of subsection 
(b)(2) are met, such actions shall be treated as pursuant to a plan. 

(3) Certain transfers disregarded. The transfer of properties or liabilities (including by 
contribution or distribution) shall be disregarded if such transfers are part of a plan a principal 
purpose of which is to avoid the purposes of this section. 

(d) Special rule for related partnerships. For purposes of applying section 835(b) of the Homeland Security 
Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic 
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code 
of 1986) shall be treated as a partnership. 

(e) Treatment of Certain Rights. 

(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present value of 
all equitable interests incident to the transaction, as follows: 

(i) warrants; 

(ii) options; 

(iii) contracts to acquire stock; 

(iv) convertible debt instruments; and 

(v) others similar interests. 
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(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do
S010 reflect the present value of the transaction or to disregard transactions whose recognition
would defeat the purpose of Section 835.

(0) Disclosure. The offeror under this solicitation represents that [Check onel:

__itis nota foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to
ihecriteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003;

__itisa foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009. 108-7003, but it has submitted a request for waiver
pursuant to 3009. 108-7004, which has not been denied; or

__itis a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
Criteria of (HSAR) 48 CFR 3009.108-7001 through 3009. 108-7003, but it plans to submit a request for waiver
pursuant to 3009.108-7004.

(2) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, ifa waiver has
been applied for, shall be attached to the bid or proposal.

(Endofclause)

HSAR 305221270 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION
OF COMMERCIAL ITEMS (SEP 2012)

‘The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to
implement agency policy applicable to acquisition of commercial items or components. The provision or clause
in effect based on the applicable regulation cited on the date the solicitation is issued applies unless otherwise
stated herein. The following provisions and clauses are incorporated by reference:

@ Provisions.

3052.209-72 Organizational Conflicts of Interest.

3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause.

3052.219-72 EvaluationofPrime Contractor Participation in the DHS Mentor Protégé Program.

(®) Clauses.

X__3052.203-70 Instructions for Contractor DisclosureofViolations,

3052.204-70 Security Requirements for Unclassified Information Technology Resources.

X__3052.204-71 Contractor Employee Access.

X_ Alternate |

_X _3052.205-70 Advertisement, Publicizing Awards, and Releases.

os
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(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do 
so to reflect the present value of the transaction or to disregard transactions whose recognition 
would defeat the purpose of Section 835. 

(f) Disclosure. The offeror under this solicitation represents that [Check one]: 

_ it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to 
the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003; 

_ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver 
pursuant to 3009.108-7004, which has not been denied; or 

_ it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the 
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver 
pursuant to 3009 .108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has 
been applied for, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION 
OF COMMERCIAL ITEMS (SEP 2012) 

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to 
implement agency policy applicable to acquisition of commercial items or components. The provision or clause 
in effect based on the applicable regulation cited on the date the solicitation is issued applies unless otherwise 
stated herein. The following provisions and clauses are incorporated by reference: 

(a) Provisions. 

__ 3052.209- 72 Organizational Conflicts of Interest. 

__ 3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause. 

__ 3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protege Program. 

(b) Clauses. 

X 3052.203- 70 Instructions for Contractor Disclosure of Violations. 

__ 3052.204- 70 Security Requirements for Unclassified Information Technology Resources. 

X 3052.204- 71 Contractor Employee Access. 

__K.._ Alternate I 

_K _3052.205-70 Advertisement, Publicizing Awards, and Releases. 
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___3052.209-73 Limitation on Future Contracting.

_X__3052.215-70 Key Personnel or Facilities.

__3052.216-71 Determination of Award Fee.

___3052.216-72 Performance Evaluation Plan.

__3052.216-73 Distribution of Award Fee.

__3052.217-91 Performance. (USCG)

__3052.217-92 Inspection and Manner of Doing Work. (USCG)

___3052.217-93 Subcontract. (USCG)

___3052.217-94 Lay Days. (USCG)

__3052.217-95 Liability and Insurance. (USCG)

___3052.217-96 Title. (USCG)

___3052.217-97 Discharge of Liens. (USCG)

___3052.217-98 Delays. (USCG)

___3052.217-99 Department of Labor Safety and Health Regulations for Ship Repair. (USCG)

__3052.217-100 Guarantee. (USCG)

_X__3052.219-70 Small Business Subcontracting Plan Reporting.

___3052.219-71 DHS Mentor Protégé Program.

__3052.228-70 Insurance.

__3052.228-90 NotificationofMiller Act Payment Bond Protection. (USCG)

__3052.228-91 Loss of or Damage to Leased Aircraft. (USCG)

3052.28.92 Fair Market Value of Aircraft. (USCG)

3052.28.93 Risk and Indemnities. (USCG)

___3052.236-70 Special Provisions for Work at Operating Airports.

_X_3052.242-72 Contracting Officer's Technical Representative.

___3052.247-70 F.0.B. Origin Information.

__Altemate I

Alternate II

w
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__ 3052.209-73 Limitation on Future Contracting. 

X 3052.215-70 Key Personnel or Facilities. 

__ 3052.216-71 Determination of Award Fee. 

__ 3052.216-72 Performance Evaluation Plan. 

__ 3052.216-73 Distribution of Award Fee. 

__ 3052.217-91 Performance. (USCG) 

__ 3052.217-92 Inspection and Manner of Doing Work. (USCG) 

__ 3052.217-93 Subcontracts. (USCG) 

__ 3052.217-94 Lay Days. (USCG) 

__ 3052.217-95 Liability and Insurance. (USCG) 

_3052.217-96 Title. (USCG) 

__ 3052.217-97 Discharge of Liens. (USCG) 

__ 3052.217-98 Delays. (USCG) 

__ 3052.217-99 Department of Labor Safety and Health Regulations for Ship Repair. (USCG) 

__ 3052.217-100 Guarantee. (USCG) 

X 3052.219-70 Small Business Subcontracting Plan Reporting. 

__ 3052.219-71 DHS Mentor Protege Program. 

3052.228-70 Insurance. 

__ 3052.228-90 Notification of Miller Act Payment Bond Protection. (USCG) 

__ 3052.228-91 Loss of or Damage to Leased Aircraft. (USCG) 

__ 3052.228-92 Fair Market Value of Aircraft. (USCG) 

__ 3052.228-93 Risk and Indemnities. (USCG) 

__ 3052.236-70 Special Provisions for Work at Operating Airports. 

_x_3052.242-72 Contracting Officer's Technical Representative. 

__ 3052.24 7-70 F.o.B. Origin Information. 

Alternate I 

__ Alternate II 
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3052.247-71 F.0.B. Origin Only.

__3052.247-72 F.0.B. Destination Only.

(Endof clause)

HSAR 305221570 Key Personnel or Facilities (DEC 2003)

(@) The personnel or facilities specified below are considered essential to the work being performed under this
contract and may, with the consentofthe contracting parties, be changed from time to time during the course of
the contract by adding or deleting personnel or facilities, as appropriate.

(b) Before removing or replacing any of the specified individuals or facilites, the Contractor shall notify the
Contracting Officer, in writing, before the change becomes effective, The Contractor shall submit sufficient
information to support the proposed action and to enable the Contracting Officer to evaluate the potential
impact of the change on this contract. The Contractor shall not remove or replace personnel or facilities until the
Contracting Officer approves the change.

‘The Key Personnel or Facilities under this Contract

Program Manager

Project Manager

Deputy Project Manager

Senior Task Lead

(Endofclause)

HSAR 3052.222-70 Strikes or Picketing Affecting Timely Completion of the Contract Work (Dec 2003)

Notwithstanding any other provision hereof, the Contractor i responsible for delays arising out of labor
disputes, including but not limited to strikes, if such strikes are reasonably avoidable. A delay caused by a strike
or by picketing which constitutes an unfair labor practice is not excusable unless the Contractor takes all
reasonable and appropriate action to end such a strike or picketing, such as the filing of a charge with the
National Labor Relations Board, the use of other available Government procedures, and the use of private
boards or organizations for the seulement of disputes.

(End of clause)

HSAR 3052.222-71 Strikes or Picketing Affecting Access to a DHS Facility (DEC 2003)

If the Contracting Officer notifies the Contractor in writing that a strike or picketing: (a) is directed at the
Contractor or subcontractor or any employee ofeither; and (b) impedes or threatens to impede access by any
person to a DHS facility where the site of the work is located, the Contractor shall take all appropriate action to

o
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__ 3052.247-71 F.o.B. Origin Only. 

_3052.247-72 F.o.B. Destination Only. 

(End of clause) 

HSAR 3052.215-70 Key Personnel or Facilities (DEC 2003) 

(a) The personnel or facilities specified below are considered essential to the work being performed under this 
contract and may, with the consent of the contracting parties, be changed from time to time during the course of 
the contract by adding or deleting personnel or facilities, as appropriate. 

(b) Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify the 
Contracting Officer, in writing, before the change becomes effective. The Contractor shall submit sufficient 
information to support the proposed action and to enable the Contracting Officer to evaluate the potential 
impact of the change on this contract. The Contractor shall not remove or replace personnel or facilities until the 
Contracting Officer approves the change. 

The Key Personnel or Facilities under this Contract: 

Program Manager 

Project Manager 

Deputy Project Manager 

Senior Task Lead 

(End of clause) 

HSAR 3052.222-70 Strikes or Picketing Affecting Timely Completion of the Contract Work (Dec 2003) 

Notwithstanding any other provision hereof, the Contractor is responsible for delays arising out of labor 
disputes, including but not limited to strikes, if such strikes are reasonably avoidable. A delay caused by a strike 
or by picketing which constitutes an unfair labor practice is not excusable unless the Contractor takes all 
reasonable and appropriate action to end such a strike or picketing, such as the filing of a charge with the 
National Labor Relations Board, the use of other available Government procedures, and the use of private 
boards or organizations for the settlement of disputes. 

(End of clause) 

HSAR 3052.222-71 Strikes or Picketing Affecting Access to a OHS Facility (DEC 2003) 

If the Contracting Officer notifies the Contractor in writing that a strike or picketing: (a) is directed at the 
Contractor or subcontractor or any employee of either; and (b) impedes or threatens to impede access by any 
person to a OHS facility where the site of the work is located, the Contractor shall take all appropriate action to 
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end such strike or picketing, including, if necessary, the filingof achargeof unfair labor practice with the
National Labor Relations Board or the use ofother available judicial or administrative remedies.

(End of clause)

HSAR Class Deviation 15-01 Safeguardingof Sensitive Information (Mar 2015)

(@) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter
referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all
subcontracts.

(b) Definitions. As used in this clause—

“Personally Identifiable Information (PID)” means information that can be used to distinguish or trace an
individual's identity, such as name, social security number, or biometric records, either alone, or when
‘combined with other personal or identifying information that is linked or linkable to a specific individual, such
as date and place of birth, or mother's maiden name. The definition of PII is not anchored to any single
category of information or technology. Rather, it requires a case-by-case assessmentofthe specific risk that an
individual can be identified. In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever additional
information is made publicly available—in any medium and from any source—that, combined with other
available information, could be used to identify an individual,

Pll is a subset of sensitive information. Examples of PII include, but are not limited to: name, date ofbirth,
mailing address, telephone number, Social Security number (SSN), email address, zip code, account numbers,
certificate/license numbers, vehicle identifiers including license plates, uniform resource locators (URLS), static:
Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint, irs scan, photographic facial
images, or any other unique identifying number or characteristic, and any information where it is reasonably
foreseeable that the information will be inked with other information to identify the individual

“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any
information, whichif lost, misused, disclosed, or, without authorization is accessed, or modified, could
adversely affect the national or homeland security interest, the conduct of Federal programs, or the privacy to
which individuals are entitled under section 5524 ofTitle 5, United States Code (the Privacy Act), but which
has not been specifically authorized under criteria established by an Executive Order or an ActofCongress to
be kept secret in the interest of national defense, homeland security or foreign policy. This definition includes
the following categoriesof information:

(1) Protected Critical Infrastructure Information (PCI) as set out in the Critical Infrastructure Information Act
of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended,
the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable
PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an
authorized officialof the Department of Homeland Security (including the PCI Program Manager or his/her
designee);

(2) Sensitive Security Information (SS), as defined in Title 49, Code of Federal Regulations, Part 1520, as
amended, “Policies and Proceduresof Safeguarding and Control of SSI.” as amended, and any supplementary
‘guidance officially communicated by an authorized official of the Department of Homeland Security (including
the Assistant Secretary for the Transportation Security Administration or his/her designee):
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end such strike or picketing, including, if necessary, the filing of a charge of unfair labor practice with the 
National Labor Relations Board or the use of other available judicial or administrative remedies. 

(End of clause) 

HSAR Class Deviation 15-01 Safeguarding of Sensitive Information (Mar 2015) 

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 
referred to collectively as "Contractor"). The Contractor shall insert the substance of this clause in all 
subcontracts. 

(b) Definitions. As used in this clause-

"Personally Identifiable Information (PII)" means info1mation that can be used to distinguish or trace an 
individual's identity, such as name, social security number, or biometric records, either alone, or when 
combined with other personal or identifying information that is linked or linkable to a specific individual, such 
as date and place of birth, or mother's maiden name. The definition of PII is not anchored to any single 
category of information or technology. Rather, it requires a case-by-case assessment of the specific risk that an 
individual can be identified. In performing this assessment, it is important for an agency to recognize that non­
personally identifiable information can become personally identifiable information whenever additional 
information is made publicly available-in any medium and from any source-that, combined with other 
available information, could be used to identify an individual. 

PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, date of birth, 
mailing address, telephone number, Social Security number (SSN), email address, zip code, account numbers, 
certificate/license numbers, vehicle identifiers including license plates, unifo1m resource locators (URLs), static 
Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial 
images, or any other unique identifying number or characteristic, and any information where it is reasonably 
foreseeable that the information will be linked with other information to identify the individual. 

"Sensitive Information" is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any 
information, which if lost, misused, disclosed, or, without authorization is accessed, or modified, could 
adversely affect the national or homeland security interest, the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but which 
has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to 
be kept secret in the interest of national defense, homeland security or foreign policy. This definition includes 
the following categories of information: 

(1) Protected Critical Infrastructure Information (PCII) as set out in the Clitical Infrastructure Information Act 
of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, 
the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable 
PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an 
authorized official of the Department of Homeland Security (including the PCII Program Manager or his/her 
designee); 

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as 
amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended, and any supplementary 
guidance officially communicated by an authorized official of the Department of Homeland Security (including 
the Assistant Secretary for the Transportation Security Administration or his/her designee); 
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(3) Information designated as “For Official Use Only.” which is unclassified information ofa sensitive nature
and the unauthorized disclosure ofwhich could adversely impact a person's privacy or welfare, the conduct of
Federal programs, or other programs or operations essential to the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in
accordance with subsequently adopted homeland security information handling procedures.

“Sensitive Information Incident” is an incident that includes the known, potential, or suspected exposure, loss of
control, compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted
access of any Government system, Contractor system, or sensitive information.

“Sensitive Personally Identifiable Information (SPII)” is a subsetof PII, whichiflost, compromised or
disclosed without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness
to an individual. Some forms of PII are sensitive as stand-alone elements. Examples of such PII include: Social
Security numbers (SSN). driver's license or sate identification number, Alien Registration Numbers (A-
number), financial account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan.
Additional examples include any groupings of information that contain an individual's name or other unique
identifier plus one or more of the following elements:

(1) Truncated SSN (such as last 4 digits)
@) Date of birth (month, day, and year)
(3) Citizenship or immigration status
@) Ethnic or religious affiliation
(5) Sexual orientation
(©) Criminal History
(1) Medical Information
(8) System authentication information such as mother's maiden name, account passwords or personal

identification numbers (PIN)

Other PII may be “sensitive” depending on its context, such as a list of employees and their performance ratings
or an unlisted home address or phone number. In contrast, a business card or public telephone directory of
agency employees contains PII but is not sensitive.

(©) Authorities. The Contractor shall follow all current versions of Government policies and guidance
accessible at htp://www.dhs gov/dhs-security-and-training-requirements-contractors, or available upon request
from the Contracting Officer, including but not limited 1:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only)
Information
(2) DHS Sensitive Systems Policy Directive 4300A
(3) DHS 4300A Sensitive Systems Handbook and Attachments
(4) DHS Security Authorization Process Guide
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and
Security Program
(7) DHS Information Security Performance Plan (current fiscal year)
(8) DHS Privacy Incident Handling Guidance
(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic Modules
accessible at hupy/csre.nist.gov/groups/STM/cmyp/standards. html

®
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(3) Information designated as "For Official Use Only," which is unclassified information of a sensitive nature 
and the unauthorized disclosure of which could adversely impact a person's privacy or welfare, the conduct of 
Federal programs, or other programs or operations essential to the national or homeland security interest; and 

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or protections in 
accordance with subsequently adopted homeland security information handling procedures. 

"Sensitive Information Incident" is an incident that includes the known, potential, or suspected exposure, loss of 
control, compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted 
access of any Government system, Contractor system, or sensitive information. 

"Sensitive Personally Identifiable Information (SPII)" is a subset of PII, which if lost, compromised or 
disclosed without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness 
to an individual. Some forms of PIT are sensitive as stand-alone elements. Examples of such PIT include: Social 
Security numbers (SSN), driver's license or state identification number, Alien Registration Numbers (A­
number), financial account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan. 
Additional examples include any groupings of information that contain an individual's name or other unique 
identifier plus one or more of the following elements: 

(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother's maiden name, account passwords or personal 

identification numbers (PIN) 

Other PII may be "sensitive" depending on its context, such as a list of employees and their performance ratings 
or an unlisted home address or phone number. In contrast, a business card or public telephone directory of 
agency employees contains PIT but is not sensitive. 

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance 
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon request 
from the Contracting Officer, including but not limited to: 

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only) 
Information 
(2) DHS Sensitive Systems Policy Directive 4300A 
(3) DHS 4300A Sensitive Systems Handbook and Attachments 
(4) DHS Security Authorization Process Guide 
(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information 
(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and 
Security Program 
(7) DHS Information Security Perfo1mance Plan (current fiscal year) 
(8) DHS Privacy Incident Handling Guidance 
(9) Federal Information Processing Standard (PIPS) 140-2 Security Requirements for Cryptographic Modules 
accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html 
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(10) National InstituteofStandards and Technology (NIST) Special Publication 800-53 Security and Privacy
Controls for Federal Information Systems and Organizations accessible at
hutp:/fesre. nistgov/publications/PubsSPs.html
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at
hitp:/fesre. nist gov/publications/PubsSPs. html

(@ Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and
procedures described below, is required.

(1) Departmentof Homeland Security (DHS) policies and procedures on Contractor personnel security
requirements are set forth in various Management Directives (MDS), Directives, and Instructions. MD 11042.1,
Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how Contractors must
handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL USE ONLY" to identify
sensitive but unclassified information that is not otherwise categorized by statute or regulation. Examples of
sensitive information that are categorized by statute or regulation are PCIL, SSI, etc. The DHS Sensitive
Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and
procedures on security for Information Technology (IT) resources. The DHS Handbook for Safeguarding
Sensitive Personally Identifiable Information provides guidelines to help safeguard SPI in both paper and
electronic form. DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel
Suitability and Security Program establishes procedures, program responsibilities, minimum standards, and
reporting protocols for the DHS Personnel Suitability and Security Program.

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted
by the Contractor except as specified in the contract,

(3) All Contractor employees with access to sensitive information shall execute DHS Form 1100-6,
Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such
information. ‘The Contractor shall maintain signed copiesof the NDA for all employees as a record of
compliance. “The Contractor shall provide copies of the signed NDA to the Contracting Officer's
Representative (COR) no later than two (2) days after executionofthe form.

(4) The Contractor's invoicing, billing, and other recordkeeping systems maintained to support financial or
other administrative functions shall not maintain SPIL It is acceptable to maintain in these systems the names,
titles and contact information for the COR or other Government personnel associated with the administration of
the contract, as needed.

(©) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive
information within a Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters
or Component CIO, or designee, in consultation with the Headquarters or Component Privacy Officer. Unless
otherwise specified in the ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to
current Government policies, procedures, and guidance for the Security Authorization (SA) process as defined
below.

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A
Sensitive Systems Handbook (Version 9.1, July 24, 2012), orany successor publication, and the Security
Authorization Process Guide including templates.

(i) Security Authorization Process Documentation. SA documentation shall be developed using the
Government provided Requirements Traceability Matrix and Goverment security documentation
templates. SA documentation consists of the following: Security Plan, Contingency Plan, Contingency
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(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and Privacy 
Controls for Federal Information Systems and Organizations accessible at 
http ://csrc. nist. gov /publications/Pu bsSPs.html 
(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at 
http ://csrc .nist. gov /publications/PubsSPs.html 

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and 
procedures described below, is required. 

(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security 
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD 11042.1, 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how Contractors must 
handle sensitive but unclassified information. DHS uses the term "FOR OFFICIAL USE ONLY" to identify 
sensitive but unclassified information that is not otherwise categorized by statute or regulation. Examples of 
sensitive information that are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive 
Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and 
procedures on security for Information Technology (IT) resources. The DHS Handbook for Safeguarding 
Sensitive Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and 
electronic form. DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel 
Suitability and Security Program establishes procedures, program responsibilities, minimum standards, and 
reporting protocols for the DHS Personnel Suitability and Security Program. 

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted 
by the Contractor except as specified in the contract. 

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, 
Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such 
information. The Contractor shall maintain signed copies of the NDA for all employees as a record of 
compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer's 
Representative (COR) no later than two (2) days after execution of the form. 

(4) The Contractor's invoicing, billing, and other recordkeeping systems maintained to support financial or 
other administrative functions shall not maintain SPII. It is acceptable to maintain in these systems the names, 
titles and contact information for the COR or other Government personnel associated with the administration of 
the contract, as needed. 

(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive 
information within a Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters 
or Component CIO, or designee, in consultation with the Headquarters or Component Privacy Officer. Unless 
otherwise specified in the ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to 
cun-ent Government policies, procedures, and guidance for the Security Authorization (SA) process as defined 
below. 

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive 
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A 
Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor publication, and the Security 
Authorization Process Guide including templates. 

(i) Security Authorization Process Documentation. SA documentation shall be developed using the 
Government provided Requirements Traceability Matrix and Government security documentation 
templates. SA documentation consists of the following: Security Plan, Contingency Plan, Contingency 
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Plan Test Results, Configuration Management Plan, Security Assessment Plan, Security Assessment
Report, and Authorization to Operate Letter. Additional documents that may be required include a
Plan(s) of Action and Milestones and Interconnection Security Agreement(s). During the development
of SA documentation, the Contractor shall submit a signed SA package, validated by an independent
third party, to the COR for acceptance by the Headquarters or Component CIO, or designee, at least
thirty (30) days prior to the date of operation of the IT system. The Government is the final authority on
the compliance of the SA package and may limit the number of resubmission ofa modified SA
package. Once the ATO has been accepted by the Headquarters or Component CIO, or designee, the
Contracting Officer shall incorporate the ATO into the contract as a compliance document. The
Government's acceptanceof the ATO does not alleviate the Contractor's responsibility to ensure the IT
system controls are implemented and operating effectively.

(ii) Independent Assessment. Contractors shall have an independent third party validate the security and
privacy controls in place for the system(s). The independent third party shall review and analyze the SA
package, and report on technical, operational, and management level deficiencies as outlined in NIST
Special Publication 800-53 Security and Privacy Controls for Federal Information Systems and
Organizations. The Contractor shall address all deficiencies before submitting the SA package to the
Government for acceptance.

Gii)Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA process.
the Contractor may be required to support the Government in the completion of the PTA. The
requirement to complete a PTA is triggered by the creation, use, modification, upgrade, or disposition of
a Contractor IT system that will store, maintain and use PII, and must be renewed at least every three (3)
years. Upon review of the PTA, the DHS Privacy Office determines whethera Privacy Impact
Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are
required. The Contractor shall provide all support necessary to assist the Department in completing the
PIA in a timely manner and shall ensure that project management plans and schedules include time for
the completionof the PTA, PIA, and SORN (to the extent required) as milestones. Support in this
context includes responding timely to requests for information from the Government about the use,
access, storage, and maintenanceofPII on the Contractor's system, and providing timely review of
relevant compliance documents for factual accuracy. Information on the DHS privacy compliance
process, including PTAs, PIAs, and SORNS, is accessible at hitp://www.dhs.gov/privacy-compliance.

(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3)
years. The Contractor is required to update its SA package as part of the ATO renewal process. The Contractor
Shall update its SA package by one of the following methods: (1) Updating the SA documentation in the DHS
automated information assurance tool for acceptance by the Headquarters or Component CIO, or designee, at
least 90 days before the ATO expiration date for review and verificationofsecurity controls; or (2) Submitting
an updated SA package directly to the COR for approval by the Headquarters or Component CIO, or designee,
atleast 90 days before the ATO expiration date for review and verification of security controls. The 90 day
review process is independent of the system production date and therefore it is important that the Contractor
build the review into project schedules. The reviews may include onsite visits that involve physical or logical
inspection of the Contractor environment to ensure controls are in place.

(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security
requirements contained in this contract are being implemented and enforced. The Contractor shall afford DHS,
the Office of the Inspector General, and other Government organizations access to the Contractor's facilites,
installations, operations, documentation, databases and personnel used in the performance of this contract. The
Contractor shall, through the Contracting Officer and COR, contact the Headquarters or Component CIO, or
designee, to coordinate and participate in review and inspection activity by Government organizations external
tothe DHS. Access shall be provided, to the extent necessary as determined by the Government, for the
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Plan Test Results, Configuration Management Plan, Security Assessment Plan, Security Assessment 
Report, and Authorization to Operate Letter. Additional documents that may be required include a 
Plan(s) of Action and Milestones and Interconnection Security Agreement(s). During the development 
of SA documentation, the Contractor shall submit a signed SA package, validated by an independent 
third party, to the COR for acceptance by the Headquarters or Component CIO, or designee, at least 
thirty (30) days prior to the date of operation of the IT system. The Government is the final authority on 
the compliance of the SA package and may limit the number of resubmissions of a modified SA 
package. Once the A TO has been accepted by the Headquarters or Component CIO, or designee, the 
Contracting Officer shall incorporate the A TO into the contract as a compliance document. The 
Government's acceptance of the ATO does not alleviate the Contractor's responsibility to ensure the IT 
system controls are implemented and operating effectively. 

(ii) Independent Assessment. Contractors shall have an independent third party validate the security and 
privacy controls in place for the system(s). The independent third party shall review and analyze the SA 
package, and report on technical, operational, and management level deficiencies as outlined in NIST 
Special Publication 800-53 Security and Privacy Controls for Federal Information Systems and 
Organizations. The Contractor shall address all deficiencies before submitting the SA package to the 
Government for acceptance. 

(iii)Support the completion of the Privacy Threshold Analysis (PT A) as needed. As part of the SA process, 
the Contractor may be required to support the Government in the completion of the PTA. The 
requirement to complete a PT A is triggered by the creation, use, modification, upgrade, or disposition of 
a Contractor IT system that will store, maintain and use PII, and must be renewed at least every three (3) 
years. Upon review of the PT A, the DHS Privacy Office determines whether a Privacy Impact 
Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are 
required. The Contractor shall provide all support necessary to assist the Department in completing the 
PIA in a timely manner and shall ensure that project management plans and schedules include time for 
the completion of the PTA, PIA, and SORN (to the extent required) as milestones. Support in this 
context includes responding timely to requests for information from the Government about the use, 
access, storage, and maintenance of PU on the Contractor's system, and providing timely review of 
relevant compliance documents for factual accuracy. Information on the DHS privacy compliance 
process, including PT As, PIAs, and SORNs, is accessible at http://www.dhs.gov/privacy-compliance. 

(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3) 
years. The Contractor is required to update its SA package as part of the ATO renewal process. The Contractor 
shall update its SA package by one of the following methods: (1) Updating the SA documentation in the DHS 
automated information assurance tool for acceptance by the Headquarters or Component CIO, or designee, at 
least 90 days before the ATO expiration date for review and verification of security controls; or (2) Submitting 
an updated SA package directly to the COR for approval by the Headquarters or Component CIO, or designee, 
at least 90 days before the A TO expiration date for review and verification of security controls. The 90 day 
review process is independent of the system production date and therefore it is important that the Contractor 
build the review into project schedules. The reviews may include onsite visits that involve physical or logical 
inspection of the Contractor environment to ensure controls are in place. 

(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced. The Contractor shall afford DHS, 
the Office of the Inspector General, and other Government organizations access to the Contractor's facilities, 
installations, operations, documentation, databases and personnel used in the performance of this contract. The 
Contractor shall, through the Contracting Officer and COR, contact the Headquarters or Component CIO, or 
designee, to coordinate and participate in review and inspection activity by Government organizations external 
to the DHS. Access shall be provided, to the extent necessary as determined by the Government, for the 
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‘Govemment to carry out a program of inspection, investigation, and audit to safeguard against threats and
hazards to the integrity, availability and confidentiality of Goverment data or the functionofcomputer systems
used in performance of this contract and to preserve evidence of computer crime.

(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit
sensitive information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year
2014 DHS Information Security Performance Plan, or successor publication. The plan is updated on an annual
basis. The Contractor shall also store monthly continuous monitoring data at its location for a period not less
than one year from the date the data s created. The data shall be encrypted in accordance with FIPS 140-2
Security Requirements for Cryptographic Modules and shall not be stored on systems that are shared with other
commercial or Goverment entities. The Government may elect to perform continuous monitoring and IT
security scanningof Contractor systems from Government tools and infrastructure.

(5) Revocation of ATO. In the event ofa sensitive information incident, the Government may suspend or
revoke an existing ATO (either in part or in whole). Ifan ATO is suspendedorrevoked in accordance with this
provision, the Contracting Officer may direct the Contractor to take additional security measures to secure:
sensitive information. These measures may include restricting access to sensitive information on the Contractor
IT system under this contract. Restricting access may include disconnecting the system processing, storing, or
transmitting the sensitive information from the Internet or other networks or applying additional security
controls

(6) Federal Reporting Requirements. Contractors operating information systems onbehalfof the Government
or operating systems containing sensitive information shall comply with Federal reporting requirements.
Annual and quarterly data collection will be coordinated by the Government. Contractors shall provide the
‘COR with requested information within three (3) business days of receipt of the request. Reporting
requirements are determined by the Government and are defined in the Fiscal Year 2014 DHS Information
Security Performance Plan, or successor publication. The Contractor shall provide the Government with all
information to fully satisfy Federal reporting requirements for Contractor systems.

(0 Sensitive Information Incident Reporting Requirements.

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Component
Security Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems
Handbook Incident Response and Reporting requirements. When notifying the Headquarters or Component
SOC, the Contractor shall also notify the Contracting Officer, COR, Headquarters or Component Privacy
Officer, and US-CERT using the contact information identified in the contract. If the incident is reported by
phone or the Contracting Officer's email address is not immediately available, the Contractor shall contact the
Contracting Officer immediately after reporting the incident to the Headquarters or Component SOC. The
Contractor shall not include any sensitive information in the subject or body of any e-mail. To transmit sensitive
information, the Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant
encryption methods to protect sensitive information in attachments to email. Passwords shall not be
‘communicated in the same email as the attachment. A sensitive information incident shall not, by itself, be
interpreted as evidence that the Contractor has failed to provide adequate information security safeguards for
sensitive information, or has otherwise failed to meet the requirements of the contract

(2) Ifa sensitive information incident involves PII or SPII, in addition to the reporting requirements in 4300A.
Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the
following data elements that are available at the time the incident is reported, with any remaining data elements
provided within 24 hours of submission of the initial incident report

(i) Data Universal Numbering System (DUNS);
2
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Government to carry out a program of inspection, investigation, and audit to safeguard against threats and 
hazards to the integrity, availability and confidentiality of Government data or the function of computer systems 
used in performance of this contract and to preserve evidence of computer crime. 

(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit 
sensitive information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year 
2014 DHS Information Security Performance Plan, or successor publication. The plan is updated on an annual 
basis. The Contractor shall also store monthly continuous monitoring data at its location for a period not less 
than one year from the date the data is created. The data shall be encrypted in accordance with FIPS 140-2 
Security Requirements for Cryptographic Modules and shall not be stored on systems that are shared with other 
commercial or Government entities. The Government may elect to perform continuous monitoring and IT 
security scanning of Contractor systems from Government tools and infrastructure. 

(5) Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or 
revoke an existing A TO ( either in part or in whole). If an ATO is suspended or revoked in accordance with this 
provision, the Contracting Officer may direct the Contractor to take additional security measures to secure 
sensitive information. These measures may include restricting access to sensitive information on the Contractor 
IT system under this contract. Restricting access may include disconnecting the system processing, storing, or 
transmitting the sensitive information from the Internet or other networks or applying additional security 
controls. 

(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government 
or operating systems containing sensitive information shall comply with Federal reporting requirements. 
Annual and quarterly data collection will be coordinated by the Government. Contractors shall provide the 
COR with requested information within three (3) business days of receipt of the request. Reporting 
requirements are determined by the Government and are defined in the Fiscal Year 2014 DHS Information 
Security Performance Plan, or successor publication. The Contractor shall provide the Government with aJI 
information to fully satisfy Federal reporting requirements for Contractor systems. 

(f) Sensitive Information Incident Reporting Requirements. 

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Component 
Security Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems 
Handbook Incident Response and Reporting requirements. When notifying the Headquarters or Component 
SOC, the Contractor shall also notify the Contracting Officer, COR, Headquarters or Component Privacy 
Officer, and US-CERT using the contact information identified in the contract. If the incident is reported by 
phone or the Contracting Officer's email address is not immediately available, the Contractor shall contact the 
Contracting Officer immediately after reporting the incident to the Headquarters or Component SOC. The 
Contractor shall not include any sensitive information in the subject or body of any e-mail. To transmit sensitive 
information, the Contractor shaJI use FIPS 140-2 Secmity Requirements for Cryptographic Modules compliant 
encryption methods to protect sensitive information in attachments to email. Passwords shall not be 
communicated in the same email as the attachment. A sensitive information incident shall not, by itself, be 
interpreted as evidence that the Contractor has failed to provide adequate information security safeguards for 
sensitive information, or has otherwise failed to meet the requirements of the contract. 

(2) If a sensitive information incident involves PIT or SPII, in addition to the reporting requirements in 4300A 
Sensitive Systems Handbook Incident Response and Reporting, Contractors shaJI also provide as many of the 
following data elements that are available at the time the incident is reported, with any remaining data elements 
provided within 24 hours of submission of the initial incident report: 

(i) Data Universal Numbering System (DUNS); 
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(i) Contract numbers affected unless all contracts by the company are affected;
(iif) Facility CAGE code if the location of the event is different than the prime contractor location;
(iv) Point of contact (POC)ifdifferent than the POC recorded in the System for Award Management

(address, position, telephone, email);
v) Contracting Officer POC (address, telephone, email);
(vi) Contract clearance level;
(vii) Nameof subcontractor and CAGE codeif this was an incident on a subcontractor network;
(viii) Government programs, platforms or systems involved:
(ix) Locations)ofincident;
(x) Date and time the incident was discovered;
(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor

and subcontractor level;
(xii) Description of the Government P11 and/or SPII contained within the system;
(xiii) Numberofpeople potentially affected and the estimate or actual number of records exposed and/or

contained within the system; and
(xiv) Any additional information relevant to the incident.

(@) Sensitive Information Incident Response Requirements.

(1) All determinations related to sensitive information incidents, including response activities, notifications
to affected individuals and/or Federal agencies, and related services (e.g. credit monitoring) will be made in
writing by the Contracting Officer in consultation with the Headquarters or Component CIO and Headquarters
‘or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for al activities determined by the Government
to be required to ensure an effective incident response, including providing all requested images, log files, and
event information to facilitate rapid resolutionof sensitive information incidents.

(3) Incident response activities determined to be required by the Government may include, but are not
limited to, the following:

Gi) Inspections,
Gi) Investigations,
(iii) Forensic reviews, and
(iv) Data analyses and processing.

(@) The Goverment, at its sole discretion, may obtain the assistance from other Federal agencies and/or
third-party firms to aid in incident response activities

(h) Additional PII and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided
in the Contractor IT system at the time of the sensitive information incident not later than 5 business days after
being directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and
contentofany notification by the Contractor shall be coordinated with, and subject to prior written approval by
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless the Contracting
Officer, in consultation with the Headquarters or Component Privacy Officer, has determined in writing that
notification is appropriate.

©
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(ii) Contract numbers affected unless all contracts by the company are affected; 
(iii) Facility CAGE code if the location of the event is different than the prime contractor location; 
(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management 

(address, position, telephone, email); 
(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 
(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 
(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor 

and subcontractor level; 
(xii) Description of the Government PIT and/or SPIT contained within the system; 
(xiii) Number of people potentially affected and the estimate or actual number of records exposed and/or 

contained within the system; and 
(xiv) Any additional information relevant to the incident. 

(g) Sensitive Information Incident Response Requirements. 

(1) All determinations related to sensitive information incidents, including response activities, notifications 
to affected individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in 
wliting by the Contracting Officer in consultation with the Headquarters or Component CIO and Headquarters 
or Component Privacy Officer. 

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government 
to be required to ensure an effective incident response, including providing all requested images, log files, and 
event information to facilitate rapid resolution of sensitive information incidents. 

(3) Incident response activities determined to be required by the Government may include, but are not 
limited to, the following: 

(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 
(iv) Data analyses and processing. 

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or 
third-party firms to aid in incident response activities. 

(h) Additional PIT and/or SPIT Notification Requirements. 

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PIT resided 
in the Contractor IT system at the time of the sensitive information incident not later than 5 business days after 
being directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and 
content of any notification by the Contractor shall be coordinated with, and subject to prior written approval by 
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS 
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, has determined in writing that 
notification is appropriate. 
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(@) Subject to Government analysis of the incident and the terms ofits instructions to the Contractor
regarding any resulting notification, the notification method may consist of leters to affected individuals sent
by first class mail, electronic means, or general public notice, as approved by the Government. Notification
may require the Contractor's use of address verification and/or address location services. Ata minimum, the
notification shall include:

(i) Abrief description of the incident;
Gi) A descriptionof the types of PII and SPII involved;
(il) A statement as to whether the PII or SPI was encrypted or protected by other means;
(iv) Steps individuals may take to protect themselves:
(v) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the
incident, and to protect against any future incidents; and
(vi) Information identifying who individuals may contact for additional information.

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or PIL, the
Contractor may be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or
resided in the Contractor IT system at the time of the sensitive information incident for a period beginning the
date of the incident and extending not less than 18 months from the date the individual is notified. Credit
monitoring services shall be provided from a company with which the Contractor has no affiliation. Ata
minimum, credit monitoring services shall include:

(i) Triple credit bureau monitoring;
Gi) Daily customer service;
(iif) Alerts provided to the individual for changes and fraud; and
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call centerservices shall include:

(i) A dedicated telephone number to contact customer service within a fixed period:
Gi) Information necessary for registrants/enrollees to access credit reports and credit scores;
(ii) Weekly reports on call center volume, issue escalation (i.¢., those calls that cannot be handled by call

center staff and must be resolved by call center management or DHS, as appropriate), and other key
metrics;

(iv) Escalationof calls that cannot be handled by call center staff to call center management or DHS, as
appropriate;

) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

(j) Certification of SanitizationofGovernment and Govemment-Activity-Related Files and Information. As
part of contract closeout, the Contractor shall submit the certification to the COR and the Contracting Officer
following the template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization.

(End of clause)

HSAR Class Deviation 15-01 Information Technology Security and Privacy Training (Mar 2015)
“
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(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor 
regarding any resulting notification, the notification method may consist of letters to affected individuals sent 
by first class mail, electronic means, or general public notice, as approved by the Government. Notification 
may require the Contractor's use of address verification and/or address location services. At a minimum, the 
notification shall include: 

(i) A brief description of the incident; 
(ii) A description of the types of PII and SPII involved; 
(iii) A statement as to whether the PII or SPII was encrypted or protected by other means; 
(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the 
incident, and to protect against any future incidents; and 
(vi) Information identifying who individuals may contact for additional information. 

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, the 
Contractor may be required to, as directed by the Contracting Officer: 

(1) Provide notification to affected individuals as described above; and/or 

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or 
resided in the Contractor IT system at the time of the sensitive information incident for a peliod beginning the 
date of the incident and extending not less than 18 months from the date the individual is notified. Credit 
monitoring services shall be provided from a company with which the Contractor has no affiliation. At a 
minimum, credit monitoring services shall include: 

(i) Triple credit bureau monitoring; 
(ii) Daily customer service; 
(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or 

(3) Establish a dedicated call center. Call center services shall include: 

(i) A dedicated telephone number to contact customer service within a fixed peliod; 
(ii) Information necessary for registrants/enrollees to access credit reports and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by call 

center staff and must be resolved by call center management or DHS, as appropriate), and other key 
metrics; 

(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, as 
appropriate; 

(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the 
Headquarters or Component Chief Privacy Officer; and 

(vi) Information for registrants to contact customer service representatives and fraud resolution 
representatives for credit monitoring assistance. 

(i) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As 
part of contract closeout, the Contractor shall submit the certification to the COR and the Contracting Officer 
following the template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization. 

(End of clause) 

HSAR Class Deviation 15-01 Information Technology Security and Privacy Training (Mar 2015) 
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(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter
referred to collectively as “Contractor”). The Contractor shall insert the substance ofthis clause in all
subcontracts,

(b) Security Training Requirements.

(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301,
Subpart C, as amended, to be exposed to security awareness materials annually or whenever system security
changes occur, or when the user's responsibilities change. The Department of Homeland Security (DHS)
requires that Contractor employees take an annual Information Technology Security Awareness Training course
before accessing sensitive information under the contract. Unless otherwise specified, the training shall be:
‘completed within thirty (30) daysof contract award andbe completed on an annual basis thereafter not later
thanOctober 31stof each year. Any new Contractor employees assigned to the contract shall complete the
training before accessing sensitive information under the contract. The training is accessible at
hutp:// www. dhs, gov/dhs-security-and-training-requirements-contractors. The Contractor shall maintain copies
of training certificates for all Contractor and subcontractor employees as a recordof compliance. Unless
otherwise specified, inital training certificates for each Contractor and subcontractor employee shall be
provided to the Contracting Officer's Representative (COR) not later than thirty (30) days after contract award.
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-
mail notification not later than October 31stof each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have
access to DHS systems and sensitive information. The DHS Rulesof Behavior shall be signed before accessing
DHS systems and sensitive information. The DHS Rules of Behavioris a document that informs users of their
responsibilities when accessing DHS systems and holds users accountable for actions taken while accessing
DHS systems and using DHS Information Technology resources capable of inputting, storing, processing,
outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is accessible at
hutp:// www.dhs gov/dhs-security-and-training-requirements-contractors. Unless otherwise specified, the DHS
Rules of Behavior shall be signed within thirty (30) days of contract award. Any new Contractor employees
assigned to the contract shall also sign the DHS Rules of Behavior before accessing DHS systems and sensitive
information. The Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and
subcontractor employees as a record ofcompliance. Unless otherwise specified, the Contractor shall e-mail
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after contract award for
each employee. The DHS Rules of Behavior will be reviewed annually and the COR will provide notification
when a review is required.

(©) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to
Personally Identifiable Information (P11) and/or Sensitive PII (SPI) are required to take Privacy at DHS:
Protecting Personal Information before accessing PII and/or SPI. The training is accessible at
hutp:// www. dhs. gov/dhs-security-and-training-requirements-contractors. Training shall be completed within
thirty (30) daysof contract award and be completed on an annual basis thereafter not later than October 31t of
each year. Any new Contractor employees assigned to the contract shall also complete the training before
accessing PII and/or SPII. "The Contractor shall maintain copies of training certificates for all Contractor and
subcontractor employees as a recordofcompliance. Initial training certificates for each Contractor and
subcontractor employee shall be provided to the COR not later than thirty (30) days after contract award.
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-
mail notification not later than October 31stof each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.
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(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter 
refened to collectively as "Contractor"). The Contractor shall insert the substance of this clause in all 
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(b) Security Training Requirements. 

(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301, 
Subpart C, as amended, to be exposed to security awareness materials annually or whenever system security 
changes occur, or when the user's responsibilities change. The Department of Homeland Security (DHS) 
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training before accessing sensitive information under the contract. The training is accessible at 
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of training certificates for all Contractor and subcontractor employees as a record of compliance. Unless 
otherwise specified, initial training certificates for each Contractor and subcontractor employee shall be 
provided to the Contracting Officer's Representative (COR) not later than thirty (30) days after contract award. 
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e­
mail notification not later than October 31st of each year. The e-mail notification shall state the required 
training has been completed for all Contractor and subcontractor employees. 

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have 
access to DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing 
DHS systems and sensitive information. The DHS Rules of Behavior is a document that informs users of their 
responsibilities when accessing DHS systems and holds users accountable for actions taken while accessing 
DHS systems and using DHS Information Technology resources capable of inputting, storing, processing, 
outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is accessible at 
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Rules of Behavior shall be signed within thirty (30) days of contract award. Any new Contractor employees 
assigned to the contract shall also sign the DHS Rules of Behavior before accessing DHS systems and sensitive 
information. The Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and 
subcontractor employees as a record of compliance. Unless otherwise specified, the Contractor shall e-mail 
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after contract award for 
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(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to 
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Protecting Personal Information before accessing PII and/or SPII. The training is accessible at 
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training has been completed for all Contractor and subcontractor employees. 
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(Endof clause)

D. PROVISIONS INCORPORATED BY REFERENCE

FAR 52.252-1 Solicitation Provisions Incorporated by Reference (Feb 1998)

“This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as
ifthey were given in full text. Upon request, the Contracting Officer will make their full text available. The

offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and
submitted with ts quotation or offer. In lieu of submitting the full ext of those provisions, the offeror may
identify the provision by paragraph identifier and provide the appropriate information withit quotation or
offer. Also, the full text of a solicitation provision may be accessed electronically at this/these address(es):

ACQUISITION GOV

Fr we]
FAR 22175 Evaluation of Options Tul 1990

E.  ICEINFORMATION GOVERNANCE AND PRIVACY REQUIREMENTS CLAUSE (JUL
2017

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information
In accordance with FAR 52.2241 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act (APR
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act
of 1974 the contractor is advised that the relevant DHS system of records notices (SORNs) applicable o this
Privacy Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agencies may be
accessed through the agencies” websites or by searching FDsys, the Federal Digital System, available at
hitp:/www.gpo gov/fdsys/. SORNs may be updated at any time.

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment
“The Contractor shall perform all tasks on authorized Government networks, sing Government-furnished IT and
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statementof work.
‘Govemment information shall remain within the confines of authorized Goverment networks at all mes.
Except where telework is specifically authorized within this contract, the Contractor shall perform al tasks
described in this document at authorized Government facilities: the Contractor is prohibited from performing
these tasks at or removing Goverment-furnished information to any other facility; and Government
information shall remain within the confines of authorized Goverment facilities at al times. Contractors may
only access classified materials on government furnished equipment in authorized goverment owned facilities
regardlessof telework authorizations,

(3) Prior Approval Required to Hire Subcontractors
“The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual
relationship (Subcontractor) in support ofthis contract requiring the disclosureof information, documentary
material and/or records generated underorrelating to this contract. The Contractor (and any Subcontractor) is
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(End of clause) 
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if they were given in full text. Upon request, the Contracting Officer will make their full text available. The 
offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and 

submitted with its quotation or offer. In lieu of submitting the full text of those provisions, the offeror may 
identify the provision by paragraph identifier and provide the appropriate information with its quotation or 
offer. Also, the full text of a solicitation provision may be accessed electronically at this/these address(es): 

ACQUISITION.GOV 

Provision Number Title Date 

FAR 52.217-5 Evaluation of Options Jul 1990 

E. ICE INFORMATION GOVERNANCE AND PRIVACY REQUIREMENTS CLAUSE (JUL 
2017) 

A. Limiting Access to Privacy Act and Other Sensitive Information 

(1) Privacy Act Information 
In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act (APR 
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act 
of 1974 the contractor is advised that the relevant DHS system of records notices (SORNs) applicable to this 
Privacy Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agencies may be 
accessed through the agencies' websites or by searching FDsys, the Federal Digital System, available at 
http://www.gpo.gov/fdsys/. SORNs may be updated at any time. 

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment 
The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and 
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work. 
Government information shall remain within the confines of authorized Government networks at all times. 
Except where telework is specifically authorized within this contract, the Contractor shall perform all tasks 
described in this document at authorized Government facilities; the Contractor is prohibited from performing 
these tasks at or removing Government-furnished information to any other facility; and Government 
information shall remain within the confines of authorized Government facilities at all times. Contractors may 
only access classified materials on government furnished equipment in authorized government owned facilities 
regardless of telework authorizations. 

(3) Prior Approval Required to Hire Subcontractors 
The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual 
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary 
material and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is 
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required to abide by Government and Agency guidance for protecting sensitive and proprietary information.

(4) Separation Checklist for Contractor Employees
‘Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates
working on the contract. The separation checklist must verify: (1) return of any Government-fumished
equipment; (2) return orproperdisposal of sensitive personally identifiable information (PII), in paper or
electronic form, in the custody of the employee or Subcontractor employee including the sanitization of data on
any computer systems or media as appropriate; and (3) terminationof any technological access to the
‘Contractor's facilities or systems that would permit the terminated employee's access to sensitive PII

In the event of adverse job actions resulting in the dismissalofan employee or Subcontractor employee, the.
Contractor shall notify the Contracting Officer's Representative (COR) within 24 hours. For normal
separations, the Contractor shall submit the checklist on the last day of employment or work on the contract

As requested. contractors shall assist the ICE Pointof Contact (ICE/POC), Contracting Officer, or COR with
completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all
‘Government-furnished property including but not limited to computer equipment, media, credentials and
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all user
accounts and systems.

B. Privacy Training, Safeguarding, and Remediation
If the Safeguarding of Sensitive Information (MAR 2015) and Information Technology Security and Privacy
Training (MAR 2015) clauses are included in this contract, section B of this clause is deemed self- deleting.

(1) Required Security and Privacy Training for Contractors
Contractor shall provide training for all employees, including Subcontractors and independent contractors who.
have access to sensitive personally identifiable information (PID) as well as the creation, use, dissemination
and/or destruction ofsensitive PII a the outset of the employees work on the contract and every year
thereafter. Training must include procedures on how to properly handle sensitive PII, including security
requirements for the transporting or transmission ofsensitive PII, and reporting requirements fora suspected
breach or loss of sensitive PII. All Contractor employees are required to take the Privacy at DHS: Protecting
Personal Information training course. This course, along with more information about DHS security and
training requirements for Contractors, is available at www dhs. gov/dhs-security-and-trining-requirements-
contractors. The Federal Information Security Management Act (FISMA) requires all individuals accessing ICE
information to take the annual Information Assurance Awareness Training course. These courses are available
through the ICE intranet site or the Agency may also make the raining available through hypertext links or CD.
“The Contractor shall maintain copiesofemployees’ certificatesofcompletion as a record of compliance and
must submit an annual e-mail notification to the ICE Contracting Officer's Representative that the required
training has been completed for all the Contractor's employees.

(2) Safeguarding Sensitive PII Requirement
Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all times when
handling sensitive PIL, including the encryption of sensitive PII as required in the Handbook. This requirement
will be flowed down to all subcontracts and lower tiered subcontracts as well.

(3) Non-Disclosure Agreement Requirement
All Contractor personnel that may have access to PII or other sensitive information shall be required to sign a
Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor shall maintain
signed copies of the NDA for all employees as a record of compliance. The Contractor shall provide copies of
the signed NDA to the Contracting Officer's Representative (COR) no later than two (2) days after execution of
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required to abide by Government and Agency guidance for protecting sensitive and proprietary information. 

(4) Separation Checklist for Contractor Employees 
Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates 
working on the contract. The separation checklist must verify: (1) return of any Government-furnished 
equipment; (2) return or proper disposal of sensitive personally identifiable information (PII), in paper or 
electronic form, in the custody of the employee or Subcontractor employee including the sanitization of data on 
any computer systems or media as appropriate; and (3) termination of any technological access to the 
Contractor's facilities or systems that would permit the terminated employee's access to sensitive PII. 

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor employee, the 
Contractor shall notify the Contracting Officer's Representative (COR) within 24 hours. For normal 
separations, the Contractor shall submit the checklist on the last day of employment or work on the contract. 

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, or COR with 
completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all 
Government-furnished property including but not limited to computer equipment, media, credentials and 
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all user 
accounts and systems. 

B. Privacy Training, Safeguarding, and Remediation 
If the Safeguarding of Sensitive Information (MAR 2015) and Information Technology Security and Privacy 
Training (MAR 2015) clauses are included in this contract, section B of this clause is deemed self- deleting. 

(1) Required Security and Privacy Training for Contractors 
Contractor shall provide training for all employees, including Subcontractors and independent contractors who 
have access to sensitive personally identifiable information (PII) as well as the creation, use, dissemination 
and/or destruction of sensitive PII at the outset of the employee's work on the contract and every year 
thereafter. Training must include procedures on how to properly handle sensitive PII, including security 
requirements for the transporting or transmission of sensitive PII, and reporting requirements for a suspected 
breach or loss of sensitive PII. All Contractor employees are required to take the Privacy at DHS: Protecting 
Personal Information training course. This course, along with more information about DHS security and 
training requirements for Contractors, is available at www.dhs.gov/dhs-security-and-training-requirements­
contractors. The Federal Information Security Management Act (FISMA) requires all individuals accessing ICE 
information to take the annual Information Assurance Awareness Training course. These courses are available 
through the ICE intranet site or the Agency may also make the training available through hypertext links or CD. 
The Contractor shall maintain copies of employees' certificates of completion as a record of compliance and 
must submit an annual e-mail notification to the ICE Contracting Officer's Representative that the required 
training has been completed for all the Contractor's employees. 

(2) Safeguarding Sensitive PII Requirement 
Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all times when 
handling sensitive PII, including the encryption of sensitive PII as required in the Handbook. This requirement 
will be flowed down to all subcontracts and lower tiered subcontracts as well. 

(3) Non-Disclosure Agreement Requirement 
All Contractor personnel that may have access to PII or other sensitive information shall be required to sign a 
Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor shall maintain 
signed copies of the NDA for all employees as a record of compliance. The Contractor shall provide copies of 
the signed NDA to the Contracting Officer's Representative (COR) no later than two (2) days after execution of 
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the form.

(@) Prohibition on Use of PII in Vendor Billing and Administrative Records
‘The Contractor's invoicing, billing, and other financial/administrative records/databases may not store or
include any sensitive Government information, such as PII that is created, obtained, or provided during the
performance of the contract. It is acceptable to list the names, tiles and contact information for the Contracting
Officer, Contracting Officers Representative, or other ICE personnel associated with the administration of the:
contract in the invoices as needed.

(5) Reporting Suspected Loss of Sensitive PII
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and
cooperate with ICE’s inquiry into the incident and efforts to remediate any harm to potential victims.

1. The Contractor must develop and include in ts security plan (which is submitted to ICE) an internal system
by which its employees and Subcontractors are trained to identify and report the potential loss or compromise of
sensitive PIL.

2. The Contractor must report the suspected loss or compromise of sensitive PII by its employees or
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representative:
(COR), and the Contracting Officer within one (1) hour of the inital discovery.

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of
sensitive PII by its employees or Subcontractors. The report must contain the following information:

a. Narrative or detailed description of the events surrounding the suspected loss or compromiseof information.
b. Date, time, and location of the incident.
c. Typeofinformation lost or compromised.
d. Contractor's assessment of the likelihood that the information was compromised or lost and the reasons
behind the assessment.
e. Names of person(s) involved, including victim, Contractor employee/Subcontractor and any witnesses.
1. Causeofthe incident and whether the company’s security plan was followed and, if not, which specific
provisions were not followed.
2. Actions that have been or will be taken to minimize damage and/or mitigate further compromise.
h. Recommendations to prevent similar situations in the future, including whether the security plan needs to be
modified in any way and whether additional training may be required.

4. The Contractor shall provide full access and cooperation for all activities determined by the
Govemment to be required to ensure an effective incident response, including providing all
requested images, log files, and event information to facilitate rapid resolution of sensitive
information incidents

5. At the Government's discretion, Contractor employees or Subcontractor employees may be identified as no
longer eligible to access sensitive PII or to work on that contract based on their actions related to the loss or
compromise of sensitive PIL.

(6) Victim Remediation
‘The Contractor is responsible for notifying victims and providing victim remediation services in the event ofa
Toss or compromise of sensitive PII held by the Contractor, its agents, or its Subcontractors, under this contract
Victim remediation services shall include at least 18 monthsofcredit monitoring and, for serious or large
incidents as determined by the Government, call center help desk services for the individuals whose sensitive
Pl was lost or compromised. The Contractor and ICE will collaborate and agree on the method and content of
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the form. 

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records 
The Contractor's invoicing, billing, and other financial/administrative records/databases may not store or 
include any sensitive Government information, such as PI! that is created, obtained, or provided during the 
performance of the contract. It is acceptable to list the names, titles and contact information for the Contracting 
Officer, Contracting Officer's Representative, or other ICE personnel associated with the administration of the 
contract in the invoices as needed. 

(5) Reporting Suspected Loss of Sensitive PI! 
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and 
cooperate with ICE's inquiry into the incident and efforts to remediate any harm to potential victims. 

1. The Contractor must develop and include in its security plan (which is submitted to ICE) an internal system 
by which its employees and Subcontractors are trained to identify and report the potential loss or compromise of 
sensitive PII. 

2. The Contractor must report the suspected loss or compromise of sensitive PI! by its employees or 
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer's Representative 
(COR), and the Contracting Officer within one (1) hour of the initial discovery. 

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of 
sensitive PII by its employees or Subcontractors. The report must contain the following information: 

a. Narrative or detailed description of the events surrounding the suspected loss or compromise of information. 
b. Date, time, and location of the incident. 
c. Type of information lost or compromised. 
d. Contractor's assessment of the likelihood that the information was compromised or lost and the reasons 
behind the assessment. 
e. Names of person(s) involved, including victim, Contractor employee/Subcontractor and any witnesses. 
f. Cause of the incident and whether the company's security plan was followed and, if not, which specific 
provisions were not followed. 
g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise. 
h. Recommendations to prevent similar situations in the future, including whether the security plan needs to be 
modified in any way and whether additional training may be required. 

4. The Contractor shall provide full access and cooperation for all activities determined by the 
Government to be required to ensure an effective incident response, including providing all 
requested images, log files, and event information to facilitate rapid resolution of sensitive 
information incidents. 

5. At the Government's discretion, Contractor employees or Subcontractor employees may be identified as no 
longer eligible to access sensitive PI! or to work on that contract based on their actions related to the loss or 
compromise of sensitive PI!. 

(6) Victim Remediation 
The Contractor is responsible for notifying victims and providing victim remediation services in the event of a 
loss or compromise of sensitive PII held by the Contractor, its agents, or its Subcontractors, under this contract. 
Victim remediation services shall include at least 18 months of credit monitoring and, for serious or large 
incidents as determined by the Government, call center help desk services for the individuals whose sensitive 
PI! was lost or compromised. The Contractor and ICE will collaborate and agree on the method and content of 
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any notification that may be required to be sent to individuals whose sensitive PII was lost or compromised.

C. Government Records Training, Ownership, and Management
(1) Records Management Training and Compliance
(a) The Contractor shall provide DHS basic records management training for all employees and Subcontractors
that have access to sensitive PII as well as to those involved in the creation, use, dissemination and/or
destruction of sensitive PIL. This training will be provided at the outsetof the Subcontractors/employee’s work
on the contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it
may be made available through other means (e.g. CD or online). The Contractor shall maintain copies of
certificates as a record of compliance and must submit an e-mail notification annually to the Contracting
Officer's Representative verifying that all employees working under this contract have completed the required
records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include
the preservation of all records created or received regardless of format, modeof transmission, or state of
completion.

(2) Records Creation, Ownership, and Disposition
(@) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract
using Government IT equipment and/or Govemment records or that contain Government Agency data. The
Contractor shall certify in writing the destruction or return of all Goverment data at the conclusion of the
contract or ata time otherwise specified in the contract.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor's Commercial
License Agreement, the Government Agency owns the rights to all electronic information (electronic data,
electronic information systems or electronic databases) and all supporting documentation and associated
metadata created as part of this contract. All deliverables (including all data and records) under the contract are
the property of the U.S. Government and are considered federal records, for which the Agency shall have
unlimited rights 0 use, dispose of, or disclose such data contained therein. The Contractor must deliver
sufficient technical documentation with all data deliverables to permit the agency to use the data

(©) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records or
deliverables without the express written permission of the Contracting Officer or Contracting Officer's
Representative. The Agency and its contractors are responsible for preventing the alienation or unauthorized
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation
of Federal records is subject 10 the fines and penalties imposed by 18 U.S.C. § 2701. Records may not be
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency
records schedules.

D. Data Privacy and Oversight
Section Dapplies to information technology (IT) contracts. If this is not an IT contract, section D may read as
self-deleting.
(1) Restrictions on Testing or Training Using Real Data Containing PII
“The use of real data containing sensitive PII from any source for testing or training purposes is generally
prohibited. The Contractor shall use synthetic or de-identified real data for testing or training whenever feasible.
ICE policy requires that any proposal to useof real data or de-identified data for IT system testing or training be
approved by the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event
performance of the contract requires or necessitates the use of real data for system-testing or training purposes,
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any notification that may be required to be sent to individuals whose sensitive PII was lost or compromised. 

C. Government Records Training, Ownership, and Management 
(1) Records Management Training and Compliance 
(a) The Contractor shall provide OHS basic records management training for all employees and Subcontractors 
that have access to sensitive PII as well as to those involved in the creation, use, dissemination and/or 
destruction of sensitive PII. This training will be provided at the outset of the Subcontractor's/employee's work 
on the contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it 
may be made available through other means (e.g., CD or online). The Contractor shall maintain copies of 
certificates as a record of compliance and must submit an e-mail notification annually to the Contracting 
Officer's Representative verifying that aJI employees working under this contract have completed the required 
records management training. 

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those 
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include 
the preservation of all records created or received regardless of format, mode of transmission, or state of 
completion. 

(2) Records Creation, Ownership, and Disposition 
(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract 
using Government IT equipment and/or Government records or that contain Government Agency data. The 
Contractor shaJI certify in writing the destruction or return of aJI Government data at the conclusion of the 
contract or at a time otherwise specified in the contract. 

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor's Commercial 
License Agreement, the Government Agency owns the rights to all electronic information (electronic data, 
electronic information systems or electronic databases) and all supporting documentation and associated 
metadata created as part of this contract. All deliverables (including all data and records) under the contract are 
the property of the U.S. Government and are considered federal records, for which the Agency shall have 
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must deliver 
sufficient technical documentation with all data deliverables to permit the agency to use the data. 

(c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records or 
deliverables without the express written permission of the Contracting Officer or Contracting Officer's 
Representative. The Agency and its contractors are responsible for preventing the alienation or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation 
of Federal records is subject to the fines and penalties imposed by 18 U.S.C. § 2701. Records may not be 
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency 
records schedules. 

D. Data Privacy and Oversight 
Section D applies to information technology (IT) contracts. If this is not an IT contract, section D may read as 
self-deleting. 
(1) Restrictions on Testing or Training Using Real Data Containing PII 
The use of real data containing sensitive PII from any source for testing or training purposes is generally 
prohibited. The Contractor shaJI use synthetic or de-identified real data for testing or training whenever feasible. 
ICE policy requires that any proposal to use of real data or de-identified data for IT system testing or training be 
approved by the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event 
performance of the contract requires or necessitates the use of real data for system-testing or training purposes, 
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the Contractor in coordination with the Contracting Officer or Contracting Officer's Representative and
‘Govemment program manager shall obtain approval from the ICE Privacy Office and CISO and complete any
required documentation.

If this IT contract contains the Safeguarding of Sensitive Information (MAR 2015) and Information
Technology Security and Privacy Training (MAR 2015) clauses, section D(2) of this clause is deemed self-
deleting.

(2) Requirements for Contractor IT Systems Hosting Government Data
‘The Contractor is required to obtain aCertification and Accreditation for any IT environment owned or
controlled by the Contractor or any Subcontractor on which Govemment data shall reside for the purposes of IT
system development, design, data migration, testing, training, maintenance, use, or disposal.

(3) Requirement to Support Privacy Compliance
(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is
required. PTAS are triggered by the creation, modification, upgrade,ordispositionofan IT system, and must be:
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whethera
Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications
thereto, are required. The Contractor shall provide adequate support to complete the PIA in a timely manner,
and shall ensure that project management plans and schedules include the PTA, PIA, and SORN (io the extent
required) as milestones. Additional information on the privacy compliance process at DHS, including PTAs,
PIAs, and SORNS, is located on the DHS Privacy Office website (www.dhsgov/privacy)under “Compliance.”
DHS Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the
Privacy Impact Assessment Guidance and Template outline the requirements and format for the PIA.

(b) Ifthe contract involves an IT system buildor substantial development or changes to an IT system that may
require privacy documentation, the Contractor shall assign or procure a Privacy Lead, to be listed under “Key
Personnel.” The Privacy Lead shall be responsible for providing adequate support to DHS (0 ensure DHS can
complete any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance.
‘The Privacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the
Chief Information Officer, and the Records Management Branch to ensure that the privacy documentation is
kept on schedule, that the answers to questions in the PIA are thorough and complete, and that questions asked
by the ICE Privacy Office and other offices are answered in a timely fashion. The Privacy Lead:
+" Must have excellent writing skill, the ability to explain technology clearly for a non-technical audience,
‘and the ability to synthesize information from a variety of sources.
+ Musthave excellent verbal communication and organizational skills.
© Must have experience writing PIAs. Ideally the candidate would have experience writing PIAs for DHS
+ Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 2002.
© Mustbe able to work well with others.

(©) Ifa Privacy Lead is already in place with the program office and the contract involves IT system builds or
substantial changes that may require privacy documentation, the requirement for a separate Private Lead
specifically assigned under this contract may be waived provided the Contractor agrees to have the existing
Privacy Lead coordinate with and support the ICE Privacy POC to ensure privacy concerns are proactively
reviewed and so ICE can complete any required PTA, PIA, SORN, or other supporting documentation to
support privacy compliance if required. The Contractor shall work with personnel from the program office, the
ICE Office of Information Governance and Privacy, and the Office of the Chief Information Officer to ensure.
that the privacy documentation is kept on schedule, that the answers to questions in any privacy documents are
thorough and complete, that all records management requirements are met, and that questions asked by the ICE
Privacy Office and other offices are answered in a timely fashion.
(End of Clause)
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the Contractor in coordination with the Contracting Officer or Contracting Officer's Representative and 
Government program manager shall obtain approval from the ICE Privacy Office and CISO and complete any 
required documentation. 

If this IT contract contains the Safeguarding of Sensitive Information (MAR 2015) and Information 
Technology Security and Privacy Training (MAR 2015) clauses, section D(2) of this clause is deemed self­
deleting. 

(2) Requirements for Contractor IT Systems Hosting Government Data 
The Contractor is required to obtain a Certification and Accreditation for any IT environment owned or 
controlled by the Contractor or any Subcontractor on which Government data shall reside for the purposes of IT 
system development, design, data migration, testing, training, maintenance, use, or disposal. 

(3) Requirement to Support Privacy Compliance 
(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is 
required. PTAs are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be 
renewed at least every three years. Upon review of the PT A, the DHS Privacy Office determines whether a 
Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications 
thereto, are required. The Contractor shall provide adequate support to complete the PIA in a timely manner, 
and shall ensure that project management plans and schedules include the PTA, PIA, and SORN (to the extent 
required) as milestones. Additional information on the plivacy compliance process at DHS, including PTAs, 
PIAs, and SORNs, is located on the DHS Privacy Office website (www.dhs.gov/privacy) under "Compliance." 
DHS Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the 
Privacy Impact Assessment Guidance and Template outline the requirements and fonnat for the PIA. 

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may 
require privacy documentation, the Contractor shall assign or procure a Privacy Lead, to be listed under "Key 
Personnel." The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can 
complete any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance. 
The Plivacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the 
Chief Information Officer, and the Records Management Branch to ensure that the privacy documentation is 
kept on schedule, that the answers to questions in the PIA are thorough and complete, and that questions asked 
by the ICE Privacy Office and other offices are answered in a timely fashion. The Privacy Lead: 
• Must have excellent writing skills, the ability to explain technology clearly for a non-technical audience, 
and the ability to synthesize information from a variety of sources. 
• Must have excellent verbal communication and organizational skills. 
• Must have experience writing PIAs. Ideally the candidate would have experience writing PIAs for DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 2002. 
• Must be able to work well with others. 

(c) If a Plivacy Lead is already in place with the program office and the contract involves IT system builds or 
substantial changes that may require privacy documentation, the requirement for a separate Private Lead 
specifically assigned under this contract may be waived provided the Contractor agrees to have the existing 
Privacy Lead coordinate with and support the ICE Privacy POC to ensure privacy concerns are proactively 
reviewed and so ICE can complete any required PTA, PIA, SORN, or other supporting documentation to 
support privacy compliance if required. The Contractor shall work with personnel from the program office, the 
ICE Office of Information Governance and Privacy, and the Office of the Chief Information Officer to ensure 
that the privacy documentation is kept on schedule, that the answers to questions in any privacy documents are 
thorough and complete, that all records management requirements are met, and that questions asked by the ICE 
Privacy Office and other offices are answered in a timely fashion. 
(End of Clause) 
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26 BPA Term

“This BPA shall consist ofa twelve (12) month base period and four (4) twelve (12) month option periods as
shown below to be exercised at the discretion of the Government. Orders may have a Period of Performance of
twelve (12) months from the last dayofOption Period Four of this BPA.

BPA Period Ordering Period

‘Option Period One
Option Period Two.
‘Option Period Three
‘Option Period Four

“This BPA expires at the end of Option Period Four or on the end dateof the Contractor's GSA Schedule
contract, or on the end date of each subsequent contract period for which GSA extends the GSA Schedule
contract by modification, in which case this BPA will be comparably extended by modification not to exceed a
total period of performance of sixty (60) months. Orders may be placed against this BPA onorbefore the last
day of Option Period Four if the option is exercised. Note that the FAR 52.217-8 clause has been included in
this contract and will be exercised at the discretion of the Government.

Quoters may be awarded a BPA that extends beyond the current term oftheir GSA Schedule contract, so long
as there are option periods in their GSA Schedule contract that, if exercised. will cover the BPA's period of
performance. The BPA Holder is required to immediately notify, in writing, the BPA Contracting Officerifat
any time the GSA Contract, upon which the BPA is based, is no longer in force.

“This BPA is not a contract. If the BPA Holder fais to perform in a manner satisfactory to the BPA Contracting
Officer, this BPA may be canceled at any time with written notice to the BPA Holder by the BPA Contracting
Officer. BPA cancellation does not simultancously cancel existing orders written against the BPA.

27 Ordering Officers

DHS/ICE Warranted Contracting Officers.

28 Orders

Orders wil be placed against this BPA by DHS/ICE Contracting Activities in accordance with the Ordering
Procedures in Section 2.19.

29 Award of Orders under the BPA

Each Order issued under this BPA will include, at a minimum, the following information as applicable:

1. BPA and Order Number;
2. Date of the order;
3. Description of the service(s) to be acquired and/or work to be performed;
4. Period of performance or required completion date;
5. Place of performance;
6. Deliverables;
7. CLIN/SLIN number and description, contract type, quantity, unit price and extended price:

on
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2.6 BPA Term 

This BPA shall consist of a twelve (12) month base period and four (4) twelve (12) month option periods as 
shown below to be exercised at the discretion of the Government. Orders may have a Period of Performance of 
twelve ( 12) months from the last day of Option Period Four of this BP A. 

BPA Period Ordering Period 
Base Period 12 months 
Option Period One 12 months 
Option Period Two 12 months 
Option Period Three 12 months 
Option Period Four 12 months 

This BPA expires at the end of Option Period Four or on the end date of the Contractor's GSA Schedule 
contract, or on the end date of each subsequent contract period for which GSA extends the GSA Schedule 
contract by modification, in which case this BPA will be comparably extended by modification not to exceed a 
total period of performance of sixty (60) months. Orders may be placed against this BPA on or before the last 
day of Option Period Four if the option is exercised. Note that the FAR 52.217-8 clause has been included in 
this contract and will be exercised at the discretion of the Government. 

Quoters may be awarded a BPA that extends beyond the current term of their GSA Schedule contract, so long 
as there are option periods in their GSA Schedule contract that, if exercised, will cover the BP A's period of 
performance. The BPA Holder is required to immediately notify, in writing, the BPA Contracting Officer if at 
any time the GSA Contract, upon which the BP A is based, is no longer in force. 

This BP A is not a contract. If the BP A Holder fails to perform in a manner satisfactory to the BP A Contracting 
Officer, this BPA may be canceled at any time with written notice to the BPA Holder by the BPA Contracting 
Officer. BPA cancellation does not simultaneously cancel existing orders written against the BP A. 

2.7 Ordering Officers 

DHS/ICE Warranted Contracting Officers. 

2.8 Orders 

Orders will be placed against this BPA by DHS/ICE Contracting Activities in accordance with the Ordering 
Procedures in Section 2.19. 

2.9 A ward of Orders under the BPA 

Each Order issued under this BPA will include, at a minimum, the following information as applicable: 

1. BPA and Order Number; 
2. Date of the order; 
3. Description of the service(s) to be acquired and/or work to be performed; 
4. Period of performance or required completion date; 
5. Place of performance; 
6. Deliverables; 
7. CLIN/SLIN number and description, contract type, quantity, unit price and extended price; 
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8. The security requirements;
9. The payment schedule; and
10. Accounting and appropriation data.

2.10 Order Period of Performance

“The period of performance wil be designated at the Order level. Orders may be issued at any time during the
period of performance. Orders for supplies and services shall be priced using the pricing table specified in the
BPA applicable to the Order's anticipated period of performance. Periods of Performance for orders for supplies
or services issued in the final yearof the BPA shall not extend beyond 12 months after the BPA's ordering
period end date. The period of performance for each order shall be consistent with the funding appropriation
being obligated.

211 Invoicing

Invoicing procedures will be specified in each individual Order. The “remit to” address to which payment must
be sent is applicable at the Order level. Ata minimum, each invoice shall include the following information:

i) Name and address of the Contractor;
(i) Invoice date and invoice number. (Contractors should date invoices as close as possible to the date

of mailing or transmission.);
(ii) BPA and Order number and period of performance or other authorization for supplies delivered or

services performed (including order number and contract line item number);
(iv) Descriptionof supplies or services;
®) Name (where practicable) title, phone number, and mailing addressofperson to notify in the event

of a defective invoice.

212 Order of Precedence

“The terms and conditions apply to all Orders pursuant to the BPA. In the event of an inconsistency between the
provisions of this BPA and the terms and conditions of the Contractor's GSA FSS contract, the federal supply
schedule contract shall take precedence.

213 Place of Performance

The place of performance will be at the Government's facilities as outlined in the PWS.

214 Travel

As detailed in the PWS, Contractor travel may be required to support this requirement. All travel required by
the Government outside the local commuting area(s) will be reimbursed to the Contractor in accordance with
FAR 31.20546 Travel Costs. The Contractor shall be responsible for obtaining COR approval (electronic
mail is acceptable) for all reimbursable travel in advance of each travel event. Travel requirements will be
specified at the Order level

215 Security Considerations

Contractor access to unclassified, but Security Sensitive Information may be required under this BPA.
Contractor employees shall safeguard this information against unauthorized disclosure or dissemination
Security requirements will be specified at the Order level,
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8. The security requirements; 
9. The payment schedule; and 
10. Accounting and appropriation data. 

2.10 Order Period of Performance 

The period of performance will be designated at the Order level. Orders may be issued at any time during the 
period of performance. Orders for supplies and services shall be priced using the pricing table specified in the 
BP A applicable to the Order's anticipated period of performance. Periods of Performance for orders for supplies 
or services issued in the final year of the BP A shall not extend beyond 12 months after the BP A's ordering 
period end date. The period of performance for each order shall be consistent with the funding appropriation 
being obligated. 

2.11 Invoicing 

Invoicing procedures will be specified in each individual Order. The "remit to" address to which payment must 
be sent is applicable at the Order level. At a minimum, each invoice shall include the following information: 

(i) Name and address of the Contractor; 
(ii) Invoice date and invoice number. (Contractors should date invoices as close as possible to the date 

of mailing or transmission.); 
(iii) BPA and Order number and period of performance or other authorization for supplies delivered or 

services performed (including order number and contract line item number); 
(iv) Description of supplies or services; 
(v) Name (where practicable), title, phone number, and mailing address of person to notify in the event 

of a defective invoice. 

2.12 Order of Precedence 

The terms and conditions apply to all Orders pursuant to the BP A. In the event of an inconsistency between the 
provisions of this BPA and the terms and conditions of the Contractor's GSA FSS contract, the federal supply 
schedule contract shall take precedence. 

2.13 Place of Performance 

The place of performance will be at the Government's facilities as outlined in the PWS. 

2.14 Travel 

As detailed in the PWS, Contractor travel may be required to support this requirement. All travel required by 
the Government outside the local commuting area(s) will be reimbursed to the Contractor in accordance with 
FAR 31.205-46 -- Travel Costs. The Contractor shall be responsible for obtaining COR approval (electronic 
mail is acceptable) for all reimbursable travel in advance of each travel event. Travel requirements will be 
specified at the Order level. 

2.15 Security Considerations 

Contractor access to unclassified, but Security Sensitive Information may be required under this BP A. 
Contractor employees shall safeguard this information against unauthorized disclosure or dissemination. 
Security requirements will be specified at the Order level. 
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2.16 Hours of Operation

The hours of operation will be specified at the Order level.

2.17 Post Award Conference

‘The Contractor shall attend a Post-Award Conference with the BPA Contracting Officer and the Contracting
Officer's Representative (COR) no later than ten (10) business days after the date of award. The purpose of the
Post-Award Conference, which will be chaired by the Contracting Officer, is to discuss contracting
requirements. The Post-Award Conference will be held at a Government facility within the Northern Capital
Region (NCR) or via teleconference as determined by the Contracting Officer.

Post award conferences at the Order level shall be held at the discretion of the Order Contracting Officer (OCO)
awarding the Orderif that OCO determines one to be necessary.

218 Past Performance

Contractor Performance Assessment Reporting System (CPARS) will be utilized to record a Contractor's past
performance information on individual Orders when applicable.

2.19 Ordering Procedures

2.19.1 General

‘The DHS/ICE Ordering Contracting Officer (OCO) will award and administer Orders in accordance with the
ordering procedures set forth in the BPA and the procedures outlined in FAR 8.405-3(c) -- Ordering from
BPAs.

2.19.2 Order Request for Quotation (RFQ)

‘Orders will be within the scope, issued within the period of performance, and be within the estimated value of
the BPA. Only the Contracting Officer for the BPA may modify the agreement to change the scope, period, or
estimated value as allowed by law.

The Order Request for Quote (RFQ) will be in writing (via mail, e-mail, or fax) and include a description of the
required supplies or services, the evaluation or review criteria, and the evaluation or review procedure. The
evaluation or review will be based on technical factors such as, but not limited to, technical capabilities,
management approach, past performance, and price.

The BPA Holder shall submit a quotation in accordance with the OCO's RFQ instructions. The information
that the OCO requests from the BPA Holder shall be the minimum needed.

No payment will be made to the BPA Holder for the cost to prepare or submit an Order quote.

220 Commencing Work

The BPA Holder shall not commence work until authorized by the OCO. This BPA does not obligate any
funds. The Government is obligated only to the extent ofauthorized purchases by orders issued under this BPA.

221 Annual Review of the BPA

1
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2.16 Hours of Operation 

The hours of operation will be specified at the Order level. 

2.17 Post Award Conference 

The Contractor shall attend a Post-Award Conference with the BPA Contracting Officer and the Contracting 
Officer's Representative (COR) no later than ten ( 10) business days after the date of award. The purpose of the 
Post-Award Conference, which will be chaired by the Contracting Officer, is to discuss contracting 
requirements. The Post-Award Conference will be held at a Government facility within the Northern Capital 
Region (NCR) or via teleconference as determined by the Contracting Officer. 

Post award conferences at the Order level shall be held at the discretion of the Order Contracting Officer (OCO) 
awarding the Order if that OCO determines one to be necessary. 

2.18 Past Performance 

Contractor Performance Assessment Reporting Sys tern ( CP ARS) will be utilized to record a Contractor's past 
performance information on individual Orders when applicable. 

2.19 Ordering Procedures 

2.19.1 General 

The DHS/ICE Ordering Contracting Officer (OCO) will award and administer Orders in accordance with the 
ordering procedures set forth in the BPA and the procedures outlined in FAR 8.405-3(c) -- Ordering from 
BPAs. 

2.19.2 Order Request for Quotation (RFQ) 

Orders will be within the scope, issued within the period of performance, and be within the estimated value of 
the BPA. Only the Contracting Officer for the BPA may modify the agreement to change the scope, period, or 
estimated value as allowed by law. 

The Order Request for Quote (RFQ) will be in writing (via mail, e-mail, or fax) and include a description of the 
required supplies or services, the evaluation or review criteria, and the evaluation or review procedure. The 
evaluation or review will be based on technical factors such as, but not limited to, technical capabilities, 
management approach, past performance, and price. 

The BPA Holder shall submit a quotation in accordance with the OCO's RFQ instructions. The information 
that the OCO requests from the BP A Holder shall be the minimum needed. 

No payment will be made to the BPA Holder for the cost to prepare or submit an Order quote. 

2.20 Commencing Work 

The BPA Holder shall not commence work until authorized by the OCO. This BPA does not obligate any 
funds. The Government is obligated only to the extent of authorized purchases by orders issued under this BPA. 

2.21 Annual Review of the BPA 
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In accordance with FAR 8.405-3(e), the Department of Homeland Security, Office of Procurement Operations

upon which the BPA was established, is still in effect, the BPA still represents the best value, and estimated

review will be documented in accordance with the Federal Acquisition Regulation.

2.22 BPA Administration

“The Contracting Officer (CO) for this BPA is identified below:

(wegE |
Agency: | Investigations and Operations Support Dallas (I0SD)

Immigration and Customs Enforcement (ICE)
Department of Homeland Security (DHS)

Dallas, TX 75247

[oo[Jee|
“The Contract Specialist (CS) for this BPA is identified below:

[owePE]|
Agency:| Investigations and Operations Support Dallas (I0SD)

Immigration and Customs Enforcement (ICE)

Department of Homeland Security (DHS)

Address:| 7701 North Stemmons Freeway, Suite 300

Dallas, TX 75247

Contracting Officer's Representative (COR):

LL
me
we|

w

In accordance with FAR 8. 405-3 ( e), the Department of Homeland Security, Office of Procurement Operations 
which has established this BPA will conduct an annual review to determine whether the schedule contract, 
upon which the BP A was established, is still in effect, the BP A still represents the best value, and estimated 
quantities/amounts have been exceeded and additional price reductions can be obtained. The results of this 
review will be documented in accordance with the Federal Acquisition Regulation. 

2.22 BPA Administration 

The Contracting Officer (CO) for this BPA is identified below: 

Name: l(b)(6); (b)(7)(C) I 
Agency: Investigations and Operations Support Dallas (IOSD) 

Immigration and Customs Enforcement (ICE) 

Department of Homeland Security (DHS) 

Address: 7701 North Stemmons Freeway, Suite 300 

Dallas, TX 75247 

Voice: 214-905i/bi<6>; I 
Email: fb)(6); (b)(7)(C) lice.dhs.gov 

The Contract Specialist (CS) for this BPA is identified below: 

Name: (b)(6); (b)(7)(C) I 
Agency: Investigations and Operations Support Dallas (IOSD) 

Immigration and Customs Enforcement (ICE) 

Department of Homeland Security (DHS) 

Address: 7701 North Stemmons Freeway, Suite 300 

Dallas, TX 75247 

Voice: 2 l 4-90'it'.b)( 5); I 
Email: (b)(6); (b)(7)(C) Dice.dhs.gov 

Contracting Officer's Representative (COR): 

Name: TBD 

Agency: 

Address: 

Voice: 

Email: 
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016

ATTACHMENT 4

VENDOR QUESTIONS
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016 

ATTACHMENT 4 

VENDOR QUESTIONS 
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PWS Paragraph Reference 
/ Other Vendor Question Government Response 

(Sample. Para 5.1) 
1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016
AMENDMENT 000001

RFQ LETTER
TRACKED CHANGES
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016 

AMENDMENT 000001 

RFQLETTER 

TRACKED CHANGES 

PROTECTED MATERIAL 
TO BE DIS9~1r(j)tfl~C~NCE WITH 

GOVERNMENT A~t)(Bfl.~O'~IC~OTECTIVE ORDER 



June 4,2018

T0: GSA Professional Service Schedule (PSS) 00CORP, Special liem Number (SIN) 874-1,
Integrated Consulting Services

FROM: [EEC Contracting Officer, Investigations and Operations Support Dallas
(IOSD), ICE Office of Acquisition Management (OAQ)

SUBJECT: Request for Quote (RFQ) Number 70CMSDISQU0000016 for Visa Lifecycle Vetting
Initiative (VLVI) Support Services

Dear GSA Schedule Holders:

“The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE),
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security

Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle
Vetting Initiative (VLVI) support services as described in the attached Performance Work Statement
®WS).

“This solicitation i being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those:
within Atichment3apply to this requirement.

“The Period of Performance for this BPA will include a twelve (12) month base period and four (4) twelve:
(12) month option periods

RFQ Attachments:

1. Attachment | ~ Performance Work Statement (PWS)
2. Atachment 2 - BPA Pricing Template
3. Attachment 3 ~ Terms and Conditions
4. Attachment 4 — Vendor Questions

PROTECTED MATERIAL 2
0 8€ ce wmGOVERMENTACES TR BEECPAHOTECTIVE ORDER

June 4, 2018 

TO: 

FROM: 

GSA Professional Service Schedule (PSS) 00CORP, Special Item Number (SIN) 874-1, 
Integrated Consulting Services 

j(b)(6); (b)(?)(C) I Contracting Officer, Investigations and Operations Support Dallas 
(IOSD), ICE Office of Acquisition Management (OAQ) 

SUBJECT: Request for Quote (RFQ) Number 70CMSD18Q00000016 for Visa Lifecycle Vetting 
Initiative (VL VI) Support Services 

Dear GSA Schedule Holders: 

The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE), 
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security 
Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle 
Vetting Initiative (VLVI) supp01t services as described in the attached Performance Work Statement 
(PWS). 

This solicitation is being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition 
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award 
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those 
within Attachment 3 apply to this requirement. 

The Period of Performance for this BPA will include a twelve (12) month base period and four ( 4) twelve 
( 12) month option periods. 

RFQ Attachments: 

1. Attachment 1 - Performance Work Statement (PWS) 
2. Attachment 2 - BPA Pricing Template 
3. Attachment 3 -Terms and Conditions 
4. Attachment 4 - Vendor Questions 

PROTECTED MATERIAL 
TO BE DIS.1,.l'IQ~Gl;)-.9tll-l'h~C~NCE WITH 

GOVERNMENT Actt,m:l'tJS.'BlL'!'K>"'dl='F1c'ltP'R'oTECTIVE ORDER 
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Quote Submission Instructions, Evaluation Factors, and Methodology
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(b)(4); (b)(5) 

Quote Submission Instructions, Evaluation Factors, and Methodology 

PROTECTED MATERIAL 
TO BE DIS.1,.l'IQ~Gl;)-.9tll-l'h~C~NCE WITH 

GOVERNMENT Actt,m:l'tJS.'BlL'!'K>"'dl='F1c'ltP'R'oTECTIVE ORDER 
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1.3. QUOTE DOCUMENTS

prorecrepwaTERAL ‘
Tose cewnGOVERMENTACES TR BEECEPHOTEGTIVE ORDER

1.3. QUOTE DOCUMENTS 

b)(4); (b)(5) 

PROTECTED MATERIAL 
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(b)(4); (b)(5) 
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b)(5); (b)(4) 

PROTECTED MATERIAL 
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b)(4); (b)(5) 

PROTECTED MATERIAL 
TO BE DIS.1,.l'IQ~Gl;)-.9tll-l'h~C~NCE WITH 

GOVERNMENT Actt,m:l'tJS.'BlL'!'K>"'dl='F1c'lfpR'oTECTIVE ORDER 
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PROTECTED MATERIAL 
TO BE DIS.1,.l'IQ~Gl;)-.9tll-l'h~C~NCE WITH 

GOVERNMENT Actt,m:l'tJS.'BlL'!'K>"'dl='F1c'lfpR'oTECTIVE ORDER 
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PROTECTED MATERIAL 
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REQUEST FOR QUOTE (RFQ) 70CMSD18Q00000016 

AMENDMENT 000001 

RFQLETTER 

CLEAN 
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June 4,2018

T0: GSA Professional Service Schedule (PSS) 00CORP, Special liem Number (SIN) 874-1,
Integrated Consulting Services

FROM:Doo meting Officer, Investigations and Operations Support Dallas
OSTTCE fice of Acquisition Management (OAQ)

SUBJECT: Request for Quote (RFQ) Number 70CMSDISQU0000016 for Visa Lifecycle Vetting
Initiative (VLVI) Support Services

Dear GSA Schedule Holders:

“The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE),
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security

Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle
Vetting Initiative (VLVI) support services as described in the attached Performance Work Statement
®WS).

“This solicitation i being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those:
within Atichment3apply to this requirement.

“The Period of Performance for this BPA will include a twelve (12) month base period and four (4) twelve:
(12) month option periods

RFQ Attachments:

1. Attachment | ~ Performance Work Statement (PWS)
2. tachment 2 - BPA Pricing Template
3. Attachment 3 ~ Terms and Conditions
4. Attachment 4 — Vendor Questions

PROTECTED MATERIAL "
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June 4, 2018 

TO: GSA Professional Service Schedule (PSS) 00CORP, Special Item Number (SIN) 874-1, 
Integrated Consulting Services 

FROM: , Contracting Officer, Investigations and Operations Support Dallas 
......., ____ ....... fice of Acquisition Management (OAQ) 

SUBJECT: Request for Quote (RFQ) Number 70CMSD18Q00000016 for Visa Lifecycle Vetting 
Initiative (VL VI) Support Services 

Dear GSA Schedule Holders: 

The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE), 
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security 
Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle 
Vetting Initiative (VLVI) supp01t services as described in the attached Performance Work Statement 
(PWS). 

This solicitation is being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition 
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award 
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those 
within Attachment 3 apply to this requirement. 

The Period of Performance for this BPA will include a twelve (12) month base period and four ( 4) twelve 
( 12) month option periods. 

RFQ Attachments: 

1. Attachment 1 - Performance Work Statement (PWS) 
2. Attachment 2 - BPA Pricing Template 
3. Attachment 3 -Terms and Conditions 
4. Attachment 4 - Vendor Questions 

PROTECTED MATERIAL 
TO BE DIS.1,.l'IQ~Gl;)-.9tll-l'h~C~NCE WITH 

GOVERNMENT Actt,m:l'tJS.'BlL'!'K>"'dl='F1c'ltP'R'oTECTIVE ORDER 
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Quote Submission Instructions, Evaluation Factors, and Methodology

1. SUBMISSION INSTRUCTIONS
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Quote Submission Instructions, Evaluation Factors, and Methodology 

1. SUBMISSION INSTRUCTIONS 

(b)(4); (b)(5) 

PROTECTED MATERIAL 
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GOVERNMENT Actt,m:l'tJS.'BlL'!'K>"'dl='F1c'ltP'RoTECTIVE ORDER 
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1.3. QUOTE DOCUMENTS
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1.3. QUOTE DOCUMENTS 

(b)(5); (b)(4) 
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Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or
CTCEU screening and vetting tasks. Specific tasks relating to both VSP and CTCEU operations are:
outlined below:

3.4. VSP Vetting Operations - TASKS
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“The period of performance for this contract period will contain a 12 month base period with four (4)
twelve month option periods.

6.6 Hours Of Operation

Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or
CTCEU screening and vetting tasks. Personnel hours for the respective operations are outlined below:

67 Travel

‘The Contractor shall coordinate specific travel arrangements with the COR to obtain advance, written
approval for the travel to be conducted. The Contractor's request for travel shall be in writing and
contain the names of individuals traveling, dates, destination, purpose, and estimated costs of the travel.
‘The Government will not reimburse for local travel. Local travel is defined as travel within a S0-mile.
radius of the Contractor personnels specific place of performance.

No travel at goverment expense is authorized unless fully funded on the contract in advance of travel.
“The Contractor shall, o the maximum extent practicable, minimize overall travel costs by taking
advantage of discounted airfare rates available through advance purchase. Charges associated with
itinerary changes and cancellations under nonrefundable airline tickets may be reimbursable as long as
the changes are driven by the work requirement. Travel performed for personal convenience or daily
travel to and from work at the Contractor's facility or local Government facility (i.c., designated work
Site) shall not be reimbursed. Costs associated with Contractor travel shall be in accordance with FAR
Part 31.205-46, Travel Costs and Federal Travel Regulations, prescribed by the General Services
Administration.

6.8 Government Holidays
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“The following Government holidays are normally observed by Goverment personnel: New Years Day,
Martin Luther King’s Birthday, Presidential Inauguration Day (metropolitan DC area only), President's
Day, Memorial Day, Independence Day, Labor Day, Columbus Day, Veteran's Day, Thanksgiving Day,
Christmas Day, building closures, bad weather days and any other day designated by Federal Statute,
Executive Order and/or Presidential Proclamation.

6.9 Transition
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8.0 APPENDIX A - List of Acronyms

[DHS |DeparmentofHomelandSecuriy |
EE
[DoS | Depanmenorsime |
[DSO Designated SehoolOil |
[FB Federal Bureauof vegan |
 —

[BIS inerageneyBorder inspectionSysem |

I —

rr —

[IPS NumericallyIncgrtedProfilingSym |
[NSEERS |NationaSecuryEnryExitRegionSystem |

[OMB [OfficeofManagementandBadger |
[DSO PrincipalDesignatedSehoorOffa |
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GovEmmENT ACD BPG CE BROTEGTVEORoER

8.0 APPENDIX A - List of Acronyms 

ADIS 
AFSP 
ARO 
API 
APIS 
BTS 
CBP 
CEU 
CFR 
CIS 
CLAIMS 3 
CCD 
COTS 
COR 
CRU 
DHS 
DOB 
DoJ 
DoS 
DSO 
ELMS 
FBI 
FTP 
HQ 
IBIS 
IAAT 
ICE 
ID 
IIRIRA 
INA 
Intel 
ISS 
!TARS 
LPR 
MOU 
NHS 
NIPS 
NIV 
NSEERS 
NTE 
O&M 
0MB 
PA 
PDSO 

Arrival Departure Information System 
Alien Flight Student Program 
Alternate Responsible Officer 
Advance Passenger Information 
Advance Passenger Information System 
Border and Transportation Security 
Customs and Border Protection 
Compliance Enforcement Unit 
Code of Federal Regulations 
Citizenship and Immigration Services 
Computer Linked Applications Information Management System 
Consular Consolidated Database 
Commercial Off The Shelf 
Contracting Officer's Representative 
Case Resolution Unit 
Department of Homeland Security 
Date of Birth 
Department of Justice 
Department of State 
Designated School Official 
Electronic Library Management System 
Federal Bureau of Investigation 
File Transfer Protocol 
Headquarters 
Interagency Border Inspection System 
Information Assurance Awareness Training 
Immigration and Customs Enforcement 
Identifier 
Illegal Immigration Reform and Immigrant Responsibility Act 
Immigration and Nationality Act 
Intelligence 
Information System Support 
I-17 Tracking and Reporting Systems 
Lawful Permanent Resident 
Memorandum of Understanding 
Nonimmigrant Information System 
Numerically Integrated Profiling System 
Nonimmigrant Visa 
National Security Entry Exit Registration System 
Not to Exceed 
Operations and Maintenance 
Office of Management and Budget 
Privacy Act 
Principal Designated School Official 
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[Pi PersonallyIdentifiableInformation

[POE TPortofby

[RO [ResponsibleOfficer
[RPO [RecoveryPointObjective~~|
[RTO [RecoveryTimeObjective |

[SORN" SystemofRecordsNotice |

[Us [UwiedStwes |
USA Uniting and Strengthening America by Providing Appropriate
PATRIOT | Tools Required to Interrupt and Obstruct Terrorism Act
ACT
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PIA 
PICS 
PII 
Pub. L. 
POE 
PRIV 
PTA 
RO 
RPO 
RTO 
SCR 
SBU 
SEVIS 
SEVP 
SLM 
SORN 
SSA 
SSN 
TSA 
U.S. 
USA 
PATRIOT 
ACT 
US-VISIT 

Privacy Impact Assessment 
Password Issuance Control System 
Personally Identifiable Information 
Public Law 
Port of Entry 
ICE Privacy Office 
Privacy Threshold Analysis 
Responsible Officer 
Recovery Point Objective 
Recovery Time Objective 
System Change Requests 
Sensitive But Unclassified 
Student and Exchange Visitor Information System 
Student and Exchange Visitor Program 
System Lifecvcle Management 
System of Records Notice 
Social Security Administration 
Social Security Number 
Transportation Security Administration 
United States 
Uniting and Strengthening America by Providing Appropriate 
Tools Required to Interrupt and Obstruct Terrorism Act 

United States Visitor and Immigrant Status Indicator Technolo2:v 
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A@) US. Immigration
R=) and Customs
© Enforcement

TERMS AND CONDITIONS

1. BLANKET PURCHASE AGREEMENT (BPA)

11 Blanket Purchase Agreement

In the spirit of the Federal Acquisition Streamlining Act, the Department of Homeland Security and

(Insert Contractor's Name)

enter into a Blanket Purchase Agreement (BPA) to support the U.S. Department of Homeland Security (DHS),
Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National Security
Investigation Division (NSID), Visa Security Program (VSP) and Counter-Terrorism and Criminal Exploitation
Unit (CTCEU).The intent is to acquire Visa Lifecycle Vetting Initiative (VLVI) support services through the
General Services Administration (GSA) Federal Supply Schedule (FSS) 00CORP, Profession Services Schedule
(PSS). The following Special lem Number (SIN) applicable to the Contractor's GSA FSS contract shall be
included in the BPA:

874-1 Integrated Consulting Services

Note: The terms Quoter, Contractor, and BPA Holder are used interchangeably in this agreement.

Signatures:

DHS/ICE Investigations and Operations Support Dallas (I0SD) BPA Contracting Officer

TPrmcdName  10SDTWle  Sgnawe Dac

Contractor

Printed Name Company Title Signature Date

prorecTED MATERIAL w
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Attachment 3 U.S. Department of Homeland Security (DHS) 
Terms and Conditions 
RFQ# 70CMSD 18QOOOO00 16 

Office of the Acquisition Management (OAQ) 
Investigations and Operations Support Dallas (IOSD) 
7701 N. Stemmons Freeway, Suite 300, Dallas, TX 75247 

U.S. Immigration 
and Customs 
Enforcement 

TERMS AND CONDITIONS 

1. BLANKET PURCHASE AGREEMENT (BPA) 

1.1 Blanket Purchase Agreement 

In the spirit of the Federal Acquisition Streamlining Act, the Department of Homeland Security and 

(Insert Contractor's Name) 

enter into a Blanket Purchase Agreement (BPA) to support the U.S. Department of Homeland Security (DHS), 
Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National Security 
Investigation Division (NSID), Visa Security Program (VSP) and Counter-Ten-orism and Criminal Exploitation 
Unit (CTCEU).The intent is to acquire Visa Lifecycle Vetting Initiative (VLVI) support services through the 
General Services Administration (GSA) Federal Supply Schedule (FSS) 00CORP, Profession Services Schedule 
(PSS). The following Special Item Number (SIN) applicable to the Contractor's GSA FSS contract shall be 
included in the BP A: 

874-1 Integrated Consulting Services 

Note: The terms Quoter, Contractor, and BPA Holder are used interchangeably in this agreement. 

Signatures: 

DHSIICE Investigations and Operations Support Dallas (IOSD) BPA Contracting Officer 

Printed Name 

Contractor 

Printed Name 

IOSD Title Signature 

Company Title Signature 

PROTECTED MATERIAL 
TO BE DIS9~1r(j)t)l~C~NCE WITH 

GOVERNMENT Act!titmt)(sl1.~0'~1c~oTECTIVE ORDER 

Date 

Date 

123 



2. BPA TERMS AND CONDITIONS

‘This section presents the general requirements applicable to the Blanket Purchase Agreement (BPA)
Contractor(s).

tis the responsibility of the Contractor to notify the BPA Contracting Officer of GSA Schedule price changes
affecting line items and services listed in this BPA prior to awardof any Order. Discounts shall be in termsof a
flat percentage to be applied against the GSA Schedule price for the product or service. If discounts are
conditional on a given dollar volume or other condition. the Contractors” assumptions applicable to each
conditional discount must be clearly stated. Contractors are strongly encouraged to offer further price reductions
in accordance with their commercial practice. The BPA Pricing Schedule shall include all supplies and services
included in the scope of this BPA, with the proposed discounts applied. With the exceptionof labor hour rates,
prices shall not escalate and are not subject to upward adjustment during the term of the BPA. All Orders are.
subject to the terms and conditions of the underlying GSA contract and to the additional terms and conditions
provided within this Blanket Purchase Agreement.

21 Scope of Services

The following supplies and services can be ordered under this BPA:

Visa Lifecycle Support Services (VLVI)

22 Types of Orders

This BPA provides for Firm Fixed Priced (FFP) orders.

23 BPA Volume

‘The Government estimates, but does not guarantee that the volumeof purchases under the BPA will be
approximately S. overaone (1) year base and four (4) one (1) year options. The Goverment is
obligated only to the extent of authorized purchases actually made under this BPA. There is no minimum order
‘guarantee.

24 Obligation

“This BPA does not obligate any funds. The individual Orders placed against the BPA will obligate funds.

25 Referenced Federal Acquisition Regulation (FAR) and Homeland Security Acquisition Regulation
(HSAR) Clauses/Provisions

‘The Contractor's General Services Administration (GSA), Professional Service Schedule (PSS) 00CORP,
Special Item Number (SIN) 874-1, Integrated Consulting ServicesFederal-Supply-Sehedule70-nformation
Fechnology-contract clauses are incorporated into this BPA. In addition, all clauses referenced below are
applicable to the resulting BPA and all Orders unless otherwise stated.

| prorecrepwar po
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2. BPA TERMS AND CONDITIONS 

This section presents the general requirements applicable to the Blanket Purchase Agreement (BPA) 
Contractor(s ). 

It is the responsibility of the Contractor to notify the BPA Contracting Officer of GSA Schedule price changes 
affecting line items and services listed in this BPA prior to award of any Order. Discounts shall be in terms of a 
flat percentage to be applied against the GSA Schedule plice for the product or service. If discounts are 
conditional on a given dollar volume or other condition, the Contractors' assumptions applicable to each 
conditional discount must be clearly stated. Contractors are strongly encouraged to offer further price reductions 
in accordance with their commercial practice. The BP A Pricing Schedule shall include all supplies and services 
included in the scope of this BP A, with the proposed discounts applied. With the exception of labor hour rates, 
prices shall not escalate and are not subject to upward adjustment: during the term of the BPA. All Orders are 
subject to the terms and conditions of the underlying GSA contract and to the additional terms and conditions 
provided within this Blanket Purchase Agreement. 

2.1 Scope of Services 

The following supplies and services can be ordered under this BP A: 

Visa Lifecycle Support Services (VLVI) 

2.2 Types of Orders 

This BP A provides for Firm Fixed Priced (FFP) orders. 

2.3 BPA Volume 

The Government estimates, but does not guarantee that the volume of purchases under the BPA will be 
approximately$ ____ over a one (1) year base and four (4) one (1) year options. The Government is 
obligated only to the extent of authorized purchases actually made under this BP A. There is no minimum order 
guarantee. 

2.4 Obligation 

This BPA does not obligate any funds. The individual Orders placed against the BPA will obligate funds. 

2.5 Referenced Federal Acquisition Regulation (FAR) and Homeland Security Acquisition Regulation 
(HSAR) Clauses/Provisions 

The Contractor's General Services Administration (GSA)i Professional Service Schedule (PSS) 00CORP, 
Special Item Number (SIN) 874-1, Integrated Consulting Services Federal Supply Schedule 70 InformatioR 
Technology contract clauses are incorporated into this BP A. In addition, all clauses referenced below are 
applicable to the resulting BP A and all Orders unless otherwise stated. 
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A. CONTRACT CLAUSES INCORPORATED BY REFERENCE

52.252-2 Clauses Incorporated by Reference (Feb 1998)

“This contract incorporates one or more clauses by reference, with the same force and effect as ifthey were
given in full text. Upon request, the Contracting Officer will make their fulltext available. Also, the full ext of
a clause may be accessed electronically at this/these address(es):
FAR: hitps/farsite hilLaf.milvffara him
HSAR: hitp/fasite hill af mil vfhsara, him

Federal Acquisition Regulation (FAR) Clauses/ Provisions

5220317 | Contractor Employee Whistleblower Rights and Requirement to |Apr 2014
Inform Employees ofWhistleblower Rights

52209-10 | Prohibition on Contracting With Inverted Domestic Corporations |Nov 2015

‘Contract Terms and Conditions—Commercial Items. Jan 2017

$2222.50 |Combating Trafficking in Persons

Unenforceability of Unauthorized Obligations Jun 2013

Homeland Security Acquisition Regulation (HSAR) Clauses/Provisions

305224272| ContractingOfficer's Technical Representative

B. FAR CLAUSES INCORPORATED IN FULL TEXT

FAR 52.2125 Contract Terms and Conditions Required to Implement Statutes or Executive Orders --
Commercial Items (Nov 2017)

| PROTECTED MATERIAL 1s
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A. CONTRACT CLAUSES INCORPORATED BY REFERENCE 

52.252-2 Clauses Incorporated by Reference (Feb 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were 
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of 
a clause may be accessed electronically at this/these address(es): 
FAR: http://farsite.hill.af.mil/vffara.htm 
HSAR: http://farsite.hill.af.mil/vfhsara.htm 

Federal Acquisition Regulation (FAR) Clauses / Provisions 

Clause Title 

52.203-17 Contractor Employee Whistleblower Rights and Requirement to 
Inform Employees of Whistleblower Rights 

52.204-2 Security Requirements 

52.204-9 Personal Identity Verification of Contractor Personnel 

52.209-10 Prohibition on Contracting With Inverted Domestic Corporations 

52.212-4 Contract Terms and Conditions-Commercial Items 

52.222-50 Combating Trafficking in Persons 

52.224-1 Privacy Act Notification 

52.224-2 Privacy Act 

52.232-39 Unenforceability of Unauthorized Obligations 

Date 

Apr 2014 

Aug 1996 

Jan 2011 

Nov 2015 

Jan 2017 

Mar 2015 

Apr 1984 

Apr 1984 

Jun 2013 

Homeland Security Acquisition Regulation (HSAR) Clauses / Provisions 

Clause Title Date 

3052-205-70 Advertisements, Publicizing Awards, And Releases Sep 2012 

3052.242- 72 Contracting Officer's Technical Representative Dec 2003 

B. FAR CLAUSES INCORPORATED IN FULL TEXT 

FAR 52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive Orders -­
Commercial Items (Nov 2017) 

PROTECTED MATERIAL 
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(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitionsofcommercial items:

(1) 52.203-19, Prohibition on Requiring Certain Intemal Confidentiality Agreements or Statements (Jan
2017) (section 743 of Division E, Title VI, ofthe Consolidated and Further Continuing Appropriations
Act 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as
extended in continuing resolutions).

(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)

(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553),

(4) 52.2334, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78
(19 US.C. 3805 note).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items:

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Altemate I
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

X (2) 52203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

_(3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
(Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009).

X (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016)
(Pub. L. 109-282) (31 U.S.C. 6101 note).

_(5) [Reserved]

X (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of
Div. C).

_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016)
(Pub. L. 111-117, section 743 ofDiv. ©).

X (8) 52.209-6, Protecting the Government” Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).

X (9) 52.2099, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013)
@1USC. 2313).

_ (10) [Reserved]

_ (110) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a).

| PROTECTED MATERIAL 12s
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(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations 
Act 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as 
extended in continuing resolutions)). 

(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) 

(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 

(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78 
(19 U.S.C. 3805 note)). 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders 
applicable to acquisitions of commercial items: 

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I 
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 

_ (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 
(Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the American Recovery and 
Reinvestment Act of 2009). 

X (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016) 
(Pub. L. 109-282) (31 U.S.C. 6101 note). 

_ (5) [Reserved] 

X (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of 
Div. C). 

_ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) 
(Pub. L. 111-117, section 743 of Div. C). 

X (8) 52.209-6, Protecting the Government' Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note). 

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013) 
(41 U.S.C. 2313). 

_ (10) [Reserved] 

_ (1 l)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a). 
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Gi) Altemate 1 (Nov 2011) of 52.2193.

_(12) 52.2194, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct
2014) Gf the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a).

Gi) Altemate 1 (Jan 2011)of 52.2194,

_ (13) [Reserved]

_ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644).

Gi) Altemate 1 (Nov 2011).

Gil) Alternate TI (Nov 2011).

_ (15) (i) 52219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

(ii) Altemate T (Oct 1995)of 52.2197.

Gil) Altemate Tf (Mar 2004) of 52.219-7.

X (16) 52219-8, Uilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(0)(2) and (3))

| X (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (@)(4))

Gi) Altemate 1 (Nov 2016)of 52.219-9.

(il) Altemate 11 (Nov 2016)of 52.2199

(iv) Aliemate Il (Nov 2016)of 52.219-9.

(18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r).

(19) 52219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).

X (20) 52219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 637)@)(F)).

_ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15
US.C.657h,

X (22) 52219-28, Post Award Small Business Program Representation (Jul 2013) (15 U.S.C. 632@)(2)),

_(23)52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged
Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637m).

_ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business
Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)).

X (25) 5222-3, Convict Labor (June 2003) (EO. 11755).

| prorecrepwar wr
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_ (ii) Alternate I (Nov 2011) of 52.219-3. 

_ (12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 
2014) (if the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a). 

_ (ii) Alternate I (Jan 2011) of 52.219-4. 

_ (13) [Reserved] 

_ (14) (i) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644). 

_ (ii) Alternate I (Nov 2011). 

_ (iii) Alternate II (Nov 2011). 

_ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 

_ (ii) Alternate I (Oct 1995) of 52.219-7. 

_ (iii) Alternate II (Mar 2004) of 52.219-7. 

X (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)). 

~ (17) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4)) 

_ (ii) Alternate I (Nov 2016) of 52.219-9. 

_ (iii) Alternate II (Nov 2016) of 52.219-9. 

_ (iv) Alternate III (Nov 2016) of 52.219-9. 

_ (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 

_ (19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)). 

X (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)). 

_ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15 
U.S.C. 657f). 

X (22) 52.219-28, Post Award Small Business Program Representation (Jul 2013) (15 U.S.C. 632(a)(2)). 

_ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged 
Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 

_ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business 
Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)). 

X (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 
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X (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) (EO. 13126).

X (27) 2222-21, Prohibition of Segregated Facilities (Apr 2015).

X (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

X (29) 52222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212)

X (30) 52.222-36, Affirmative Action for Workers with Disabilities (July 2014) (29 U.S.C. 793).

X (31) 5222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010)
(E.0. 13496).

X (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O.
13627).

Gi) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627).

X (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not
applicable to the acquisition of commercially available off-the-shelf items or certain other types of
‘commercial items as prescribed in 22.1803.)

_(35)(0) 52.2239, EstimateofPercentage of Recovered Material Content for EPA-Designated Items
(May 2008) (42 U.S.C. 6962()3)(A)i)). (Not applicable to the acquisition ofcommercially available
off-the-shelf items.)

Gi) Altemate 1 (May 2008)of 52.223-9 (42 U.S.C. 6962()(2)(C). (Not applicable to the acquisition of
commercially availableoff-the-shelf items.)

_(36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
un 2016) (E.0.13693).

_ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Reffigeration Equipment and Air
Conditioners (Jun 2016) (EO. 13693).

_ (38) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) (E.0.5 13423
and 13514).

(Gi) Altemate 1 (Oct 2015)of 52.223-13.

(39) (i) 52.223-14, Acquisition of EPEAT® Registered Television (Jun 2014) (E.O.s 13423 and
13514).

Gi) Altemate I (Jun 2014)of 52.223-14.
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X (26) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Oct 2016) (E.O. 13126). 

X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

X (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 

X (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 

X (30) 52.222-36, Affirmative Action for Workers with Disabilities (July 2014) (29 U.S.C. 793). 

X (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S .C. 4212). 

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) 
(E.O. 13496). 

X (33) (i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O. 
13627). 

_ (ii) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627). 

X (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not 
applicable to the acquisition of commercially available off-the-shelf items or certain other types of 
commercial items as prescribed in 22.1803.) 

_ (35)(i) 52.223-9, Estimate of Percentage of Recovered Mate1ial Content for EPA-Designated Items 
(May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available 
off-the-shelf items.) 

_ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 

_ (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons 
(Jun 2016) (E.O.13693). 

_ (37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air 
Conditioners (Jun 2016) (E.O. 13693). 

_ (38) (i) 52.223-13, Acquisition ofEPEAT® -Registered Imaging Equipment (Jun 2014) (E.O.s 13423 
and 13514). 

_ (ii) Alternate I (Oct 2015) of 52.223-13. 

(39) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 and 
13514). 

_ (ii) Alternate I (Jun 2014) of 52.223-14. 
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(40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b).

_ (41) 52.223-16, Acquisition of EPEAT® Registered Personal Computer Products (Oct 2015) (E.0.s
13423and 13514)

_ (Gi) AlternateI (Jun 2014) of 52.223-16.

X (42) 52223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011)
(EO. 13513).

_(43)52.223.20, Acrosols (Jun 2016) (EO. 13693).

_ (44) 52.2231, Foams (Jun 2016) (E.O. 13696).

X (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 5520).

Gi) Altemate I (Jan 2017) of 52.2243.

46) 52.225-1, Buy American Act--Supplies (May 2014) (41 U.S.C. chapter 83).

_ (47) (i) 52225-3, Buy American Act--Free Trade Agreements--Isracli Trade Act (May 2014) (41
U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001
note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41,
12:42, and 112-43)

Gi) Altemate 1 (May 2014)of 52.2253.

(ii) Altemate IT (May 2014) of 52.225-3.

_ (iv) Aliemate 111 (May 2014)of 52.225-3,

_ (48) 52.225-5, Trade Agreements (Feb 2016) (19 U.S.C. 2501, ef seq. 19 U.S.C. 3301 note).

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E..’s, proclamations, and
Statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

(50) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct
2016) (Section 862. as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10
US.C. 2303 Note).

(51) 52.2264, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

(52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42
US.C. 5150).

(53) 52.232-29, Terms for Financingof Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505,
10 U.S.C. 2307(0).

(54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 US.C.
2307().
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(40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b). 

_ (41) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 2015) (E.O.s 
13423 and 13514) 

_ (ii) Alternate I (Jun 2014) of 52.223-16. 

X (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011) 
(E.O. 13513). 

_ (43) 52.223.20, Aerosols (Jun 2016) (E.O. 13693). 

_ (44) 52.223.21. Foams (Jun 2016) (E.O. 13696). 

X (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 

_ (ii) Alternate I (Jan 2017) of 52.224-3. 

___Bfil._52.225-1, Buy American Act--Supplies (May 2014) (41 U.S.C. chapter 83). 

_ (47) (i) 52.225-3, Buy American Act--Free Trade Agreements--lsraeli Trade Act (May 2014) (41 
U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 
note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 
112-42, and 112-43). 

_ (ii) Alternate I (May 2014) of 52.225-3. 

_ (iii) Alternate II (May 2014) of 52.225-3. 

_ (iv) Alternate III (May 2014) of 52.225-3. 

_ (48) 52.225-5, Trade Agreements (Feb 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.'s, proclamations, and 
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury). 

_ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 
U.S.C. 2303 Note). 

_ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150). 

_ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 
U.S.C. 5150). 

_ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505, 
10 U.S.C. 2307(f)). 

_ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 U.S.C. 
2307(f)). 
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X (55) 52.232-33, Payment by Electronic Funds Transfer— System for Award Management (Jul 2013)
(1USC. 3332).

(56) 52.232-34, Payment by Electronic Funds Transfer— Other Than System for Award Management
012013) G1 USC. 3332).

_(57)52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).

X (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 5524).

X (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12)).

_ (60).(i) 52.247-64, Preference forPrivately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46
US.C. Appx 1241(b) and 10 US.C. 2631).

Gi) Altemate 1 (Apr 2003) of 52.247-64.

(©) The Contractor shall comply with the FAR clauses in this paragraph (¢), applicable to commercial services,
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement
provisions of law or executive orders applicable to acquisitionsof commercial items:

X (1) 52222-17, Nondisplacement of Qualified Workers (May 2014) (E.. 13495)

(2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.)

_(3)52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41
US.C. chapter 67)

_(4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards — Price Adjustment
(Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67).

_(5)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards - Price Adjustment
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(6)52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C.
chapter 67).

_(7)52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67).

(8) 52.2225, Minimum Wages Under Executive Order 13658 (Dec 2015)

_(9)52.222-62, Paid Sick Leave Under Executive Order 13706 JAN 2017) (E.O. 13706).

_ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U S.C.
1792).
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X (55) 52.232-33, Payment by Electronic Funds Transfer- System for Award Management (Jul 2013) 
(31 u.s.c. 3332). 

_ (56) 52.232-34, Payment by Electronic Funds Transfer- Other Than System for Award Management 
(Jul 2013) (31 U.S.C. 3332). 

_ (57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332). 

X (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 

X (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12)). 

_ (60)_(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). 

_ (ii) Alternate I (Apr 2003) of 52.247-64. 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, 
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement 
provisions of law or executive orders applicable to acquisitions of commercial items: 

X (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495) 

_ (2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.). 

_ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 
U.S.C. chapter 67). 

_ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment 
(Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67). 

_ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment 
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 

_ (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C. 
chapter 67). 

_ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for 
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67). 

_ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) 

_ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 

_ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C. 
1792). 
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_(11)52.237-11, Accepting and Dispensingof $1 Coin (Sep 2008) (31 U.S.C. ST12(p)(1).

(@) Comptroller General Examination ofRecord The Contractor shall comply with the provisions of this
paragraph (d)if this contract was awarded using other than sealed bid, is in excessof the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller
General, shall have access to and right to examine any of the Contractor's directly pertinent records
involving transactions related to this contract,

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this
‘contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the

other clauses of this contract. If this contract is completely or partially terminated, the records relating to
the work terminated shall be made available for 3 years after any resulting final termination settlement.
Records relating to appeals under the disputes clause or to litigation or the settlementofclaims arising

underor relating to this contract shall be made available until such appeals, litigation, or claims are
finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant
to a provision of law.

(©) (1) Notwithstanding the requirementsof the clauses in paragraphs (a), (b), (¢) and (d) of this clause,
the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in
a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall
be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017) (section 743ofDivision E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and ts successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions).

(iii) 52.219-8, Utilization of Small Business Concems (Nov 2016) (15 U.S.C. 637(@)(2) and (3)).
in all subcontracts that offer further subcontracting opportunities.If the subcontract (except
subcontracts to small business concerns) exceeds $700,000 (S1.5 million for construction of any
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities.

(iv) 52.222-17, NondisplacementofQualified Workers (May 2014) (E.O. 13495). Flow down
required in accordance with paragraph (1) of FAR clause 52.222-17.

(¥)52.222221, Prohibition of Segregated Facilities (Apr 2015).

(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 US.C. 4212).
| PROTECTED MATERIAL 1
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_ (11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(l)). 

(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this 
paragraph ( d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition 
threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller 
General, shall have access to and right to examine any of the Contractor's directly pertinent records 
involving transactions related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and 
other evidence for examination, audit, or reproduction, until 3 years after final payment under this 
contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the 
other clauses of this contract. If this contract is completely or partially terminated, the records relating to 
the work terminated shall be made available for 3 years after any resulting final termination settlement. 
Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising 
under or relating to this contract shall be made available until such appeals, litigation, or claims are 
finally resolved. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and 
other data, regardless of type and regardless of form. This does not require the Contractor to create or 
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant 
to a provision of law. 

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this clause, 
the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(l) in 
a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall 
be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)). 

(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)), 
in all subcontracts that offer further subcontracting opportunities. If the subcontract ( except 
subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any 
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer 
subcontracting opportunities. 

(iv) 52.222-17, Nondisplacementof Qualified Workers (May 2014) (E.O. 13495). Flow down 
required in accordance with paragraph (1) of FAR clause 52.222-17. 

(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 

(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 
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(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).

(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212)

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
5222240.

(xi) 52222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67).

(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and
EO. 13627).

(B) Alternate I (Mar 2015)of 52.222-50 (22 U.S.C. chapter 78 E.. 13627).

(xi) 52.222-51, Exemption from Applicationof the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May

2014) (41 US.C. chapter 67.)

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services—-Requirements (May 2014) (41 U.S.C. chapter 67)

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xvi) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706).

(xviii) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 5520).

(B) Altemate I (Jan 2017)of 52.2243,

(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year
2008; 10 U.S.C. 2302 Note).

(XX) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42
US.C. 1792). Flow down required in accordance with paragraph (¢) of FAR clause 52.226-6.

(xxi) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46
US.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph
(@ of FAR clause 52.247-64

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal
number of additional clauses necessary to satisfy its contractual obligations.

(End of Clause)

FAR 522217-8 Option to Extend Services (Nov 1999)
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(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 

(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 
52.222-40. 

(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67). 

(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and 
E.O. 13627). 

(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627). 

(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 
2014) (41 U.S.C. chapter 67.) 

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67) 

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. 0. 12989). 

(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 

(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706). 

(xviii) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 

(B) Alternate I (Jan 2017) of 52.224-3. 

(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States 
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. 2302 Note). 

(xx) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 
U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6. 

(xxi) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph 
(d) of FAR clause 52.247-64 

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal 
number of additional clauses necessary to satisfy its contractual obligations. 

(End of Clause) 

FAR 52.217-8 Option to Extend Services (Nov 1999) 
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‘The Government mayrequirecontinued performance of any services within the limits and at the rates specified
inthe contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written
notice 10 the Contractor prior o task order expiration.

(End of Clause)

52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(a) The Goverment may extend the term of this contract by written notice to the Contractor prior to expiration
of the contract term; provided that the Government gives the Contractor a preliminary written noticeofits intent
to extend at least 15 days before the contract expires. The preliminary notice does not commit the Government to
an extension.

(b) Ifthe Government exercises this option, the extended contract shallbe considered to include this option clause.

(©) The total duration of this contract, including the exercise of any options under this clause, shall not exceed
years,

(End of Clause)

C.  HSAR CLAUSES INCORPORATED IN FULL TEXT

HSAR 3052.204-71 Contractor Employee Access (SEP 2012)

(a) Sensitive Information, as used in this clause, means any information, whichif ost, misused, disclosed, or,
without authorization is accessed, or modified, could adversely affect the national or homeland security interest,
the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of ttle 5,
United States Code (the Privacy Act), but which has not been specifically authorized under criteria established
by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland
security or foreign policy. This definition includes the following categories of information

(1) Protected Critical Infrastructure Information (PCI) as set out in the Critical Infrastructure
Information Actof 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCI Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations,
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSL” as
amended, and any supplementary guidance officially communicated by an authorized official of
the Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her designee);

(3) Information designated as “For Official Use Only,” which is unclassified information ofa
sensitive nature and the unauthorized disclosure of which could adversely impact a person's
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The Government may require continued performance of any services within the limits and at the rates specified 
in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by 
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of 

performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written 
notice to the Contractor prior to task order expiration. 

(End of Clause) 

52.217-9 Option to Extend the Term of the Contract (Mar 2000) 

(a) The Government may extend the term of this contract by written notice to the Contractor prior to expiration 
of the contract term; provided that the Government gives the Contractor a preliminary written notice of its intent 
to extend at least 15 days before the contract expires. The preliminary notice does not commit the Government to 
an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5 
years. 

(End of Clause) 

C. HSAR CLAUSES INCORPORATED IN FULL TEXT 

HSAR 3052.204-71 Contractor Employee Access (SEP 2012) 

(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or, 
without authorization is accessed, or modified, could adversely affect the national or homeland security interest, 
the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, 
United States Code (the Privacy Act), but which has not been specifically authorized under criteria established 
by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland 
security or foreign policy. This definition includes the following categories of information: 

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee); 

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, 
Part 1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as 
amended, and any supplementary guidance officially communicated by an authorized official of 
the Department of Homeland Security (including the Assistant Secretary for the Transportation 
Security Administration or his/her designee); 

(3) Information designated as "For Official Use Only," which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person's 
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privacy or welfare, the conduct of Federal programs,orother programs or operations essential to
the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures

(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking
equipment, telecommunications equipment, cabling, network drives, computer drives, network software,
‘computer software, software programs, intranet sites, and internet sites.

(©) Contractor employees working on this contract must complete such forms as may be necessary for security
or other reasons, including the conduct of background investigations to determine suitability. Completed forms
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officers request, the
Contractor's employees shall be fingerprinted, or subject to other investigations as required. All Contractor
employees requiring recurring access to Goverment facilities or access to sensitive information or IT resources
are required to have a favorably adjudicated background investigation prior to commencing work on this
contract unless this requirement is waived under Departmental procedures.

(@ The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if
the Goverment deems their initial or continued employment contrary to the public interest for any reason,
including, but not limited to, carelessness, insubordination, incompetence, or security concerns.

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not
disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the
Contracting Officer. For those Contractor employees authorized access to sensitive information, the Contractor
shall ensure that these persons receive training conceming the protection and disclosure of sensitive information
both during and after contract performance.

(The Contractor shall include the substanceofthis clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

(Endof clause)

ALTERNATE I
(SEP 2012)

When the contract will require Contractor employees to have access to Information Technology (IT) resources,
add the following paragraphs

(2) Before receiving access to IT resources under this contract the individual must receive a security briefing,
which the Contracting Officer's Technical Representative (COTR) will arrange, and complete any
nondisclosure agreement furnished by DHS.

(h) The Contractor shall have access only to those areas of DHS information technology resources explicitly
stated in this contract or approved by the COTR in writing as necessary for performance of the work under this
contract. Any attempts by Contractor personnel to gain access to any information technology resources not
expressly authorized by the statement of work, other terms and conditions in this contract, or as approved in
writing by the COTR, is strictlyprohibited. In the event of violationof this provision, DHS will take
‘appropriate actions with regard to the contract and the individual(s) involved.

| PROTECTED MATERIAL 1
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privacy or welfare, the conduct of Federal programs, or other programs or operations essential to 
the national or homeland security interest; and 

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 

(b) "Information Technology Resources" include, but are not limited to, computer equipment, networking 
equipment, telecommunications equipment, cabling, network drives, computer drives, network software, 
computer software, software programs, intranet sites, and internet sites. 

(c) Contractor employees working on this contract must complete such forms as may be necessary for security 
or other reasons, including the conduct of background investigations to determine suitability. Completed forms 
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the 
Contractor's employees shall be fingerprinted, or subject to other investigations as required. All Contractor 
employees requiring recurring access to Government facilities or access to sensitive information or IT resources 
are required to have a favorably adjudicated background investigation prior to commencing work on this 
contract unless this requirement is waived under Departmental procedures. 

(d) The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if 
the Government deems their initial or continued employment contrary to the public interest for any reason, 
including, but not limited to, carelessness, insubordination, incompetence, or security concerns. 

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not 
disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the 
Contracting Officer. For those Contractor employees authorized access to sensitive information, the Contractor 
shall ensure that these persons receive training concerning the protection and disclosure of sensitive information 
both during and after contract performance. 

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the 
subcontractor may have access to Government facilities, sensitive information, or resources. 

(End of clause) 

ALTERNATE I 
(SEP 2012) 

When the contract will require Contractor employees to have access to Information Technology (IT) resources, 
add the following paragraphs: 

(g) Before receiving access to IT resources under this contract the individual must receive a security briefing, 
which the Contracting Officer's Technical Representative (COTR) will arrange, and complete any 
nondisclosure agreement furnished by DHS. 

(h) The Contractor shall have access only to those areas of DHS information technology resources explicitly 
stated in this contract or approved by the COTR in writing as necessary for performance of the work under this 
contract. Any attempts by Contractor personnel to gain access to any information technology resources not 
expressly authorized by the statement of work, other terms and conditions in this contract, or as approved in 
writing by the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take 
appropriate actions with regard to the contract and the individual(s) involved. 
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(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual convenience
while the Contractor performs business for the DHS Component. It is nota right, a guarantee of access, a
conditionof the contract, or Government Furnished Equipment (GFE).

() Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and save DHS
harmless from any unauthorized use and agrees not to request additional time or money under the contract for
any delays resulting from unauthorized use or access.

(k) Non-US. citizens shall not be authorized to access or assist in the development, operation, management or
maintenance of Department IT systems under the contract, unless a waiver has been granted by the Headof the
‘Component or designee, with the concurrence of both the Department's Chief Security Officer (CSO) and the
Chief Information Officer (CIO) or their designees. Within DHS Headquarters, the waiver may be granted only
with the approval of both the CSO and the CIOor their designees. In order for a waiver to be granted:

(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; and

(2) The waiver must be in the best interest of the Government.

(0) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens proposed to
work under the contract. Any additions or deletions of non-U.S. citizens after contract award shall also be
reported to the contracting officer.

(End of clause)

HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun 2006)

@ Prohibitions.

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic
corporation as define in this clause, or with any subsidiary of such an entity. The Secretary shall waive the
prohibition with respect to any specific contract if the Secretary determines that the waiver is required in the
interest ofnational security.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be
applied by substituting “more than SO percent for at least 80 percent each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the
Homeland Security Act,6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal
Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic
corporation if, pursuant to a plan (or a series of related transactions)—

(1) The entity completes the direct or indirect acquisition of substantially all of the properties
held directly or indirectly by a domestic corporationor substantially all of the properties
constituting a trade or businessof a domestic partnership:

| prorecrepwaren Ps
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(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual convenience 
while the Contractor performs business for the DHS Component. It is not a right, a guarantee of access, a 
condition of the contract, or Government Furnished Equipment (GFE). 

G) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and save DHS 
harmless from any unauthorized use and agrees not to request additional time or money under the contract for 
any delays resulting from unauthorized use or access. 

(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, management or 
maintenance of Department IT systems under the contract, unless a waiver has been granted by the Head of the 
Component or designee, with the concurrence of both the Department's Chief Security Officer (CSO) and the 
Chief Information Officer (CIO) or their designees. Within DHS Headquarters, the waiver may be granted only 
with the approval of both the CSO and the CIO or their designees. In order for a waiver to be granted: 

(1) There must be a compelling reason for using this individual as opposed to a U.S. citizen; and 

(2) The waiver must be in the best interest of the Government. 

(l) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens proposed to 
work under the contract. Any additions or deletions of non-U.S. citizens after contract award shall also be 
reported to the contracting officer. 

(End of clause) 

HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun 2006) 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from 
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic 
corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the 
prohibition with respect to any specific contract if the Secretary determines that the waiver is required in the 
interest of national security. 

(b) Definitions. As used in this clause: 

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue 
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shaJl be 
applied by substituting 'more than 50 percent' for 'at least 80 percent' each place it appears. 

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the 
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal 
Revenue Code of 1986. 

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic 
corporation if, pursuant to a plan (or a series of related transactions)-

(1) The entity completes the direct or indirect acquisition of substantially all of the properties 
held directly or indirectly by a domestic corporation or substantially all of the properties 
constituting a trade or business of a domestic partnership; 
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[BTS |Border and TonsporaionSeury |

ES
ES

[HS |DeparmentofHomelandSecwriy |
EE
[Dos [Deparmentorsme |
[DSO DesignedSchootOfient |
[ELMS ElectronicLibaryManagementSpsem |
[FB FederlBureauofmestgation |
EF
fio Thedguwen
[IBIS ntragencyBorderipectionSym |

7—
[HRIRA | egalImmigrationReformand migrantResponsibiiyAct___|
[INA immigrationand NaionaliyAct |
EE
[1SintomatonSptemSoppor|

[MOU MemorandumofUndentanding |
[NHS NonimmigrantInformation System |
[NPS Numerically IntgrtedProfilingSysem |

EY
EL—
[OMB |Office of ManagementandBudget |

|
[DSO Principal Designated SchoolOficial |

EE
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8.0 APPENDIX A - List of Acronyms 

ADIS Arrival Departi.ire lnfo1111ation System 
AFSP Alien Flight Student Program 
ARO Alternate Responsible Officer 
API Advance Passenger Information 
APIS Advance Passenger Information System 
BTS Border and Transportation Security 
CBP Customs and Border Protection 
CEU Comoliance Enforcement Unit 
CFR Code offederal Regulations 
CIS Citizenship and Immigration Services 
CLAIMS 3 Comouter Linked Aoolications Information Management SYstem 
CCD Consular Consolidated Database 
COTS Commercial Off The Shelf 
COR Contracting Officer's Representative 
CRU Case Resolution Unit 
DHS Department of Homeland Security 
DOB Date of Birth 
DoJ Deoartment of Justice 
DoS Department of State 
DSO Designated School Official 
ELMS Electronic Library Management System 
FBI Federal Bureau of Investigation 
FTP File Transfer Protocol 
HQ Headquarters 
IBIS Interagency Border Inspection System 
IAAT lnfonnation Assurance Awareness Training 
ICE Immigration and Customs Enforcement 
ID Identifier 
IIRIRA Illegal Immigration Reform and Immigrant Responsibility Act 
INA Immigration and Nationality Act 
Intel Intelligence 
ISS [nfo1111ation System Suooort 
!TARS 1-17 Tracking and Reporting Systems 
LPR Lawful Permanent Resident 
MOU Memorandum of Understanding 
NIIS Nonimmigrant Information System 
NIPS Numerically Integrated Profiling System 
NIV Nonimmigrant Visa 
NSEERS National Security Entry Exit Registration System 
NTE Not to Exceed 
O&M Operations and Maintenance 
0MB Office of Management and Budget 
PA Privacy Act 
PDSO Principal Designated School Official 
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PIA Privacy Impact Assessment 
PICS Password Issuance Control System 
p[! Personally Identifiable Information 
Pub. L. Public Law 
POE Port of Entry 
PRIV ICE Privacv Office 
PTA Privacy Threshold Analysis 
RO Responsible Officer 
RPO Recoverv Point Obiective 
RTO Recoverv Time Obiective 
SCR System Change Requests 
SBU Sensitive But Unclassified 
SEVIS Student and Exchange Visitor lnfonnation System 
SEVP Student and Exchange Visitor Program 
SLM System Lifocycle Management 
SORN System of Records Notice 
SSA Social Security Administration 
SSN Social Security Number 
TSA Transoortation Security Administration 
U.S. United States 
USA Uniting and Strengthening America by Providing Appropriate 
PATRIOT Tools Required to Interrupt and Obstruct Terrorism Act 
ACT 
US-VISIT United States Visitor and Immigrant Status Indicator Technolo!!v 
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