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Contractor Confirmation and Acceptance:
‘Contactoragrees o fumish anddeliverall tems or perfor sf the sevice set forthor otherwise identified herein,
“he rights and obligations ofthe partie to tis Purchase Order shall be subject 0 and governed by the follwingdocument: (a) this purchase onde, (b) the solicitationif any, and (c) sich provisions representations, cerications,
nd specications,as arattached of incorporated by reference herein,

coset” . 2021-06-04(dosTomarduio
oan opinabreast 807 onte sone
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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS

‘Mobility Insights Data: TLot ®

“This line item includes an initialdat set at
Purchase Order Award, representing 85% ofthe
overall anticipated dat to be provided 10 CDC
over the life ofthe purchase order, as well a:
weekly andlor monthly revisions and updates for
the period of 12 months.

“This line itemmaybe treatedas asupply and
invoiced upon Purchase Order award.

“This is a Severable Fixed Price Line Item.

PeriodofPerformance: 06/03/2021 - 06/022022

Workbench Platform:

InclusiveofOnboarding and 10 Hours of
Dedicated Support

“This line item includes an initial access at
Purchase Order Award, representing 85%ofthe
overall anticipated value 0 be provided to CDC
over the life ofthe purchase order, as well as
access and support for the period of 12 months.

“This line itemmaybe testedas asupply and
invoiced upon Purchase Order award.

“This is a Seversble Fixed Price Line lien.

Period of Performance: 061032021 - 06022022

0003 | Professional Services: T0Days

“Thisi a Seversble Fixed Price Line Item.
“This line item may be invoiced either monthly or
quarterly in arrears.
Period of Performance: 061032021 - 06022022

[|pe LT
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Section C — Statement of Work

“Title: Detaled Mobility Data about Points of Interest fo Support CDC's COVID-19 Emergency Response
C1 Backgrounds
“The Center for Disease Control nd Prenton (CDC) i currently racking population mobility trends in CDC's
OVID Data Trackerusing data provided in-kind through data use agements which will xpi on March 31%,

2021. CDC has interest in continued acces 0 mabilty data or intemal CDC users 0 support the COVID-19
emergency response and oer agency public health priorities. CDC will hare summary report, ables, and figures
ofanalyzed mobility dat with the federal, state ol, terior, nd ribal governmental partners, non
sovernmental organizations, nd the general public a ede to dissminat key informationt skehokders and the
Scientific community.
“his Conract will provide CXC with the necessary data (0 continue cial emergency response functions related 0
evaluating he impact of visits0key poinsofinterest, say at home orders, closures, re-openings and other public
health commaricatons related 1 soial distancing, mask mandate, and ther emerging rescarch rcs (socal
inequalities) on community ransmision of SARS-CoV-2. Mobily dat are derived rom th locaton ofcel
phones a various poins in time and aggregated over ime or geography or both 0 create various metrics hat have
Beenorwill be used by CDC Specifically, CDC intends to us Contractor's Mabily Insights Data and services
acquired through this Contract 01) sess spatiotemporal trendsofpopulation mobility in the United States during.
he COVID-19 pandemic o evaluate the impactsofsocal distancing behaviors on COVID-19; 2) assess adherence
uring periodofshlirinplac by exploring the percentage ofmobile device at Homeduring specific period of
time; 3) ntgrae wilh the data 1 provide comprehensive picturofmovementaveofpersons during he
‘COVID-19 pandemic to beter undesand mandatory stay-at-home orders, busines closures, school re-opening,
and othe non-pharmaccutical interventions in states and cites: nd 4) monitor travel to vaceine distbution points
ofintrest such as pharmacies
CDC alo plans use Mobily Insights Data and services acquired through his Contac 0 support non-COVID-19
programmatic ress and public heli priorities across he agency, including butnolimited1travel © parks nd
reenspaces, physical activity and mode ofrave, and population migration before, durin, and afer natural
disasters. The Mobility Insights Data obtained unde this Contract wil be available for CDC agency-wide se and
Will upport numerous CDC priorities. Se appendix A forsummary ofpotential se cases.
CDC seks to acquire and use aggregated Mobily Insights data on including indices on Mobily, Shelir-n-Place,
Close Contact, OutofState Travel, Home Switcher, andSocial Inegualiy s well 3s data on Origin Destination
MobilyFlowsand Visi Inelligence. These mally metic are nique1 his Contractor. This datawill low
CDC to measure distance travled at the county level, the percentage of mobility devices at home given period of
time, the estimated number of close contact, the origin and destination counties of ip, ctimated umber of
peopl traveling 03 given locaton, elocatons, and review ofdifferences in mobility by income. These unique
measures provide additonal insights into persons’ movement during emergency and non-emergency public heath
responses. Agaregate Mobily Insights data will bemadeavailble t intemal CDC staffon CDChosted data
platform. CDC will work with the Contractor trough Profesional Services to cusomize daa queries and analyses
for non-routine ad ho data requests 1 support emerging research questions. CDC will also have access the
Contractor's exclusive Workbench Platform to conduct customized queries nd dat analyticsatmore granular
level

C2 Purposes

“The purposeof his Contract i for CDC 10 obtain routine i. daily or weekly) acess 1 timely (i. latency no
arate than 3 days from collection), geographically represenaive i. derived froma least 20 million active
celphone users pe day across the United Sats) dats on population malty. This data will support the COVID-19
pandemic emergency response and other CDC public heath priorities. Specifically, CDC seeks 0 obiain (1)routine
acces 0 at least § uniqueagaregatedindices within the Contractor's Mobily nsghis se, (2)access to he
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Contractor'sunique Workbench platform to enable CDC to explore GPS data anddevelopcustom metrics and
analyses © support ad ho projects, and (3) Professional Service from qualified data experts familar with the
‘Contractor's Mobily Insights data assets and Workbench platform o support ad ho projects and help with
customized data extraction and analysis.

CDC intends to analyze and visualize the Mobility Insights Data and to share resulting Derivative Works with other
federal, sat, local, teritorial, and bal governmental partners, non-governmental organizations, and the publicas
needed to disseminate key information to stakeholders and the scientific commanty.

€.3 Descriptionof Tasks:
“The Contractor shall provide the necessary capabilites nd resources to support Tasks 1,2, and 3 detailed below:

“Task 1: Mobility Insights Data
“The Contractor shall provide Mobily Insights data to CDC daily for a periodof one (1) year, with one exception:
the homeswitcherdata shall be provided weekly. The Mobility Insights data shal have a latency ofno greater than
three (3) days from collection. The Contractor shall make the data accessible to CDC via Amazon Web Services
and the Workbench Platform, as a service tool. The Mobility Insights Data shall be immediatelyavailablevia sipt
for export 10 CDC-hosted platform) in accordance with Section 6(c) Potential CDC Use Cases for Data. The
Contractor shall provide the following data to CDC:

« General
© US. geography at Census Block Group
© Historical datafrom Jan1, 2019through current
© NAICS codes

«Mobility Insights Data
© Mobility Index to measure daly average distance traveled to beter understand changes in

behavior and footfall patterns
© Sheltrin-Place Index to measure percentageof mobile devices at home given a periodof time
© Contact Index to mesure social distancing

Origin Destination Mobility Flows to help understand how populations arc moving across county
boundaries over ime

© Outof Sate Traveler Indextoestimate the numberofpeople traveling10a given location from out
ofstate, where travelers are coming from, and what percentage are self-quarantining versus
filing to shelter in place

© Visit Intelligence to support mobility. shee in plac, contact, outof sat travel, social
inequalities, howswitcherand visit intelligenceon brands association for pointsofinterest

Social Inequality index showing the percentageofdevices staying at homebasedon the respective
high income versus low income Census Block Group (CBG)
Home Switcher Index to track the ateofrelocation, and most popular destinations, fr recently
home switchers across the US atthe national, tte, and county level. These data will support
analysis to compare how relocations over time compare o ast year, showing how the pandemic
and resuling economic shifts ave impacted residency across the nation.

“Task 2: Workbench Platform
“The Contractor shall provide CDC with on-going access to the Workbench Platform for a periodofone (1)year as
service 1 support custom metrics and ad hoc requests or analysis. Workbench Platform access, serves, 4nd support
shall include the following:

Data discovery to identify any new insights
«Custom geoset and pointsof interest
«Customized geographic resolution (i. census tract, block group)
«Hosted JupyterLab instanceplus one node cluster
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+ Upto 10TB of storage.
«Acces forupto five (5) CDC usersat a ime
+ Onboarding plusa totaloften (10) hoursofdedicated support over one (1) year.

Task 3: Professional Services
“The Contractorshall provide CDC with ten (10) days (or 80 hours) ofprofessional servicesoverone (1) year to
support ad hoc projects and help with customized data extraction and analysis. Professional services shall be
provided bya team ofone (1) Contractor professional who is qualified to meet CDC's specific necd(s)

Table 1. Deliverables/Schedule

Po far oom owen Jee]
Mobility Index Data No later than one week afer | Daily

contract award
2 Shelerin-Place Index Data No later than one week after | Daily

contract award
3 ‘Contact index Data Nolater than one week afler | Daily

contract award

4 Origin Destination Mobility Flows | No later than one week after | Daily.
contract award

[|[iene Topmgpiin[56contract award

Visit Intelligence Data No later than one week ater | Daily
contract award

7 Social Inequality Index Data No later than one week ater | Daily
contract award

Home Switcher Index Data Nolater than one week afier | Weekly.
contract award

Workbench Platform Access ‘Access no later than one week | Ongoing
aftr contract award

Professional Services Availablenolater than one | Upon Request
week after contract award
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C.6 Potential CDC Use Cases for Data
CDC shallbepermitted to use the Mobility Insights Data and Platform for the following purposes, so longas CDC
‘complies withthe terms and conditions outlined n this Purchase Order.

1. Implementation and cancellationof community mitigation measures and its impact on case and fatality
nes.

2. Impact ofstate limitations on close person-to-person contacts outside the household: comparing gathering
density in 2019 and 2020

3. The effectoflarge-scale anti-contagion policies on the COVID-19pandemic
4. Analysisof bar and restaurant closure dataset compared fo COVID-19 incidence and death rates.
5. Examinationof volumeof mobile phones grouped in proximity each month and compare2019 10.2020 data

tosce the impactofthse orders. Project how much worse things would havebeenwithout the bans.
6. Developinga clearer picture of IHE openings on mobility and COVID-19 case incidence, e.¢. comparing

arcas with and without college campuses before and aftr re-openings.
7. Followshifts in school decisions over time and is potential on student maby and potential ness.
8. Track pattems ofthose visiting K-12 schools by the school and compare to 2019; compare with epi metrics
ifpossible

9. Hot spot detection -counties with more mobil residents more likely to be detected as hotspot counties
10. Predictionof hot spot counties dieo influxofpersons from nearby ho spots
11. Monitoring adherence to state-level policies to quarantine afer arrival from another state
12. Examinationof th effectiveness ofpubli policy on Navajo nation
13. Examination of COVID-19 vaccination rats, mobility, andincidence seroprevalence % positivity, ec. at

the county or sub-couny level (his could alsobeapplied o lu and mask use).
14. Examination ofthe correlationofmobility patierns data and rise in COVID-19 cases:

a. Schools (K-12)opening losingre-opening
b. Shelicr in Place Orders
c. Socialdistancing measures(local regional)

Mass gatherings (Concert, Games, laces ofworship etc)
Public transit stations
Major destinations retail, grocery sores, parks ec.) correlated with COVID infection waves (2,
34, etc)
National Shelter Data for disasters

bh. Movement restrictions (Border closures, inter-regional and nigh curfews) and patterns
i. Movementrestrictions (Borderclosures, inter-regional and nigh curfews)0show compliance

15. Examinationofmobility datafo tracking school closures such as school bus routes and cll phone data
around institutesofhigher education around events ike spring break.

a. County, weekly numberof visit 0K to 12 schoolsas a dataset tha could fed into other reports
b. Compare with previous year as baseline
c. Could help supplement the situation awareness dat forK-12 and IHE

16. Assess movement in and outof counties during periodsofnatural disasters (0 assist with planning and
distribution of COVID resources o evacuation areas

17. Research pointsof interessuchas visits to pharmacies in vaccine distribution plan or grocery sores
15. Exposure to place-based environmental exposures, lkeplaceswith high air pollution and area-level

incidenceofpollutionelated outcomes like asthma.
19. Research pointsof interest for physical activity and chronic disease prevention such as visitsto parks,

‘gyms, or weight management businesses
20. Creation ofuser-defined queries and metricsofpopulation mobility such as inferingmodeoftransport

(c:2 walking, biking)
21. Exposure to certain building types, urban areas, and violence.

C5 IT Security and Privacy Considerations (Tailored language in bold):
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A. Baseline Security Requirements
1) Applicability. The requirements herein apply whether the entire coniract ororder (hereafier “conirac”), or portion
thereof, includes ether or bothofthe following:

a. Access (Physicalo Logical) o Government Information: A Contractor (andorany subcontractor)
employee will haveorwill be given the ability to have, routine physical (entry) or logical (electronic) access to
ovemment information.

b. Operatea Federal System Containing Information: A Contractor (and/or any subcontractor) employee
willoperate federal system and information technology contining data that supports the HHS mission. In addition
to the Federal Acquisition Regulation (FAR) Subpart 21 definitionof“information technology” (IT), the tem as
used inthis ection includes computes, ancillry equipment including imaging peripheral, input, output, and
storage devices necessary for security and surveillance), peripheral equipment designedtobecontroledby the
central processing unit ofa computer, software, firmware and similar procedures, services (including support
services), and related resources.
2)Safeguarding Information and Information Systems. In accordance with the Federal Information Processing.
Standards Publication (FIPS)199, Standards forSecurityCategorization ofFederal Information and Information
Systems, the Contractor (andlor any subcontractor) shall

a. Protect government information and information systems inoder(0ensure:
+ Confidentiality, which means preserving authorized restrictions on access and disclosure, based

on the security terms found in this contact, including meansfor protecting personal privacy and
proprietary information;

«Integrity, which means guarding against improper information modificationordestruction, and.
ensuring information non-repudiaton and authenticity; and

+ Availability, which means ensuring timely and reliableaccess 10 and use of information.
b. Provide security for any Contractor systems, and information contained therein, connected 0 an HHS

network or operated by the Contractoron behalfofHHS regardless of location. In addition,ifnew or unanticipated
threats or hazards are discovered by cithe the agency or contractor,orif existing safeguardshaveceased to
function, te discoverer shall immediatly,withinone (1) houror less, bring th situationto the attention ofthe
other pary.

. Adopt and implement the policies, procedures, controls, and standards required by the HHS Information
Security Program to ensure the confidentiality. integrity. and availablityof goverment information and
ovenment information systems for which the Contractor i responsible under this conractor o which the
‘Contractor may otherwise have access under this contract, Obtain the HIIS Information Security Program sccurty
requirements, outlined inthe HHS Information Security and PrivacyPolicy (IS2P), by contacting the CO/COR or
emailing fisma@hhs gov.

Comply with the Privacy Act requirements and tailor FAR clauses as needed.
3) Information Security Categorization. In accordancewith FIPS199and National Instituteof Standards and
Technology (NIST) Special Publication (SP) 800-60, Volume I: Appendices to Guide for Mapping Types of
Information and Information SystemstoSecurity Categoris, Appendix C,and based on information providedby the
1SS0, CISO, or other security representative, th isk levelforeach SecurityObjective and the Overall Risk Level,
which is the highest watermarkofthe thee factors (Confidentiality, Integrity, and Availability)ofthe information or
information system are the following:

Confidentiality: [ X] Low[ ]Moderate] High
Integrity: ] Low [X] Moderate] High



75D30121P10793
Page 9.0136

Availability: [X ] Low]Moderate]High
Overall Risk Level: [X |Low[ Moderate] High

Based on information provided by the ISSO, Privacy Office, systemydata owner, or other security or privacy
representative, it has been determined tha this solcitation/contract involves:

[XINo PH] Yes PII
4) Personally Identifiable Information (PID. Per the Officeof Management and Budget (OMB) Circular A-130, “Pil
is information that can be used to distinguish or race a individual's identity,eitheralone or when combined with
other information tht is linked o linkable toa specific individual.” ExamplesofPI include,butae not limited to
the following: social security number, date and placeofbirth, mother's maiden name, biometric records, etc.
PII Confidentiality Impact Level has been determined to be: [X ] Low [ ] Moderate [| High
5) Controlled Unclassified Information (CUI. CUI is defined as “information that laws, regulations, or
‘Govermment-wide policies require © have safeguardingordissemination controls, excluding classified information.”
“The Contractor (andor any subcontractor) must comply with Excutive Order 13556, Controlled Unclassified
Information, (implemented at 32 CFR, part 2002) when handling CUL 32 C.F.R. 2002.4(aa) As implemented the
term “handling” refersto *...any useofCUincluding butnotlimited to marking, safeguarding, transporting.
disseminating, re-using, and disposingof the information.” $1 Fed. Reg. 63323. All sensitive information that has
een identified as CUIby aregulationorstatute, handled by ths solicitaton/contract, shall be:

a. marked appropriately;
b. disclosed to authorized personnel ona Need-To-Know basis;
. protected in accordance with NIST SP 800-53, Security and Privacy Controls for Federal Information

Systems and Organizations applicable baselineifhandled by a Contractor system operated on behalfofthe agency,
or NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Information Systems and
Organizationsifhandled by internal Contractor system;and

d. retumed to HHS control, destroyed when no longer needed, or held until otherwise directed. Destruction
ofinformation andor data shall be accomplished in accordance with NIST SP 800-88, Guidelines for Media
Sanitization.
6) Protection of Sensitive Information. For security purposes, information i of may be snsitve because it requires
security to protet its confidentiality, integrity, and/or availablity. The Contractor (and/or any subcontractor) shall
protect all goverment information that is or may be sensitive in accordance with OMB Memorandum M-06-16,
ProtectionofSensitive Agency Information by securing it with a FIPS 140-2 validated solution.
7) Confidentiality and Nondisclosure ofInformation. Any information provided t the contactor (andlor any.
subcontractor) by HHS or collcted by the contractoron behalfofHHS shall be used only for the purpose of
carrying out the provisionsofthis contract and shall not be disclosed or made known in any manner o any persons
‘except as may be necessary in the performanceof thecontact. The Contractor assumes responsibilty for protection
ofthe confidentialityofGovernment records and shall ensure that all work performed by ts employees and
subcontractors shall be under the supervisionof the Contractor. Each Contractor employee or any ofits
subcontractors to whom any HHS records may be made avaiableo disclosed shall be notified in writing by the

‘Contractorthat information disclosed to such employes o subcontractor can be used only for tht purpose and to the
extent authorized herein,
“The confidentiality, integrity, and availabilityof such information shallbeprotected in accordance with HHS and
[CDC] policies. Unauthorized disclosure ofinformation will be subject o the HHS[[CDC] sanction policies andor
ovemed by the following laws and regulations:

a. 18 US.C. 641 (Criminal Code: Public Money, Property or Records);
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b.18 US.C. 1905 (Criminal Code: Disclosureof Confidential Information); and
44 US.C. Chapter 35, Subchapter (Paperwork Reduction Act).

8) Intemet Protocol Version6(IPV6). All procurements using Internet Protocolshallcomply with OMB
Memorandum M-05-22, Transition Planning fo Intemet Protocol Version 6 (IPV6)
9) Government Websites. All new and existing public-fcing government websites must be securely configured with
Hypertext Transfer Protocol Secure (HTTPS) using the most recent versionof Transport Layer Security (TLS). In
‘addition, HTTPS shall enable HTTP Strict TransportSecurity (HSTS) to insiruct compliant browsers to assume
HTTPS at all times to reduce the numberofinsecure redirects and protect against attacks thatatmtodowngrade.
‘connectionsto plain HTTP. For intemal-fucing website, the HTTPS is no required, but it is highly recommended.
10) Contract Documentation. The Contractor shall use provided templates, plices, forms and other agency
documents to comply with contrac deliverables as appropriate.
11) Standard for Encryption. The Contractor andor any subcontractor) shall:

a. Comply with the HHS Standard for Encryptionof Computing Devices and Information to prevent
unauthorized access 0 govemment information.

b. Encrypt all sensitive federal data and information(ic. PII protected health information [PHI],
proprietary information, etc.) in transit i. email, network connections, tc) and at rest (i.., serves, storage
devices, mobile devices, backup medi, tc) with FIPS 140-2 validated encryption solution.

Secure all devices (i. desktops, laptops, mobiledevices,ec)that store and process government
information and ensure devices meet HHS and CDC-specific ncrypion standard requirements. Maintain a complete
‘and current inventory ofal laptop computers, deskiop computes, nd other mobile devices and portable media that
store or process sensitive government information (including PID).

d. Verity that the encryption solutions in use have been validated under the Cryptographic Module
Validation Programtoconfirm compliance with FIPS 140-2. The Contractor shall providea writen copyofthe
validation documentation to the COR.

. Use the Key Managemen system on the HHS personal idenification verification (IV) card or establish
and use a key recovery mechanism o ensure th ability for authorized personnel to encrypudecrypt information and
recover encryption keys. Encryption keysshallbeprovided to CDC Office ofChiefInformation Security Officer
(0CIS0),
12) Contractor Non-Disclosure Agreement (NDA). Esch Contractor (andlor any subcontractor) employee having
access 10 non-public government information under this contract shall complete the CDC non-disclosure agreement,
as applicable. A copy of each signedand witnessed NDAshallbesubmitedt the Contacting Officer (CO) and/or
CO Representative (COR) priorto performing any work under this acquisition.
13) Privacy Threshold Analysis (PAY Privacy Impact Assessment (PIA) ~ The Contractor shall reasonably assist
the CDCSeniorOfficial fo Privacy (SOP) or designee with conducting a PTA for the information system and/or
information handled under this contract in accordance with HHS policy and OME M-03-22, Guidance for
Implementing the Privacy Provisionsof the E-Government Actof 2002.

a. The Contractor shall reasonably asist the CDC SOP or designee in reviewing the PIA at least every
three years throughout the system development lifecycle (SDLCyinformation lifecycle, or when determinedby the
CDC SOP that a review is required based on a major change to the system (.&. new uses ofinformation collcted,
‘changes 0 the way information is shared or disclosed and for wh purpose, or when new typesof PI are collected
that could introduce new or increased privacy risks), whichever comes firs
B. Training
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1) Tothe extent applicable-Mandatory Training for All Contractor Saf. All Contactor (andlor any.
subcontractor) employees assigned to work on this contract shall complet the applicable HHS/CDC Contractor
Information Security Awareness, Privacy, and Records Management training (provided upon contract award) before
performing any work under this contract. Thereafier, the employees shall complete CDC Security Awareness
Training (SAT), Privacy, and Records Management traning at least annually, during the lif ofthis contact. All
provided raining shallbe compliantwith HHS training policies.
2) To the extent applicable - Role-based Training. All Contractor (and/or any subcontractor) employees with
significant security responsibilities as determinedby th program manager) must complete role-based training
(RB) within 60 days ofassuming their new responsibilities. Thereafter, they shll complete RBT at east annually
in accordance with HHS policy and the HHS Role-BasedTraining (RBT)ofPersonnel with Significant Security
Responsibilities Memorandum.
AILHHS employees and contractors with SSR who have not completed the required traning within the mandated
timeframes shall have ther user accounts disabled until they have met their RBT requirement
3) Training Records. The Contractor and/or any subcontractor) shall maintain traning records forall its cmployees.
‘working under this contact in accordance with HHS policy. A copy ofthe taining records shall be provided to the
COandlor COR within30days after contract award and annually thereafero upon request.
C. Rules of Behavior
1) To the extent applicable, theContractor (and/or any subcontractor) shall ensure that al employees performing
onthe contract comply with the HHS Information Technology General Rules ofBehavior
2) All Contractor employees performing on the contract must read and adhere to the Rules of Behavior before
accessing Department dataorother information, systems, andlor networks that storeprocess government
information, initiallya the beginning ofthe contract and at east annually thereafter, which may be done as part of
annual CDC Security Awareness Training. Ifthe training is provided by the contractor, the signed ROB must be
provided as a separate deliverable 10 the CO andlor CORperdefined timelines above.
D. Incident Response
FISMA defines an incidenta “an occurrence that (1) actually or imminently jeopardizes, without lawl authority,
the integrity, confidentiality,o availabiltyofinformationoran information system:or (2) constitutesa violation or
imminent threatof violationoflaw, security policies, security procedures, or acceptable use policics. The HHS
PolicyforIT Sccurity and Privacy IncidentReporting and Response furtherdefines incidents as events involving.
cybersecurity and privacy threats, such as viruses, malicioususeractivity, loss of, unauthorized disclosure or
destructionofdata, and so on.
A privacy breachi typeof incident and i defined by Federal Information Security Modemization Act (FISMA)
asthe lossof control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar occurrence.
where (1) a person other than an authorizeduseraccesses or potentially accesses personaly identifiable information
or (2) an authorized use accesses or potentially accesses personally identifiable information for an other than
authorized purpose.
OMB Memorandum M-17-12, “Preparing for and Responding to a Breachof Personally Identifiable Information”
(03 January 2017) states:

Definition ofan Incident:
An occurrence that(1) acually or imminently jeopardizes, without lawful authority, the integrity, confidentiality,or
availabiltyofinformationoran information system; or (2)constitutesaviolation of imminent threat ofviolation of
law, curity polices, security procedures, or accepable use policies.
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Definition ofa Breach:
“The loss ofcontrol, compromise, unauthorized disclosure, unauthorized acquisition, o any similar occurrence where
(1) person otherthanan authorized usr accessesorpotentially accesses personally identifiable informationo (2)
‘an authorized user accesses or potentially accesses personally identifiable information for a other than authorized
purpose.
Ifurtheradds:
A breachi not limited toan occurrence where a person other than an authorized user potentially accesses PII by.
meansof a network intrusion,a targeted atack that exploits website vulnerabilities,ora attack exceuted through an
email message or attachment. A breach may also include the loss ortheft of physical documents tha include PI and.
portable electronic storage media that store PI, the inadvertent disclosure of PI on a pubic website, or an oral
disclosureof PII to person whois not authorized to receive that information. It may also include an authorized user
accessing PI fo an other than authorized purpose.
“The HHS Policy for IT Securit and Privacy Incident Reporting and Response futher defines a breach as “a
suspectedorconfirmed incident involving PII"

‘Contractswith entities that collect, maintain, us,oroperate Federal information or informationsystemsonbehalf of
CDC shall include the following requirements:
1)The contractor shal cooperate with and exchange information with CDC officials,as deemed necessary by the
CDC Breach Response Team, 0 report and manage a suspected or confirmed breach
2) All contractors and subcontractors shal properly encrypt PII in accordance with OMB Circular A-130 and other
‘applicable policies, including CDC-specifc policies, and comply with HHS-specific polices for protecting PII To
this end, all contractors and subcontractors shal protect all sensitive information, including any PI created, stored,
or transmitied in the performanceof this contracts0 as avoidasecondary sensitive information incident with
FIPS 140-2 validated encrypion.
3) All contractors and subcontractors shal participate in regular raining onhowtoidentify and report breach.
4) Al contactors and subcontractors shall reporta suspected o confirmed breach in any medium as soon as
possible and shall use best efforts to provide suchnoticeno later than 1 hourofdiscovery, consistent with
applicable CDC IT acquisitions guidance, HHS/CDC and incident management policy, and United States Computer
Emergency Readiness Team (US-CERT) notification guidelines. To this end, the Contractor (and/or any.
subcontractor) shall respond to all alert Indicatorsof Compromise (10CS) provided by HHS Computer Security
Incident Response Center (CSIRC) or CDC Computer Incident Response Team (CSIRT) within 24 hours via email
atesint@edegov o telephone at 866-655-2245, whether the response is postiveornegative.
5) All contractors and subcontractors shalbe able to determine what Federal information wasorcould have been
accessed andby whom, constructa timeline ofuser activity, detemmine methods and techniquesused0access
Federal information, and identify the initial attack vector.
6) All contractors and subcontractors shal allowforan inspection, investigation, forensic analysis, and any other
action necessary o ensure compliance with HHS/CDC Policy and the HHS/CDC Breach Response Plan and to
assist with responding to a breach.
7) Cloud service providers shall use guidance provided inthe FedRAMP Incident Communications Procedures
when deciding when 0 report directly to US-CERT first or notify CDC frst.
8) Identity roles and responsibilities, in accordance with HHS/CDC Breach Response Policy and the HHS/CDC
Breach Response Plan. To tis end, the Contractor shall NOT notify affected individuals unless and until so
instructedbythe Contracting Officerordesignated representative. Ifso instructed by the Contracting Officer or
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that,a the government's direction, all electronic and paperrecordsareappropriately disposedofandal devices and
media are sanitized in accordance with NIST SP 800-88, Guidelines for Media Sanitization.
4) Notification. TheContractor (andor any subcontractor) shall notify the CO andor COR and system ISSO before
an employee stops working under this contract.
5) Contractor Responsibilities Upon Physical Completionofthe Contract. The coniractor (andor any.
subcontractors) shall return all goverment information and ITresources i. goverment information in non-
govemment-ovned systems, media, and backup systems) acquired during th term ofthis contrac o the CO and/or
‘COR. Additionally, the Contractor shal provideacertification that al government information has been properly
sanitized and purged from Contractr-owned systems, including backup systems and media used during contract
performance, in accordance with HHS and/or CDC policies.
6) TheContactor (andor any subcontractor) shall perform and document th action identified in the CDC Out-
Processing Checklist (hip: intranetcde. gov/odhermopdfshrOut_Processing. Checklist pd) when an employee
terminates work under this contract. All documentation shall be made availabet the CO and/or COR upon request,
H. Records Management and Retention
“The Contractor (andor any subcontractor) shall maintain al information in accordance with Executive Order 13556
~ Controlled Unclassified Information, National Archives and Records Administration (NARA) records retention
policies and schedules and HHS policies and shall not dispose ofany records unless authorized by HHS.
Inthe eventthat acontractor (and/or any subcontractor) accidentally disposesof ordestroysarecord without proper
authorization, it shallbedocumented and reportedas an incident in accordance with HHS policies.
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Section D - Contract Administration Data

D.1 CDCO.GOOS Contracting Officer's Representative (COR) (Jul 2017)
Performanceofthe work hereunder shal be subject 0 the technical direction ofthe designated COR for this
contact

As used herein, technical directions ar diretions 0 the Contractorwhich fll in details, suggests possible lines
ofinquiry, or otherwise completes the general scopeof work se forth herein. These technical directions mustbe
within the general scopeofwork, and may not aler the scope of work or cause changesof such a nature 5 0
justifyanadjustment in the sated contract price/cost,orany stated limitation thereof.
Inthe event tha the Contractor believes full implementation of any ofthese directions may exceed the scope ofthe
contact, heo she shall notify th originatorofthe technical direction and the Contracting Office, immediatlyor
‘as soon as possible, ina letteror e-mail separate ofany required report(s). No technical direction, nor its fulfilment,

shallalterorabrogate the rights and obligations fixed in this contract

“The Government COR is not authorized to change anyofthe tems and conditionsof this contract, Contract changes.
shall be made only by the Contracting Officer by properly writen mdification(s) to th contract.

TheGovermentwill provide the Contractor with acopy ofthe COR delegation memorandum upon request.

D.2 CDCO.GOIS Payment by Electronic Funds Transfer (Feb 2018)

(0) The Goverment shalluseelectronic funds transfer (0 the maimum extent posible when making payments
under this contract. FAR 52.232-33, Payment by Electronic Funds Transfer -System for Award Management, in
Section , require the contractor{0designate in writinga financial institution for receipt ofelectronic funds transfer
payments.
(6) Inthe case that EFT information is not within the System of Award Management, FAR 52.232-34 requires
mandatory submissionof Contractor's EFT information dieetly1 the office designatedi this contract 0 receive
that information (hereafer: “designated office”); see below. Thecontractorshall submit the EFT information within
the fom titled “ACH VendorMiscelancous Payment Enrollment Form”to the address indicated below. Note:The
form is either attached to this contrat see Section J, List ofAttachments) or may be obtained by contacting the
‘Contracting Officerorthe CDC OfficeofFinancial Resources at 678-475-4510.

(©) cases where the contractor has previously provided such information, .., pursuant 0 a prior conractorder,
and been enrolled in the program, the form is not required unless the designated financial institution has changed.

(d) The completed form shallbe mailed aftr award, but no later than14 calendar days before an invoice is
submitted, 0 the folowing address
“The Centers for Disease Control and Prevention
Office of Financial Resources (OFR)
P.O. Box 15580
Atlania, GA 30333
Or Fax copy 0: 404-638-5342

D3 CDC42.0002 Evaluation of Contractor Performance Utilizing CPARS (Apr 2015)

In accordance with FAR 42.15, the Centers for Disease Control and Prevention (CDC) will review and evaluate
‘contract performance. FAR 42.1502 and 42.1503 requiresagenciesto prepareevaluations of coniractor
performance and submit themto the Past Performance Information Retrieval System (PPIRS). The CDC utilizes the
DepartmentofDefense (DOD) web-based Contractor Performance Assessment Reporting System (CPARS) to
prepare and report these contractor performance evaluations. All information contained in these assessments may be
used by the Government, within the limitationsof FAR 42.15, for future source selections in accordance with FAR
15.304 where pas performance is an evaluation factor.
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The CPARS system requires a contractor representative {0 be assigned so tha the contractor has appropriate input
into the performance evaluation process. The CPARS contractor representative wil be given access to CPARS and

willbegiven the opportunity to concur or not-coneur with performance evaluations before the evaluations are
‘complete. The CPARS contractor representative will also have the opportunity to add comments to performance.
evaluations

“The assessment is not subject 0 theDisputes clause ofthe contract, no sit subject 0 appeal beyond the review and
‘comment procedures described in the guides on the CPARS website. Refer 0: ww. cparsgov for details and
additonal information elated to CPARS, CPARS user access, how conlract performance assessmens are
‘conducted, and how Contractors participate. Access and raining for al persons responsible for the preparation and
reviewofperformance assessments is also available at the CPARS website.

“The contractor must provide the CDC contracting office withthe name, ¢-mail address, and phone number ofheir
designated CPARS representative who will be responsible fo logging into CPARS and reviewing and commenting
‘on performance valuations. The conIFactor must Maintain a CUent representative 0 serve as the contractor
representative in CPARS. Its the contractor’ esponsibility to noify the CDC contracting office, in writin (letter
or email, when their CPARS representative information needs tbe changed or updated. Failure to maintain
current CPARS contractor representative information wil result inthe lossof an opportunity to review and
‘comment on performance evaluations.

D.4 CDCAGOOT Invoice Submission (March 2021)

(a) The Contractor shall submit the original contract invoice voucher in one ofthe following ways: 1)

mail, 2) facsimile, 3) email

Mailing Address:

“The Centers for Disease Control nd Prevention
OfficeofFinancial Resources (FR)
PO. Box 15580
Atlan, GA
30333

Fax: 4046385324

Email cpbapin de gov

NOTE: Submit onlyone Invoice in PDF format per attachment.

(b) Subject Line must contain the word “Invoice” Example: Subject: Invoice SAM12345 for ContactEEreverevs
(6) The contentidetailsofth email must include the below information provided in the bodyofthe email:

+ ContractorPO Number:
+ Invoice Number:
+ Amount
+ VendorName:

Only one invoice can be sent to the mailbox with the above relevant details in the body (multiple invoices.
need10besent in multiple emails)

(d) The contractor shall submit 2 copies ofthe invoice tothe cognizantcontractingoffice previously identified
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inthis contact. hes noi copes shall be addres the stnion of he Contacting Offer
(¢) Do not send Links, Zip Files,orDAT files containing PDF Invoices

(© The Contactors Elson [Bisatosubmit copyofach voi dilly othe Contracing
Officers Represent (COR) cncutenty wih SubmisionfhComrcingOTs

(2) In coondance with CFR art 1315 Pomp Pymen, CDC's Offof Financial Resoutes she
designated iin officfo th purposeofermining th payment du date under FAR 12.905

(8) The Contactor shal clea minim) th flowing information on ache:
(1) Contractor's Name& Address
2) ContactorsTax enificsion Number (TN)
(3) Purchiss OrderContrct Number and Tsk Onder Number, ifAproprisc
(4) Invoice Number

©) tmoice Date
(6) Contract Line Item Numberand DescriptionofItem

(7) Quanity

(8) Unit Price & Extended Amount for cach line item

(9) Shioping and Payment Terms
(10) Total Amount of Invoice:

(11) Name, title and telephone numberofperson to be notified in the event ofa defective invoice

(12) Payment Address,ifdifferent from the informationin (cX1).

(13) DUNS+4 Number
(14) Elston funds rnsier (GFT) banking nfo

Forth ttsofinacs, please contact the OFR Servis desk at affseviedskdegov
NOTE: 1 your nice hs suporing documens, please coin the insice and supportin docs
2320 PO Ti. Dont subs he irvtes andsVPPdocuments sport,
I
(6) The Contating Offer shny individ wh can gallom the Govern othe cxpendivs of
bli funds. No person ler han he ConanOean ake any changes he rms, conditions.
Een provisions,och pains of thsconc
(5) No information, thr than hat wich oybecontin nan authorised distinthi onc,hy sul th Conrcing Of, whch may hs ec fom sny son cplayed by the Ued
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States Government, or otherwise, shal be considered groundsfordeviation from any stipulationof this
contract

D.6 CDCP.GOI0 Contract Communications Correspondence (Jul 1999)

‘The Contractor shall dentfy all correspondence, reports, and other data pertinent to this contract by imprinting
thereon the contract number rom Page |ofthe contract,
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Section E - Special Purchase Order Requirements

E.1 CDCOUS? Health Insurance Portability & Accountability Actof 1996 (Sep2008)
Pursuant th Standards or Privacyof dividual enifiabe Health Information promulgated under the
Healt Insurance Porabily snd AccountabilityAct (HIPAAYAS CFR Pars160and 164). covered nies may
disclose protected elt information public eth authorities. athorzedby a colleto receive such
informationfo the pups of Preventing or mrolling disse np, oway, inchuding. but ot ted.
ihe reporting ofdiscs, jr ital vents suchas birth or death, andth conductofpublic health surveilancs.
public health incstgations, and public heath nerentions. The definition of public hesth authorityIncludes.person or cy acting under grantofsuthoriy from or contract wit such public gency.” The
Contacto i acting under contract with he CDC cay out Technical Support Services, hich  authrizd by
Ieglation and thetfor maybe consideredapublic hal authority unde th Privacy Re for purposesofthis
reject Further, CDC consider ti 0 be ivesigation or which dsloss ofprotected health fommaion by
Cored entities authorizedb scion 164.1200) af he Privy Rue (43 CFR 16451200).
£2 CDCO_HIS Health Information Technology Jun 2020)
Executive Order 13410: Promoting Quality and Efficient Health Care in Federal Govemment Administered or
Sponsored Hlth Car Programs promotes sfcent deliveryof quality healthcare through he us ofhealth
information ochnology ransarency regarding halt car quality and price, and cenies promot the
widespread adoptionofheath infomation cchnology and quality of care. To support this objective the
‘arde shal adhere 1th Following incroprabily sandands and requirement. For purpose ofhe
information deseibed herein, meroperabilty 1s defined a he aby of Tw oF OR ftv FScAPOTTS 10
exchange infomation and tse the formation hat has been exchanged.
IntcropeabilsyofHeath Information Technology
“Thi section apples fo contracts that involve the exchange ofpubl health dats between public healthnite, CDC, and other federal agencies. This supports the development and we of interoperable
information systems for public health functions uch as biosrvelance, situational awareness, laboratory
Sencesor emirommenta health.

+ tn addin to complying with HHS Standards or Security Configurations, HIS Ssndards for
Encrypion Language, and Federal Lave, Regulations and Standards related to Securit, the
and i required meet recognized tcroperabily standardsas follows:

+ The awardee shall use mtonaly adopted Public Health Information Nevwork (PHIN) standards at the
timeof the system implementation, aquisition. o upgrade, al relevant infomation tschnolagySystems sported. in whol ri par. through hs contract. Wher no PHIN standards xi. he
‘ward hall liz recognized standards cuablishd by the Offic ofthe National Coordinsor for
Healt Information Technology (ONC) as desribod nthe Nationwide Hat Information Neswork
NuHIN) sndrds

+ The awardee shal use PHIN plcics, standards, practice, and services inthe research and
implementationof ficient nd sfetive public helt information sys. 0 liste
interoperability (he ably of two ormor: ssl or componentsoexchange information and osc
{he information hs hsbeen changed)with public health organizations and networks. including
Nu.

+ Where th awardee supportrparticipates in heath information or data exchange with disparate
enti, the ward mst have an arhiceture that compatible with he architectureof PHIN, where
appropri. I HINstandardsdo not exist, th awardee shall fr fo NHNstandards.

Public HealtDa within Clnisal Healthcare
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“This section applies to contracts that involve the exchangeofpublic health data within the clinical
setting, such as hospitals and providers. This supports the exchangeofpublic health information,
including laboratory exchange data, between public health entities and healtheare systems.

«Theawardee shall use healh IT investments, sucha electronic healh records (EHRS), personalized
health records, and network components through which they operate and share information, thatare
certified bya recognized certification board and/or validated and tesed with PHIN or NwHIN
certification to ensureaminimum levelofinteroperabilityorcompatibility ofhealth IT products.

The awardee may use services avaiable from the Agency for Healtheare Research and Quality (AHRQ)
at www healthit ahr. gov. This link provides technical asistance, identifies challenges o health IT
‘adoption and use, and identifies solutions and best practices that have the potential (0 transform clinical
practice through the best and most effective useof T.

+ Where feasible, the awardeeshallcollaborate withotherhealhcare eit,local quality
improvement organizations, and/or local medical societies o promote the adoptionofcertified EHRs
in clinical provider setings

+ Where feasible, the awardee shal collaborate with other healthcare ities andor local hospital
associations to promote the adoption ofcertified EHRs in hospital stings.

The awardee shall identify publi health entities that havea stake in the award and demonstrate
interactions with them to implement and promote the adoption of PHIN andlor NwHIN data
exchange standards in support of federal heal initiatives (¢.., situational awareness, EHR
Meaningful Use).

+ The awardee shall report on public health information exchange activities tht include
partnerships with health information exchanges, othe public health partners, or any other
stakeholders within program report, progress reports, or as requestedby CDC.

E.3 CDC37.0001 Non-Personal Services (Jun 2020)

(2) Personal services shall not be performed under this contract. Although the Government may provide sporadic
or occasional instructions within he scope ofthe contrat, the Conlractor i responsible for control and supervision
ofits employees. Ifthe Contractor(including is employes) believes any Government action or communication has
en given that would createapersonal services relationship between the Government and any Contractor
employee, the Contractor shall promply notify the ContractingOffice ofthiscommunicationofaction

(6) The contractor shall complywith, and ensure thir employees and subcontractors comply with, CDC Policy
titled “Contractor Ideniifcation and Safeguardingof Non-Public Information”. No Contractor employee shal hold
him orherself out to be  Govemment employee, agent, or representative. No Contractor employee shal tae orally
or in writing at any time that heo she is acting on behalfofthe Government. In al communications with third
parties in comntion with this contract, Contractor cmployees shal identify themselvesasContractor employees
and specify the name ofthe company for which they work. The contractor limited to performing the services
identified in the contact statementof work and shall not interpret any communication with anyone ass permissible
change in contrac scope or as authorization o perform work not described in the contract, All contract changes will
be incorporated bya modificationsignedby the Contracting Officer.

(©) The Contractor shall ensure that all ofits employees and subcontractor employees working on this contract are
informed ofthe tems and conditions herein. The Contractor agrees that this is non-personalservices contract; and.
that for all the purposesofthe contract, the Contractor is nt, nor shall it hold tse out 0 be an agent or partner of,
or joint venture with, the Government. The Contractor shall notify ts cmployces that they shall neither supervise:
noraccept supervision from Government employees. The substance ofthe terms herein shal be included in all
subcontracts at any ter
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(©)The terms and conditions above do nt limit the Government’ rights under other termsofthe contract,
including those related to the Government’ right to inspect and accept or reject the services performed
under this contract

E4 Priorities and Allocations Authority (HHS ACQUISITION ALERT 2020-10)

HHS reserves the right to exercise priorities and allocations authority with respect to thiscontract, o include rating.
this oder in accordance with 45 CFR Part 101, Subpart AHealth Resources Priors and Allocations System.

ES CDCA_HO42 Records Management Obligations (Jun 2020)

A. Applicabilny
“The following applies 0 all Contractors whose employees create, work with,o otherwise handle Federal records, as
defined in Section B, regardless ofthe medium in which the record exists.
B. Definitions
“Federal record”as defined in 44 U.S.C. § 3301, includes al recorded information, regardlessof form or
characteristics, made or received bya Federal agency under Federal law or in connection with th transaction of
public business and preservedorappropriate for preservationby that agency or its legitimate successoras evidence.
ofthe organization, function, policies, decisions, procedures, operations, or other activitesofthe United States
‘Governmentorbecause ofthe informational valueofdata in them,
“The term Federal record:

1. includes Centers for Disease Control and Prevention (CDC) records.

2. does not include personal materials.

3. applies to records created, received, or maintained by Contractors pursuant to their CDC contract.

4. mayincludedeliverables anddocumentationassociated with deliverables.
C. Requirements

1. Contractor shall comply with ll applicable records management laws and regulations, as well as National
Archives and Records Administration (NARA)recordspolicies, including but not limited to the Federal
Records Act (44 U.S.C. chs. 21, 29, 31, 33), NARA regulations at 36 CFR Chapter XII Subchapter B, and
those policies associated with the safeguarding ofrecords covered by the Privacy Act of 1974 (3 USC.
5524). These policies include the preservation ofall records, regardlessofformor characteristics, mode of
transmission, or stateofcompletion.

2. Inaccordance with 36 CFR 1222.32, all data createdfor Government use and delivered to, or falling under
the legal control of, the Government are Federal records subject 0 the provisions of#4 U.S.C. chapters 21,
20,31,and 3, the Freedomof Information Act (FOIA) (5 U.S.C. 552),as amended, and the Privacy Act of
1974 (5 US.C. 552), a5 amended and must be managed and scheduled for disposition only as permitted by
statute or regulation.

3. In accordance with 36 CFR 1222.32, Contactor shall maintain al records created for Government use or
created in the courseofperforming the contract andor delivered to, or under the legal controlof the
Government and must be managed in accordance with Federal law. Electronic records and associated
metadata must be accompanied by sufficient echnical documentation to permit understanding anduse of
the records and data.



7SD30121P10793
Page 20136

4 CDC and its contactorsaeresponsiblefor preventing he alienationorunauthorized desrcton of
records, including al formsof mutation. Records may not be remove from the legal custody of CDC or
destroyed except fori accordance with he provisions ofhe agency econds schedulesand with he writen
concurrenceof the Head ofthe Contracting Activity. Willful and unlawl destruction, damage or
alienation of Federal records i subjcet 0 the fines and penalis imposed by 15 U.S.C. 2701. Intheevent
of any unlawful or accidental reml,deficing, alteration, or destructionofrecords, Contactor must
reportto the Contracting Officer an the Contracting Oficr’s Representative. The agency must report
prompiy 10 NARA in accordance with 36 CFR 1230,

5. The Contractor shall immedisely noiy the appropiate Contracting Officer upon discoveryofny
inadvertent or unautharized disclosures of information, data, documentary material, records or cquipment.
Disclosure of non-public information limited 0 suthrized personne wih  ned-to-know as described
in the contract. The Contractor shal ensure tht the appropriate personnel, administrative, echnical, and
physical safeguards are establishedtoensure the security andconfidentofthis information, dts,
documentary materia, records and/or cquipment i propery protcetcd. The Contactor shall notremove
materia rom Goverment facileo systems,o clesor systemsoperatedormaintained on the
Governments behalf without the express writen permission ofthe Headofthe Contracting Activity.
When information, data, documentary material. records andor equipment sno longer required. t hallbe
etumed to CDC controlo the Contractor must hold it until otherwise directed. Hems retumed to the
Government shallbe hand carried, mailed, emailed,o securely electronically ransmitied0 the
Contracting Officeroradress prescribed nthe conract. Desrution ofecords is EXPRESSLY
PROHIBITED unless inaccordance with Paragraph 4).

6. The Contractor i required t obtain the Contracting Oficers approval prior engaging in any contractual
elatonship (sub-contractor) in support ofthis contract requiring th disclosure of information,
documentary material andlor records generated unde,or eating t, contacts The Contractor and any
sub-contract) is required 0 abide by Gosernment and CDC guidance fo protecting sensitive, propricary
information, classified, and controlled unclassified information.

7. The Contractor shll only use Government IT equipment fo purposes specifically tiedto or authorizedby
he contract and in accordance with CDC policy:

8. The Contractor shall no rateormaintain any records containing any on ublic CDC information that
arenot specifically ed 0or authored by the conic.

9. The Contactor shall notretain, use,sl,or disseminatecopie ofany deliverable tht contains information
covered by the Privacy Actof1974ortha which i generally protected from public disclosurebyan
exemption othe FreedomofInformation Act

10. Training. All Contractor employees assignedto his contract whecreate, work with,o otherwise handle
records ar required10 ake CDC-provided records management raining. The Contractor is responsible for
confirming training has been completed accordingto agency policies, including nial ining and any
annual or refresher raining.

1. Flowdownofrequirement subcontractors

1. “The Contractor shall incorporate the ni substance ofthe tems and conditions herein, including this
paragraph, inal subcontracts under this contract, and must require writen subcontractor acknowledgment
ofsame.

2. Violation by subcontractor ofany provision st forth here will be abuttothe Contactor
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(3)52.204-25, Prohibition on ContractingforCertain Telecommunications and Video Surveillance Services
or Equipment. (Aug 2020)(Section $89(a)(1XA)of Pub. L. 115-232).

(4)52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015).
(5)52.233:3, Protest After Award (Aug 1996) (31 US.C. 3553).
(6)52.233-4, Applicable Law for Breachof Contract Claim (Oct 2004) (Public Laws 108-77 and 108-78(

19 U.S.C. 3805 note).
(6) The Contractor shall comply with the FAR clauses in this paragraph (b) tha the Contracting Officer has

indicated as being incorporated in his contract by reference to implement provisionsoflaw or Executive orders
applicable to acquisitions ofcommercial tems:

(Contracting Officer check as appropriate.)
_(1)$2:203-6, Restrictions on Subcontractor Sales to the Goverment (June 2020),with Alernate (Oct

1998) (AT US.C. 4704 and 10 US.C. 2402).

__(2)52.203-13, Contractor Codeof Business Ethics and Conduct (Jun 2020) (41 US.C. 3509).
(352.2015, Whistleblower Protections under the American Recovery and Reinvestment Actof2009

(Jun 2070) (Section 1553 of Pub. L. 111-5). (Applies 0 contracts funded by the American Recovery and
Reinvestment Act of2009.)

X (4) 2.20410, Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 2020) (Pub. L.
109-282) (31 U'S.C. 6101 note).

(3) [Reserved].
__(6)52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of

Div. CY.

__(71)52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016)
(Pub. LTTH1-117, section 743ofDiv. C).

X(8) $22209-6, Protecting the Govermmen’s Interest WhenSubcontractingwith Contractors Debarred,
Suspended, or ProposedforDebarment. (un2020) (31 U.S.C. 6101 note).

(9) 52.209:9, Updates ofPublicly Availabe Information Regarding Responsibility Matters (Oct 2018)
@1USC.2313).

(10) (Reserved)
(11) (0) $2219:3, NoticeofHUBZone Set-Aside or Sole-Source Award (Mar 2020) (15 U.S.C. 6574).

Gi) Altemate (Mar 2020)of $2219-3
__(12) 1 52.2194, Noticeof rice Evaluation Preference for HUBZone Small Business Concerns (Mar

2020) if the offeror lect to waive the preference, it shall so indicat i ts offer) (15 U.S.C. 6574).
Gi) Allemate | (Mar 2020)of 52.219-4

(13) Reserved]

(14)(0) 2219-6, Noticeof Total Smal BusinessSet-Aside (Nov 2020)(15 U.S.C. 644).

Gi) Altemate | (Mar 2020)of$2.219-6.
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(13) 6) $2219-7, NoticeofPatal Small Business Set-Aside (Nov 2020) (15 U.S.C. 644).
Gi) Allemate|(Mar 2020) of 2219-7.

(16) 52219, Uslzaton of Smal Business Concerns (Oct 2018) (15 U.S.C. 6370)2)and (3).
(17)6) 52219-9, Smal Business Subcontracting Plan (un2020) (15 U.S.C. 6370)4).

Gi) Allemate 1 (Nov 2016) of 2210-9.
Gil) Altemate If (Nov 2016)of 2219-9
(iv) Altmate I Gun 2020)of 52.2199.
(4) Alternate IV (hun 2020)of$2.219-9

_(18)(0) 52.219-13, Notice of Set-Aside ofOrders (Mar 2020) (15 U.S.C. 644(1).
Gi) Allemate | (Mar 2020)of 2219-13.

(19) 52219-14, Limitationson Subcontracting (Mar2020)(15 U.S.C. 637214).
(20) 52219-16, Liquidated Damages-Subconiracting Plan (Jan 1999) (15 U.S.C. 6370)4)F)).
(21) 2219-27, NoticeofService-Dissbled Veteran-Owned Small Business Set-Aside (Mar 2020)

(5USC. 6570,
X (22) 0) 52.219-25, Post Award Small Business Program Rerepreseniaion (Nov 2020)

(SUSC E200).
Gi) Allemate | (MAR 2020)of 52.219:25.

_(23)52219.29, Noticeof Set-Aside for,o Sole Source Award 10, Economically Disadvantaged Women-
‘Owned Small Business Concemns (Mar2020) (15 U.S.C. 637m).

(24) 2219-30, NoticeofSet-Asidefor orSole Source Award to, Women-Oned Small Business
‘Concerns Eligible Under the Women-Owned Small Business Program (Mar2020) (15 Us. 637(m).

(25) 52219-32,Onder Issued Dircetly Under Small Business Reserves (Mar 2020) (15 U.S.C. 6440).
__(26)52219:33, NonmanufacturerRule (Mar 2020) (15U.5.C. 63717).
X(27) 522223, Conviet Labor (1un 2003) (EO.11755).
(28) 2222-19, Child Labar-Cooperation with Authorities and Remedies (1n2020) (E.0.13126).
X (29) 2222-21, Prohibition ofSegregated Facilites (Apr 2015).
X(30) i) 5222-26, Equal Opportunity (Sep 2016) (E0.11246).

Gi) Altemate| (Feb 199)of 2222-26.
X (31)0) 2222-35, Equal Opportunity for Veterans (un 2020) (35 U.S.C. 4212),

Gi) Allemate1(0ul 2014)of $2222.35.
X32) $2222.36, Equal Opportunity for Workers with Disabilities (un 2020) (29 U.S.C. 793).

Gi) Allemate 1 (0ul 2014) of52222-36



75D30121P10793
Page 260f36

X (33) $2222.37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212).

__ (34) 2222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010)
(£0. 13496).

X (35)9) 52.2220, Combating Trafficking in Persons (Oct 2020) (22 U.S.C. chapter 78 and EO. 13621).
(i) Altemate (Mar 2015)of $2222-50 (22 US.C. chapter 78 and EO. 13627)

(36) 2222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not
applicable to the sequisiton ofcommercially availableofF-the-shel tems orcertain othr typesofcommercial ems
as proscribed in 22.1503.)

(37) (i) 2223.9, Estimate of Percentage of Recovered Material Content for EPA-Designated liems (May
2008) (32 U.S.C. 6962(c)(3XA)G). (Not applicable tothe acquisitionof commerciallyavailable off-the-shelf
items.)

(i) Alemate(May 2008)of 2223.9 (42 U.S.C. 6962}2)(C)). (Not applicable to the acquisition
ofcommercially availableoffhe-shelf items.)

__(38) $2223.11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
(Jun2016)(E.0. 13693).

(39) $2223.12, Maintenance, Service, Repair, or DisposalofRefigeration Equipment and Air
Conditioners (Jun 2016) (EO. 13693).

(40) () $2223.13, Acquisitionof EPEAT®-Registered Imaging Equipment (Jun 2014) (E.Os 13423 and
13514).

(i) Allemate (Oct 2015) of 52223-13
(81) () $2223.14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.0.5 13423 and 13514).

(i) Alemate | Jun2014) of $2.223-14.
(42) $2223.15, Energy Efficiency in Energy-Consuming Products (May 2020) (42 U.S.C. 82596).

(43) () $2223.16, Acquisitionof EPEAT®-Registered Personal Computer Products (Oct 2015) (EO's
13423and 13514).

Gi)Altemate (Jun 2014)of $2223.16.
X (44) 5222313, Encouraging Contractor Policies to Ban Text Messaging While Driving (Jun 2020) (EO.

13513).
(49) $2223.20, Aerosols (lun2016) (EO. 13693).
(46) $2223.21, Foams (Jun2016) (EO. 13693).
(47) () 52224.3 Privacy Training (Jan 2017) (5 US.C. 5523).

(i) Alemate (Jan 2017) of 52.2243.
(48) 522251, Buy American-Supplies (Jan2021) (41 U.S.C. chapter 83).
(49) ( 2225-3, Buy American-Free Trade Agreements-Israeli Trade Act (Jn 2021)(41 U.S C.chapters3,

19 USC. 3301 note, 19 US.C. 2112 note, 19 U.S.C, 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77,
108.75, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43
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(i) Alemate (Jan 2021) of 52.225-3,

Gi) Altemate If Jan 2021) of$2.225-3.

(i) AliemateIl (Jan 2021)of $2225-3,
(50) 522255, Trade Agreements (Oct 2019) (19 U.S.C. 2501,ef seg. 19 U.S.C. 3301 note).
X(51) $2225.13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.s, proclamations, and statutes

‘administered by the OfficeofForeign Assets Control ofthe Departmentof the Treasury).

(52) 2225.26, Contractors Performing Private Security Functions Outside the United States (Oct 2016)
(Section 862,asamended,ofthe National Defense Authorization ActforFiscal Year 2008; 10 UsS.C. 2302Note).

__ (53) 522264, NoticeofDisaster or Emergency Area Set-Aside (Nov2007) (42 US.C. 5150)

(54) 2226-5, Restrictions on Subcontracting OutsideDisasteror Emergency Area (Nov2007)
(@2USC.5150).

(55) 2220-12,TaxonCertain Foreign Procurements (Jun 2020),
(56) $2232.29, Terms for FinancingofPurchasesof Commercial lems (Feb 2002) (41 U.S.C. 4505,

10UST 23070).

(57) $2232.30, Insallment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505,
10UST 230700),

X (58) $2232.33, Paymentby Electronic Funds Transfer-System for Award Management (02018)
(1USC.3332).

(59) 52232.34, Payment by Electronic Funds Transfer-Other than System for Award Management (Jul
2013) GT USC. 3332).

(60) 2232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332)

(61) 2230-1, Privacy or SecuritySafeguards (Aug 1996) (5 US.C. 552).
(62) 5222-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 6370) 13).

(63) () 2247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006)
(46 USC. Appx. 1241(b) and 10 US.C. 2631),

Gi) Altemate (Apr 2003)of $2.247-64.
Gi) Altemate 11 (Feb 2006) of $2.247-64.

(©) The Contractor shall comply with the FAR clauses in this paragraph (€), applicable to commercial services,
tht the Coniractng Officer has indicated as being incorporated i this contract by reference to implement
provisionsof law or Executive orders applicable 0 acquisitions ofcommercial tems:

(Contracting Officer check as appropriate.)
_(1)52.222:41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter).
__(2)52.222.42, Stementof EquivalentRates for Federal Hires (May 2014) (29 U.S.C. 206 and

41 UST chapter 67),

__(3)52.222.43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment
(Muliple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).
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_(8)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards.Price Adjustment (May
2014) (29U.5.C.206 and 41 USC. chapter 67).

_(5)52.222:51, Exemption rom Applicaton ofthe Serviee Contac Labor Standards 0 Contacts for
Maintenance, Calibration,or RepirofCran Equipment-Reguirements(May 2014) (41 USC. chapter 67).

(©)52222.53, Exemption fiom Applicatonofth Service Contract Labor Standards Contracts or
CertainServicesRequirements (May 2014) (41 USC. chapter 67).

_(7)52.222:55, Minimum Wages Under Executive Order13658 (Nov 2020)
(9)52222.62, Paid Sick Leave Under Exccutive Order 13706 (Jan 2017) (EO. 13706)
(9052.26: Promoting Excess Food Donation to Nonprofi Organizations (fun 2020) (42 US.C. 1702),

(@) Comptroller General Examination of Record. The Contractor shall comply with the provisions ofthis
paragraph (4) f his contrac was awarded sing other than scaled bid is in excesof the simplified acquisition
threshold. as defined in FAR 2.101, on the daiofaward ofthis contrac, and dos not contin the clause at 52215.
2, Audit andRecords Negotistion.

(1) The Compile General ofthe Urited States, or an authorized representative ofthe Compirolle General,
hall hae acces 0 and right cxamine any ofthe Contractor’ ircly pertinent records involving ransations
elated to tis contract.

(2) The Contractor shall make available t ts offices at al reasonable tims the records, materials, and other
vidence or examination, audi or reproduction, uni 3yearsaftr final payment unde his contac orfo any

Shorter period specified in FAR subpart 4.7, Contractor Records Retention, of the othe causes ofthis contract. If
his contract is completely o parsly temiated, th records relating 0th work terminated shall be made
availabe for3 yeasafer any resulting final termination setlement. Records eating0appeals unde the disputes
clauseo to ligation or the setlmentofchins arising underof eating 0 this contract shall be made available
unil such appeas, ligation,orcas ae finally resolved.

(3) As used inthis clause, records include books, documents, accounting procedures and practices, and other
data regardlessof type and regardlessof orm, This docs not quits the Contractor 0 creat o maintain any record
{hat th Contractor does not maintain in he ordinary courseof BUSAgs or pursuant 0: provision ofa.
©

(1) Notwithstanding the requirements ofthe clauses in paragraphs (a), (0), ©). nd (0) ofthis clause, theContractor
fs not required 0 flow down any FAR clause, ther tha those in this paragraph (6X1)in asubcontrt for
commercial tems. Unles otherwise indicated below. the extent ofthe flow down shal be as required by he clause-

0)52.203-13, Contractor CodeofBusincss Ethics and Condut (Jun 2020) (41 U.S.C. 3509).
(i) 5220310, Protibition on Requiing Cerin ntl Confidentiality Agreements or Satents (lan

2017) (sccton 743 ofDivision , Tile VII, ofthe Consolidated and Further Continuing Appropriations Act, 2015
{Pub 113.235) and its successor provisions in subscquent appropriations acts (and 3s extended in continuing
resolutions)

(i) $2,204.23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided
by Kaspersky Lab and Other Covered Enis (Jul 2018) (Section 1634 of Pub. L. 115.91),

(iv) 52.204:25, roibiion on Contracting for Crain Telecommuicatons nd Video Surveillance
Services or Equipment. (Aug 2020) (Section 889)1)(A) ofPub. L. 115.232).

(4)52219-5, UilzatonofSmall Business Concerns (Oct 2018) (15 U.S.C.6372) and (3) nll
ubeontacs that offer further subcontracting apportuiis, he subcontract except subcoirats 0 smal business
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Concerns) exceeds he applicable threshold specified in FAR 19.7026) othedat fsubcontract ward, he
Sbcontrctor must nce 52.219: n ower fir subcontrcts hat of subcontracting oppor

(00) $2222.21, Proibion ofSegregated Facilfis (pr2015),
(vii) 52.222-26, Equal Opportunity (Sep 2015) (E.0.11246).

(si 52.222:35, Equal Opportunity for Veterans hn 2020) (G8 US.C. 212)
(i9)$2222:3, Equal Opportunity for Workers with ibis (un 2020) 29 US. 795).
(0)52222:37, Employment Reportson Veterans fun 2020) (5 USC. 4212).

(xi) $2222.40, Notion ofEmployes Rights Under the National Labor Relations Act (Dec 2010)
(5:0. 13496). Flow down required n accordance with paragraph () of FAR clause $2222.40

(i) 52.2241, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67).
Gi)

(4) 5222250, Combing Tricking in Persons (Oct 2020) (22 USC: chapter 75and EO 13627).
(B)Amat|(Mar2015)of 2.22250(22US.C. chapter 78 and EO. 1362).

(xiv) $2222:51, Excmpion fom Application ofthe Servi Contac Labor Sandards o Contracts or
Maintenance, Calibration. or RepairofCertain Equipment Requirements (May2014) (41 US. C. hapier 67).

(5v)$2222-53, Exemption from Applicationof the Service Contract Labor Standards to Contacts for
CerinService Requirements (May 2014) (1 USC. chapter 67).

(xi) 5222-54, Employment Eligiilty Verification (Oct 2015) (0. 12959),
oi 52.2225, Minimum Wages UnderExcutiveOrder 13658 (Nov 2020)
(oi 52,222.62, Pid Sick Leave Under Esceutive Order 13706 Jan 2017) (EO. 13706).
Gi)

(8) 52.2243,Privacy Training(Jan 2017) (5 USC. 552)
(®) Amate Jan 2017) of 2.2241.

(60) $2225.26, Contactos Performing Private Security Functions Outside he Uritd Sas (Oct 2016)
(Section $62, a amended. of he tional Defense Authorization Act for Fiscal Year 2008; 10 U'.C. 2302 Noto)

(ox) $226.6, Promoting ces Food Donation to Nonprofit Organizations (un 2020)
(82 USC. 1792). Flow down required in accordance with paragraph () ofFAR clause 52.326.

(oni 52.247-64, Preference or Privately Ovned U.S Flag Commercial Vessels (Feb 2006)
(86US.C_ App. 12315) and 10U'S.C. 2631). Fow down required in accordance with paragraph¢) ofFAR
cause 2247.64

2) While not reuired. the Coniractor may nce ns subconracts for commercial ems minimal
numberofadditional caus necessary to satisfy ts contractual obligations
(Endof cause)

D-22 FAR 5222714 Rights in Data-General (May 2014)
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As prescribed in 27.409(b)(1), insert the folowing clause with any appropriate alternates:

Rights in Data-General (May 2014)

(@) Definitions. As used inthisclause-

Computerdatabase or “database means” a collection ofrecorded information in a form capable of, and for the
purpose of, being stored in, processed, and operated on by a computer. The erm does not include computer
software.

Computer software

(1) Means
9) Computer programs tha comprise a seriesof instructions, rules, routines,o statements, regardlessofthe media
in which recorded, that allowor cause a computer toperform specific operation orseriesofoperations; and

(ii) Recorded information comprising source code listings, design deais, algorithms, processes, flow
chart, formulas, and related material that would enable the computer program to be produced, created,orcompiled.

(2) Docs not includecomputerdatabases or computer software documentation.

‘Computer software documentation means owner's manuals, user's manuals, instalation instructions,
operating instructions, and other similar items, regardiesof storage medium, that explain the capabilities ofthe
computer software or provide instructions for using the softwar.

Data means recorded information, regardless of form or the media on which it may be recorded. The term
includes technical data andcompute software.The term does not include information incidental contract
administration, such as financial, administrative, costo pricing, or management information.

Form, it and function data means dat relating (0 items, components,o processesthataresuficient (0
enable physical and functional interchangeably, and data identifying source, ize, configuration, mating and
tachment characteristic, functional characteristics, and performance requirements. Forcompute software it
means data identifying source, functional characteristics, and performance requirements but specifically excludes
the source code, algorithms, processes, formulas, and flow charts ofthe software.

Limited rights means the rightsofthe Government in limited rights data as st forth inthe Limited Rights
Noticeofparagraph (£3) iincluded in this claus.

Limited rights data means data, other than computer software, that embody trade secrets or are commercial or
financial and confidentialorprivileged, 1 the extent that such daa pertain 0 items, components, or processes.
developed at private expense, including minor modifications.

Restricted computer software means computer software developed at private expense and that isa trade
secre,is commercial or nancial and confidentialo privileged, or is copyrighted computer software, including
minor modificationsofthe computer software.

Restricted rights, as usedi tis clause, means th rightsofthe Goverment in restricted computer software,
as set forth in a Restricted Rights Noticeofparagraph (2) if included i this clause, or a otherwise may be provided
ina collateral agreement incorporated in and made part ofthis contract including minor modificationsof such
computer software,

Technical data means recorded information (regardlessofthe formormethod ofthe recording)of ascientific
or technical nature(including computer databases and compute software documentation). This term does not
include computer software or financial, administrative, cos! or pricing, or management data or other information
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incidental to contact administration. The tem includes recorded information of eine o echnical nature that
is included in computer databases (See41 US.C. 116).

Unlimited sights means he rightsofth Government 0 use, disclose, reproduce, prepare derivative works,
distribute copie to the public, and perform publicly and display publicly, in any manner and forany purpose, and
have or permit others to do so.

(6) Allocation ofighs.
1) Exceptas provided in paragraph ()ofhis clause, he Government shall have unlimited rights in-

0) Data fist producedin the performanceofthis contract;

(i) Form, it, and fonction data delivered under this contac;
(i) Daa delivered under this contract (exceptforestricted computer software) ha consti manuals or

insiructional and triing material for installation, operation,of routine maintenance and repair of ems,
components,o processes delivered o fumishedforus under this contract nd

(iv) All otherdata delivered under this contract unless provided otherwise or limited rights dat or
restricted computer software in accordance with paragraph (2) ofthis clause.

(2) The Contractor shall have the ight o-
(i) Assert copyright in data fis produced inthe performance ofthis contact 0 the extent provided in

pargraph (1) ofhis clauses
(i) Use releaseto others reproduce, distribute,orpublish any daa irs produced or specfialy usd by

the Contractor in the performance ofthis contrac, unless provided otherwise in paragraph (0) oftis cause:
(il) Substantiat the us of, add, or core limited rights restricted rights, or copyright notices nd to

take other appropri ation, in accordance with paragraph () and (1)ofhis clause; and
(9) Protec rom unauthorized disclosure nd us those data that re nied igs daa or restricted

computer software 1 the extent provided in paragraph () oftis cause.

© Copyright
(1 Data first produced i he performanceof his conract.
(i) Unlesprovidedothewie paragraph (0) ofthis clause, the Contactor may, without prio approval of he
Contracting Oicer, asert copyright i scientific and technica rice basd om orcontaining daa frst produced
he performanceof his contact and published in academic, echnical o profesional journal, symposia
proceedings, or similar works. Th prior, express writen permission ofthe Contracting Officer i required 0 asset
Copyright in al other ata is produced nthe performance ofthis conract.

(i) Wien authorized to assert copyright he dat, the Contractor shall af. the applicable copyright
notices of 17 US.C. 401 or 402, and an acknowledgmentof Goverment sponsorship (including contact number).

i) For dat other than compute software the Contractor rans 0 the Government, and others acing on
is behalf, paid-up. nonexclusive, revocable, worldwide license in such copyrighted data o reproduce prepare
derivative works, dissbue copes the public, and peso publicly and display publicly by or onbao the
Government. For computer software, the Contractor rants1 the Government, and othersacing on ts bef, a
paid-up. nonexclusive, revocable, worldwide licens in such copyrighted compute sofware to reproduce, prepare
derivative works, and perform pubic nd display publicly (but not to dsirbut copes the public) by or on
behalfofthe Goverment.
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(2) Data not first producedi the performanceofthis contract. The Contractor shall no, without the prior
written permission ofthe Contracting Office, incorporate in data delivered under this contract any data not fist
produced in the performance ofthis contract uns the Contractor

(i) Identifies the data; and

i) Grants tothe Government,oracquires on its behalf, a license ofthe same scope as st forth in
paragraph (eX1) ofthi claus or, if such data are restricted compute software, the Government shall acquire a
copyright license as set forth in paragraph (£)4) ofthis clause (ifincluded inthis contract) or a otherwise provided
inacollateral agreement incorporated in or made part ofthis contract

(3) Removalof copyright notices. The Government will not remove any authorized copyright notices placed
on data pursuant 0 this paragraph (), and will include such notices on al reproductions ofthe dat.

(d) Release, publication, and useof data. The Contractor shall ave the right to use, release to others, reproduce,
distribute, or publish any data fist produced or specifically used by the Contractor inthe performanceofthis
contract, except-

(1) As probibited by Federal law or regulation (¢g., export control or national security laws or regulations);

(2) As expresly st forth inthis contract; or

(3) Ifthe Contactor receives or is given access to data necessary fo th performance ofthis contract that
contain restrictive markings, the Contractor shll treat the data in accordance with such markings unless specifically
authorized otherwise in wring by the Contracting Officer.

(©) Unauthorized markingofdata
(1) Notwithstanding any other provisionsof this contract concerning inspection or ccepance, ifany dat delivered
under this contract are marked with the notices specified in paragraph (£)3)o (2) (4)if includedi his clause, and
seof the notices is not authorized by this claus,o ifthe data bears any other esticive or limiting markings not
authorized by this contract the Contracting Officer may at any time either retum the dat to the Contactor, or
cancel or ignore the markings. However, pursuant041 U.S.C. 4703, the following proceduresshall apply prio to
canceling or ignoring the markings.

i) The ContractingOfficerwill make writen inquiry to the Contractor affording the Contractor60days
from receiptofthe inquiry to provide writen justification to substantiate the propriety ofthe markings:

(i) the Contractor fais to respond or fils to provide writen justification to substantiate the propriety of
the markings within the 60-day period (or longer time approved inwritingby the Contracting Officerforgood
cause shown), the Government shall have th righ to cancelo ignore the markings at any time afr said period and
the data will no longer be made subject (0 any disclosure prohibitions.

(Gil) IftheContractorprovides written justification to substantiate the proprietyofthe markings within the
period set in paragraph (e)(1)) ofthi clause, the Contracting Officer will consider such writen justification and
determine whether or not the markings are o be cancelled or ignored. Ifthe ContractingOfficerdetermines that the
markings ar authorized, the Contractor wil be so notified in writing. If the Contracting Officer determines, with
concurrence ofthe head ofthe contracting activity, that the markings are not authorized, the Contracting Officer will
fumish the Contractora written determination. which determination will become the final agency decision regarding.
the appropriateness ofthe markings unless the Contractor files suit in a court ofcompetent jurisdiction within 90
daysofreceipt ofthe Contracting Officer's decision. The Government will continue to abide by the markings under
his paragraph (eX 1) until final resolution ofthe matercitherby the Contracting Officer's determination
becoming final (in which instance theGovernmentwill hercafer have the rightto cance or ignore the markings at
any time andthedata wil no longer be made subject to any disclosure prohibition), or by final dispositionofthe
matte by court decisionifsuit is filed.
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(2) The time limits in the procedures set forth in paragraph (eX1)ofthis clausemaybemodified in
accordance with agency regulations implementing the Freedom of Information Act (5 U.S.C. 552) ifnecessaryto
respond 10a request hereunder.

(3) Except 10 the extent the Government's action occurs as the result offinal dispositionofthe materby a
‘courtofcompetent jurisdiction, the Contractor is not precluded by paragraph (¢) ofthe clause from bringing a claim,
i accordance with the Disputes clauseofthis contract, that may arisea the result ofthe Government removing or
ignoring authorized markings on data delivered under his contract,

(1) Omittedorincorrect markings.
(1) Data delivered to the Government without any restrictive markings shall be deemed to have been fumished with
unlimited rights. The Government i not lable for the disclosure, use, or reproductionofsuch data.

(2) Ifthe unmarked data has not been disclosed without restriction outside the Government, the Contractor
may rout, within month {or 8 banger fume approved by te Confracting OFfioes fn wiiing For goed cause
shown) ate deliveryofthe dat, permissionto have authorized notices placed on the data at the Contractor's
‘expense. The Contracting Officer may agree to do so ifthe Conlractor-

) Identifies the daa to which the omitted noice is tobe applied;

(i) Demonstrates that the omission ofthe notice was inadvertent;

(i) Establishes that the proposed notice is authorized: and

(i) Acknowledges that the Government has no liability forth disclosure, use,o reproduction ofany
data made prior to the addition ofthe notice or resulting from the omissionofthe noice.

(3) 16data has been marked with an incorrect notice, the Contracting Officer may-

i) Perit correction ofthe noice at the Contractor's expenseifthe Contractor identifies the data and
demonstrate that the correct notice is authorized; or

i) Cormectany incorrect notices.

(2) Protectionof limitedrightsdata and restricted computer software.
(1) The Contractor may withhold fom delivery qualifying limited rights data or restricted computer software that
arenot data identified in paragraphs (bX 1), (i), and (i) ofthis clause. Asacondition to this withholding, the
Contractor shall

) entity the databeingwithheld;and

Gi) Fumish form, fit, andfunction data instead.

(2) Limited rights data tha are formated as a computer database for delivery to the Government shall be
{resteda limited rights data and not restricted computer software.

©) [Reserved]

(4) Subcontracting. The Contractor shall obtain from is subcontractors ll data and rights therein necessaryto
fulfill theContractor's obligations to the Government under ths contract. Ifa subcontractor refuses to accept tems.
affording the Government those rights, the Contractor shall promply notify the Contracting Officerofthe refusal
and shall not proceed with the subcontract award without authorization in writing from the Contracting Officer.

(i) Relationship to patents orothr rights. Nothing contained in his clause shall implya license to the
‘Govemmentunderany patent or be construed as affecting the scopeofany license o othe right otherwise granted
10 the Government,
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(Endof clause)

D-23 FAR 52.227-14 Rights inData-General, Alernate II (Dec 2007)

(2)03) Notwithstandingparagraph (2X1) ofthis clause, the contract may identify and specify the deliveryoflimited
ights daa, or the Contracting Officer may require by writen request the delivery of limited rights data that as been
‘withheld oF would otherwise be entitled to be withheld. Ifdelivery of tht data is required, the Contactor shall afix
the following "Limited Rights Notice”0the data and the Government wil treat the data, subject to the provisions of
paragraphs (e) and (1) ofthis clause, inaccordancewith the notice:

Limited Rights Notice (Dec 2007)

(2) The Mobility Insights Data and Workbench Platform (“Licensed Data”) are submitted by Cucbia, Inc. (he.
Contractor) with limited rightsunderGovernment Purchase Order (PO) No. ISD30I21PI0793 The Contractor
‘warranties that it hs used is best efforts to produce and provide correct, complete, nd current Mobily Insights
Data that complies with th requirements ofPO No. 7SD30121P10793 for the purposes outlined therein. These data
may be reproduced and used by the Centers for Disease Control and Prevention (CDC) and incorporated info CDC
Derivative Works (as defined herein), including publicly available Derivative Works, subject 0 the folowing
additional terms and conditions:

1. Fora periodof one (1) year, CDC is grantedanon-exclusive, non-transferable,non-sublcenseabl limited
license 0 the Licensed Data provided by the Contractor that i submitted along with this Limited Rights
Notice which is revoked upon the expiration andor termination ofPO No. 75D30121P10793,

2. CDC may not sublicense, rent, lease, sell, distribute, disclose, share, lend or host the Licensed Data to,
‘with, or for third parties without prior express written approval from the Contractor.

3. CDC wil not import CDC data into the Workbench Platform.
4. Except to the extent otherwise expressly permite herin and as may be requiredby applicable federal law,

CDC will no: i) reverse engineer the device ID provided by the Contractor; (i) reverse engineer,
decompile, disassemble,orotherwise attempt 0 discern the source codeo interface protocols of the
Licensed Data (i) modify. adapt, translate or make copies ofthe Licensed Data othe than as necessary in
‘connection with the Project; (iv) resell transfer, distribute, or sublicense the Licensed Dats; (v) allow any.
individualtoaccess the Licensed Data other thanas expressly permitted by this Agreement; (vi) use the
Licensed Data in violation ofapplicable federal laws, rules, and regulationso for any purpose not
specifically permited in thisAgreements (vi) reverse engineer the identity of an individual ora specific
household; (i) ink th Licensed Data provided i other datasets 10 device of specific household; (x)
reverse engincer up-leveled home locationothe actual home locationofan individual;() develop.
segments or models specific to sensitive point of interests ("POLS"): (xi) merge or attempt 0 merge the
Licensed Data with personal information or o re-identify any individual who is the subject ofthe Licensed

Data without obiainingsuchindividuals opt-in consent; (xi) infe the medical conditions of anonymized
individual users: (si) include any portion of the Licensed Data in any raw form inDerivative Works;(xiv)
se or attempt 10 use the Licensed Data 0 analyze, Study, or report on protests or social demonsirations: or
(x) use the Licensed Data for cmployment eligibility. credit eligibility. health card eligibilityorinsurance
eligibility, underwriting, of pricing. Contractor shall approve export Licensed Data prior to CDC export,
CDC wil only provide aggregated outputs ofthe Licensed Data as part ofits disease research and response:
efforts (the “Project’)

5. CDC shallbe eiited 0 use the Licensed Data for 8 internal purposes and (b) the cretion of Derivative:
‘Works. For purposes of this Contract, “Derivative Work(s)” means any data products, including reports,
research, notes, models, and methods, thataredeveloped or created by CDC that resulted in any pat rom
CDC's use ofthe Licensed Data. Such Derivative Works shall not include any portion of the data provided
fori the Licensed Data in any raw form and shall be aggregated in such a way tht is not capable ofbeing.
reverse engineered, decompile, disassembled or otherwise modified 0 obtain th original, unaltered form
ofthe data.

6. Other thanth limited license set forth herein,al righ, tile, and interest in and to the Licensed Data,
including all mofcations, improvements, adaptions, enhancements, of translations made thereto, and all
proprietary rights therein,shallbeand remain the sole and exclusive propertyofthe Contractor. CDC shall
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retain al right, tile, and interest in and to work product in and to the Derivative Works. This CDC
Derivative Work may be shared with other Federal, state local and bal partners 0 support CDC's Covid-
19 emergency response.

7. The Licensed Data maybe usedsolelyby and for the CDC for Covid-19and other simila disease-related
esearch and insights. For avoidanceofdoubt, no other entity outside of the CDC may be permitted 0 use
the Licensed Data under this Agreement. However, CDC Derivative Work maybeshared with other
Federal, state, local and tribal parners (0 support CDC discase research and response efforts.

8. Upon expiration or termination of this Agreement, the License rights granted pursuant 0PO No.
25D30121P10793 shal immedistely terminate, and CDCagrees©promply discontinue all useof the
Licensed Data. CDC is not permitted to disclose nor use the Licensed Data after the expiration or
ferminationof this Agreement. CDC may only retain the Licensed Data0the extent required by
applicable Federal records management laws and regulations

9. CDC may publish a pape, report, or other findings based on th Licensed Data (“Publication”): provided,
however, hat (i) any Publication that references the Contractor'snameor trademarksaresubject 10 the
Contactor’ prior review and writen approval: and (ii) CDC shall provide the Contractor with appropriate
credit, up to and including iting the Contractoras aco-author of such Publication.as requestedby the
Contactor as appropriate. The partes acknowledge and agree that research findings, conclusions, policy.
‘and decisions made a ofthe result of using LicensedDatado no necessarily represent the official position
ofthe Contractor or CDC. All report, analyses, and products will undergo CDC review to ensure methods
and interpretation ofresults are appropriate nd scientifically sound and spproved for extemal release. Any.
CDC authoredor co-authored Publications are subject 10 CDC clearance policies and authorship
requirements. CDC and the Contractor shall have joint authorship on Publications that ma aise from
analyses if mutually agreed in writing. The Contractor shall not distribute visualizations or data obtained
through this agreement (other than itsown data) without the expressed writen consent ofCDCorother
agency that has public health jurisdiction over the visualizationsordat in question.

10. CDC will use commercially reasonable efforts to protect the Licensed Dataand will prompily noify
Contractor ofany breach, misappropriation or violation ofthe Licensed Data by CDC or any authorized
users, of which CDC becomes aware.

11. CDC and the Contractor shall promprly notify th other party, in writing, regarding any claim or dispute
from a third pary relating tothe Licensed Data pursuant to PONo. 75D30121PL0793,

(6) This notice shallbemarked on any reproduction of these dat, inwhole o inpar.

(End of notice)

D-2.4 HHSAR 352.239-74 Electronic and Information Technology Accessibility (Dec 2015)
(@) Pursuant 0 Section S08ofthe Rehabilitation Act of 1973 (29 U.S.C. 794d), as amended by the Workforce
Investment Act of 1998, all electronic and information technology (EIT) supplies and services developed. acquired,
oF maintained under this contract o order must comply with the “Architectural and Transportation Barriers
‘Compliance Board Electronic and Information Technology (EIT) Accessibility Standards” se forthby the
Architectural and Transportation Barriers Compliance Board (also refered to as the “Access Board") in 36 CFR part
1194. Information about Section 508 i available a hp:/Awvww. hs.gov/webiS0S. The complete textofSection S08
Final Provisions can be accessed at hp:/Avuww.access-board gov/guidelines-and-standards/communications-and
Wabouthe-section-S08.sandards
(6) The Section 508 accessibility sandands applicable 0 this contract ororderare identified in the Statement of
Work or SpecificationorPerformance Work Statement. The contractor must provide any necessary updates to the
submitted HHS Product Assessment Template(s) at the ndof each contractor order exceeding the simplified
acquisition threshold (sce FAR 2.101) when the contractor oder duration is one year or less. I it is determined by
the Government that EIT supplies and services provided by the Contractor do not conform 10 the described
accessibility standards inthe contract, remediationofthe suppliesorservices (0 the levelofconformance specified
in the contract wil be the responsibilty of the Contractor at its own expense.

(©)The Section 508 accessibility sandards applicable tothis contractare: 1194
205 WCAG 2.0 Level A & AA Success Criteria
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302 Functional Performance Criteria
502 Inoperability with Assistive Technology
503 Applications
504 Authoring Tools
602 Support Documentation
603 Support Services

(8) Inthe event ofamoifcation(s) to ths contractor oder, which adds new EIT supplies or services or revises the
type of, or specifications for, supplies or services, the Contracting Officer may require tha the contactor submit a
‘completed HHS Section S08 Product Assessment Template nd anyotheradditionl information necessary to assist
the Government in determining tht the EIT supplies or services conform to Section S08 accessibility standards.
Instructions for documenting accessibility via the HHS Section S08 Product Assessment Template may be found
under Section S08 policy on the HHS Web st: (hp:/wavw hs gov/web/SO8). If i is determined by the
‘Government that EIT supplies and services provided by the Contractor do not conform to the described accessibility
standards in the contract, remediation of the supplics or servicesto th level ofconformance specified i the contract
willbe the responsibilityof the Contractor at is own expense.
(©) this is an Indefinite Delivery contract,aBlanket Purchase Agreement ora Basic Ordering Agreement, the
taskidelivery order requests that include EIT supplies or services will define the specifications and accessibility
standards for the order. In those cass, the Contractor may be required 0 provide a completed HHS Section 508
Product Assessment Template and any other additonal information necessary 1assist theGovernment in
determining thatthe EIT supplies or services conform to Section S08 accessibility standards. Instructions for
documenting accessibility via the HHS Section S08 Product Assessment Template may befoundat
Tp/wwewhhsgovaveb/SO8. Fit is determined by the Government tha EIT supplis and services provided by the
‘Contractor do not conform toth described accessibility standards in the provided documentation, remediation of
the supplieso services 0 the level ofconformance specifiedi the contact willbeth responsibility of the
‘Contractor ats own expense.
(Endof clause)


