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3.2.5. Social Media Research

3.2,5.1.

3.2.5.2.

3.2.5.3.

3.2.54.

3.2,5.5:

3.2.6.

The Contractor shall leverage open source (publicly available) social media to
expand upon CTCEU’s established abilities to utilize government and law
enforcement databases in the investigation of national security and public safety
concerns that exploit vulnerabilities in the U.S. immigration system by applying
social media analytic capabilities, derived only from free and publicly available
sources through unattributed computers.

The Contractor shall use the open source information to identify actionable
intelligence in addition to enhancing investigative findings, which includes, but is
not limited to:

- Identification of recent valid address

- Researching information in support of cold case investigations

- Enhancement of subject identification

- Performing trend analysis

- Identification of criminal activity and derogatory information

- Identification of terrorist links and recruitment efforts displayed online

The Contractor shall analyze and apply techniques to exploit publicly available
information, such as media, blogs, public hearings, conferences, academic websites,
social media websites such as Twitter, Facebook, and LinkedIn, radio, television,
press, geospatial sources, internet sites, and specialized publications with intent to
extract pertinent information regarding individuals, including criminals, fugitives,
nonimmigrant violators, and targeted national security threats and their location.

The Contractor shall employ a risk-based methodology in order to search for
derogatory information on nonimmigrant visa holders of national security or
public safety concern. Subjects of interest shall be continuously vetted throughout
the lifecycle of the visa, from application through visa issuance, entry, departure,
overstay, or violation of the terms of admission into the United States.

The Contractor shall conduct all social media research in accordance with
established DHS and ICE policies and guidance.

3.2.7: Surge Support

3.2.7.1.

Normal Surge. The Contractor shall provide National Security Research & Lead
Generation Team support as directed by the government in response to surge or
special tasks when performed during or outside of normal works hours as listed in
paragraph 6.6 Hours of Operation with the approval of the COR in coordination
with the Government Program Manager.

2022-ICLI-00038 655



Protest B-416734.1
AR Tab 2 - Award

Subject to GAO Protective Order

Page 16 of 96

3.2.7.2.

3275

3.2.74.

3.2.7.5.

Special Assignments Surge. The Contractor shall provide operational support for
emergent government tasks within the scope of this order outside of normal work
hours. This includes, but is not limited to, Ad Hoc requests, support for HSI field
operations, HSI Headquarters driven initiatives, special detailed assignments,
special project support, or special tasking.

Normal Surge/Special Assignment Surge Notification Procedures. The Contractor
will be notified by the COR via telephone or email of a surge operation. The
Contractor and its designated Contractor employees shall arrive to the work site no
later than 1 - 2 hours after notification has been sent.

National Security Team (NST) Support. If the Government requires the
Contractor to detail any Contractor employee under NST Support for 31
consecutive calendar days or more, the detailed Contractor employee shall be
billable starting from the 31* calendar day worked under the Surge Support on a
firm fixed price basis starting from the 31* day until the Contractor employee
returns. The Contractor shall backfill any detailed Contractor within 14 calendar
days after the detail employee reaches the 31* consecutive calendar day with no
additional cost to the government.

Liaison Support. If the Government requires the Contractor to detail any
Contractor employee under Liaison Support for 31 consecutive calendar days or
more, the detailed Contractor employee shall be billable starting from the 31
calendar day worked under the Surge Support on a firm fixed price basis.

33. VSP & CTCEU COMMON TASKS

3.3.1. Intelligence Research & Analytical Support

335.11.

The Contractor shall develop and recommend sound methods to solve analytical
problems, develop intelligence collection plans which support specific programs
and activities, engage in research and analysis to develop and publish intelligence
products utilizing a variety of established intelligence techniques to analyze data
from a variety of sources to develop trends, patterns, profiles, assessments,
estimates, studies, and tactical interdiction information.
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3.3.1.2. Serve as a liaison developing working relationships with counterparts in other law
enforcement and intelligence communities in an effort to exchange pertinent
information and provide free flow of information on matters of mutual interest.

351,35, Aggregate, analyze, and evaluate all available information and intelligence to assist
in the evaluation of potential threat indicators.

3.3.14. Extract and organize statistical data to support the building of metrics reports,
summaries, and case studies.

33.1.5; Conduct in-depth vetting of high risk subjects of interest using all source
information/intelligence.

3.3.1.6. Perform quantitative and qualitative analysis to create association matrices and link
analysis to identify previously unknown bad actors.

3.3.1.7. Compile information, analyze findings, make interpretations, and write
comprehensive reports based on data and use these findings to identify gaps in future
collection requirement.

3.3.1.8. Provide briefings to management, law enforcement, and intelligence officials on
techniques and procedures involved in research and analysis activities and
participate in joint efforts to support NSID.

J.3.1.9, Serve as an all source analyst responsible for conducting comprehensive research
analysis and fusion of unclassified and classified information in support of NSID.

3.3.2, Government and/or Contractor Provided Operational Training

3.3.2.1. The Contractor shall provide a dedicated training team that will be responsible for
all initial system and database training to all personnel. The Government, on
occasion, shall provide additional training as deemed appropriate to contract staff.
This may include, but is not limited to, databases and indices referenced in
paragraph 3.0.

3.3.3. Statistical/Data Review Support

3.3.3.1. The Contractor shall provide statistical and data review support that includes, but
is not limited to, the following:

3.3.3.2.

- Analyze data integrity and consistency to obtain a quantitative basis for
decision making and resource allocation.

- Provide intelligence and threat analysis of the information that is tailored to the
government’s requirements.

- Provide written reports and populate DHS databases or any other designated
database as required.

- Provide specialized analysis related to data integrity, content of information,
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and production support in the MongoDB environment.

- Evaluate new technological capabilities to enhance productivity and efficiency
and provide recommendations for consideration to VSP and CTCEU leadership.

- Conduct trend analyses and advanced technical research techniques based on
the government’s requirements.

- Extract data and develop reports from the LeadTrac Mod system, Visa Security
Program Tracking System (VSPTS-PATRIOT & CLASSIC), and additional
case management systems, as required.

3.34. Ad Hoc Reporting
3.3.4.1. The Contractor shall develop and produce qualitative intelligence reports utilizing
government databases and open source analysis for a comprehensive product. The
Contractor shall provide assessment packages of subjects of interest, presentations,
discussion panel participation, supporting documents, report generation, and assist
with classified projects, as requested.
4.0 PERSONNEL

4.1 Program Manager

4.1.1

4.1.2

4.1.3

4.1.4

The Contractor shall designate a Program Manager who shall be designated as “key”
personnel and shall be responsible to ensure management and performance of all work under
this contract. The Program Manager shall ensure Contractor employees are aware of,
understand, and abide by DHS (Headquarters) and ICE established rules, regulations, and
safety practices, and shall have a full authority to act on matters pertaining to the
performance of services under this contract.

The Program Manager shall also be the primary point of contact for the Contracting Officer
(CO) and designated Contracting Officer Representative (COR) to facilitate Government-
Contractor interface and communications. The name of this person, and an alternate or
alternates, who shall act for the Contractor when the Program Manager is absent, shall be
designated in writing to the Contracting Officer no later than 2 business days after contract
award. The Program Manager or alternate will have full authority to act for the Contractor on
all contract matters relating to daily operations.

During any absence of the Program Manager, only one alternate shall have full authority to
act for the Contractor on all matters relating to this contract. The Program Manager and all
designated alternates shall be able to read write, speak, and understand English fluently, and
shall be a citizen of the United States. The Contractor shall not replace the Program Manager
without prior written approval from the Contracting Officer. The Contractor shall submit a
notice of intent to replace the Program Manager in writing to the COR a minimum of 7
business days prior to the proposed date of change.

The Program Manager shall be available to the COR or designated Government Program
Manager via telephone 24 hours per day, 7 days a week, including designated government
holidays and any other day designated by Federal Statute, Executive Order, and/or
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4.1.5

4.1.6

4.1.7

4.1.8

Presidential Proclamation, or any other kind of administrative leave such as acts of God (i.e.
hurricanes, snow storms, tornadoes) Presidential funerals or any other unexpected
government closures and shall respond within 1 hour notification for discussions and
resolutions of problems.

The Program Manager shall provide overall review, analysis and recommendations for new
policies, procedures, tasks, assighments and detailed assignments or modifications to existing
policies, procedures, tasks, assignments and detailed assignments for consideration and
implementation by government personnel.

The Program Manager shall provide overall evaluation of new technological capabilities to
enhance productivity and efficiency in support of both CTCEU and VSP Operations.

The Program Manager shall plan, organize, direct, and control the project/program to ensure
all contractual obligations are fulfilled, quality standards are met, and associated expectations
of performance are achieved. Key Responsibilities include, but are not limited to: Provide
technical, research, analytical supervision and training to Contractor employees. Manage
multiple concurrent project tasks, providing expert direction and guidance to subordinates,
developing schedules, formulating work plans, managing and controlling project resources,
and serving as the point of contact for DHS ICE CORs or Government Program Manager.

The Program Manager shall ensure supervision of contract staff and coordination of staff
duties to provide support services to the CTCEU which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday,
7:00 a.m. to 3:00 p.m. Saturday and Sunday, and during surge operations as indicated in
paragraph 3.2.6.

4.1.8.1 The Program Manager shall ensure supervision of contract staff and coordination of staff

duties to provide support services to the VSP which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday,
7:00 a.m. to 3:00 p.m. Saturday and Sunday, and during surge operations as indicated in
paragraph 3.1.5.

4.2 Key Personnel

4.2.1

4.2.2

4.2.3

The Contractor shall staff the specified key personnel positions to include: Program
Manager, Project Manager, Deputy Project Manager, and Senior Task Lead.

After award, the Government may designate additional key personnel due to an emergent
need to maintain qualified Contractor support on hand in support of the National Security
Team and Liaison Support tasks. All Key personnel shall immediately begin security
clearance process after contract award.

During the first twelve (12) months of contract performance, the Contractor shall make no

changes to key personnel unless the change is necessitated by a reason deemed compelling
by the Contracting Officer (CO) (e.g., death, illness, termination of employment).

2022-ICLI-00038 659



Protest B-416734.1

AR Tab 2 - Award

Subject to GAO Protective Order
Page 20 of 96

4.2.4 All key personnel changes proposed must be in compliance with paragraphs 4.2.4.1, 4.2.4.2
and 4.2.4.3 hereof. The Government will not approve substitutions for the sole convenience
of the Contractor.

4.2.4.1 If any substitution or addition of a key personnel position becomes necessary, the Contractor
shall immediately notify the COR and CO in writing, accompanied by the qualifications of
the proposed individual. In the case of a substitution, the proposed individual shall meet the
requirements as outlined in this section 4.0.

4.2.4.2 All requests for approval of changes hereunder must be in writing, via email, and provide a
detailed explanation of circumstances necessitating the proposed change. Requests for
changes to key personnel shall be made as soon as possible, but no later than three (3)
business days after the Contractor first knows of the need for such change. In addition to a
detailed explanation, the request must also provide:

e the resume of the proposed individual (for a substitution or addition);

e acomparison of the qualifications of the proposed individual and the individual to be
replaced (for a substitution);

¢ asigned employee non-disclosure agreement (from the proposed substitution or
addition);

e number of hours the Contractor will provide, at its expense, to train the proposed
individual (for a substitution or addition); and,

e any other information requested by the Contracting Officer to reach a decision.

4.2.4.3 The CO will evaluate such requests and promptly notify the Contractor of his/her approval
or disapproval in writing. A position is considered “filled” when ICE Office of Professional
Responsibility (OPR), Personnel Security Unit (PSU) notifies the COR.

4.3 Non Key Personnel

Non-Key Positions: The remaining positionsto include any personnel or additional personnel in
the following labor categories of, Task Lead, Statistical Data Analyst and Administrative
Intelligence Analyst shall be considered non-key personnel and must meet the minimum
qualifications and labor categories identified in this PWS. The Contractor shall identify all
proposed non-key personnel to include labor category, qualifications and security clearance level
for each Blanket Purchase Agreement (BPA) Call Order. All proposed non-key personnel shall be
presented to the COR and ICE Office of Professional Responsibility, PSU for ICE suitability and
must begin the clearance process no later than seven (7) calendar days after BPA Call Order award
as applicable.

4.4 Labor Category and Qualifications: The Contractor shall provide qualified personnel in the
following labor categories to perform all requirements specified in this PWS. Applicants subject
to security investigation must meet eligibility requirements for access to classified information.

- Program Manager (Key)
- Project Manager (Key)
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- Deputy Project Manager (Key)

- Senior Task Lead (Key)

- Task Lead (Non-Key)

- Statistical Data Analyst (Non-Key)

- Administrative (Intelligence) Analyst (Senior, Midlevel and Junior) (Non-Key)

4.4.1 Program Manager

Requirement: Contractor shall provide a Program Manager to support this requirement. This position
will be designated as “Key Personnel”.

Minimum Education/Experience:

- Bachelor’s Degree and Five (5) years supervisory experience in large office
management, or Minimum of ten (10) years supervisory experience in large
office management in lieu of a Bachelor’s Degree

- Five years (5) of directly related research experience

- Must possess knowledge of immigration policy and procedures as they relate to
non-immigrant visitors and visa classifications.

4.4.2 Project Manager

Requirement: Contractor shall provide Project Managers to support this requirement. The Project
Managers will be designated as “Key Personnel”.

Minimum Education/Experience:

- Bachelor’s Degree and three (3) years supervisory experience in large office
management

- Or a minimum of seven (7) years supervisory experience in large office
management in lieu of a Bachelor’s Degree

- Five years (5) of directly related research experience

- Must possess knowledge of immigration policy and procedures as they relate to
non-immigrant visitors and visa classifications.

4.4.3 Deputy Project Manager

Requirement: Contractor shall provide a Deputy Project Managers to support this requirement. The
Deputy Project Managers will be designated as “Key Personnel”.

Minimum Education/Experience: Deputy Project Manager shall possess the following:

- Bachelor’s Degree in any discipline and three (3) years of directly related
research experience and possess knowledge of immigration policy and
procedures as they relate to non-immigrant visitors and visa classifications.

- Or an Associate’s Degree and five (5) years of directly related research work
experience in a related field in lieu of a Bachelor’s Degree
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- Or a High School diploma with seven (7) years of directly related research
work experience in a related field in lieu of a Bachelor’s Degree and
Associate’s Degree

4.4.4 Senior Task Leads

Requirement: Contractor shall provide Senior Task Leads to support this requirement. Senior Task
Leads will be designated as “Key Personnel”.

Minimum Education/Experience: Senior Task Leads will possess the following:

- Bachelor’s Degree in any discipline with three (3) years of directly related
research experience.

- Or an Associate’s Degree and five (5) years of directly related research work
experience in lieu of a Bachelor’s Degree

- Or a High School diploma with seven (7) years of directly related research
work experience in lieu of a Bachelor’s Degree and Associate’s Degree.

4.4.5 Task Lead

Requirement: Contractor shall provide Task Leads to support this requirement. Task Leads will be
designated as “Non-Key Personnel”.

Minimum Education/Experience: Task Leads will possess the following:

- Bachelor’s Degree in any discipline with two (2) years of directly related
research experience.

- Or an Associate’s Degree and four (4) years of directly related research work
experience in lieu of a Bachelor’s Degree.

- Or a High School diploma with six (6) years of directly related research work
experience in lieu of a Bachelor’s Degree and Associate’s Degree.

4.4.6 Statistical Data Analyst

Requirement: The Contractor will provide Statistical Data Analysts that will be designated as “Non-Key
Personnel.”

Minimum Education/Experience: The Statistical Data Analyst will possess the following:

- Bachelor’s Degree or higher in any discipline with four (4) or more years of
related experience in analysis of bulk data sets to include entry and extraction
of target data, statistical analyses, and reporting.

- Must possess a core understanding and experience in navigating and writing
queries for MongoDB and Microsoft Access environment. Experience in
MongoDB with a strong understanding of coding principles methodologies and
best practices.
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4.4.7 Administrative (Intelligence) Analysts
Senior Level

Requirement: The Contractor will provide Senior Level Administrative (Intelligence) Analysts that will
be designated as “Non-Key Personnel.”

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following:

- Bachelor’ degree to include three (3) year of experience in any research,
intelligence or threat analysis

- Or an Associate’s Degree and five (5) years’ experience in intelligence and
threat analysis in lieu of a Bachelor’s Degree.

- Or a High School diploma with seven (7) years’ experience in intelligence and
threat analysis in lieu of a Bachelor’s Degree and Associate’s Degree.

Mid-Level

Requirement: The Contractor will provide Mid-Level Administrative (Intelligence) Analysts that will be
designated as “Non-Key Personnel.”

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following:

- Bachelor’ degree to include two (2) year of experience in any research,
intelligence or threat analysis

- Or an Associate’s Degree and four (4) years’ experience in intelligence and
threat analysis in lieu of a Bachelor’s Degree.

- Or a High School diploma with six (6) years’ experience in intelligence and
threat analysis in lieu of a Bachelor’s Degree and Associate’s Degree.

Junior Level

Requirement: The Contractor will provide Junior Administrative (Intelligence) Analysts that will be
designated as “Non-Key Personnel.”

Minimum Education/Experience: The Administrative (Intelligence) Analysts will possess the following:

- Bachelor’ degree to include one (1) year of experience in any research,
intelligence or threat analysis

- Or an Associate’s Degree and three (3) years’ experience in intelligence and
threat analysis in lieu of a Bachelor’s Degree.

- Or a High School diploma with five (5) years’ experience in intelligence and
threat analysis in lieu of a Bachelor’s Degree and Associate’s Degree.

4.5 Security Clearance Requirements
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The contractor’s personnel security clearance requirement will vary depending upon assignment and/or
position within the CTCEU or VSP Operations.

- VSP Security Clearance Requirement: All VSP Operations personnel
provided by the Contractor are required to have a Top Secret clearance, at a
minimum, and are required to obtain and maintain TS/SCI as required by the
COR in coordination with the Government Program Manager.

- CTCEU Security Clearance Requirement: All CTCEU Operations
personnel provided by the Contractor are required to be able to obtain and
maintain a Top Secret clearance and be SCI eligible.

4.6 Employee Conduct

Contractor’s employees shall comply with all applicable Government regulations, policies and
procedures (e.g., fire, safety, sanitation, environmental protection, security, “off limits” areas, and
possession of weapons) when visiting or working at Government facilities. The Contractor shall ensure
Contractor employees present a professional appearance at all times and that their conduct shall not
reflect discredit on the United States or the DHS. The Project Manager shall ensure Contractor
employees understand and abide by DHS established rules, regulations and policies concerning safety
and security.

4.7 Removing Employees for Misconduct or Security Reasons

The Government may, at its sole discretion (via the Contracting Officer), require the Contractor to
remove any Contractor employee from DHS facilities for misconduct or security reasons. Removal does
not relieve the Contractor of the responsibility to continue providing the services required under the
contract. The Contracting Officer will provide the Contractor with a written explanation to support any
request to remove an employee.

5.0 CONTRACT DELIVERABLES

The Contractor shall provide all deliverables in PDF format except where otherwise noted: One (1)
electronic copy containing deliverables and a letter of transmittal to both the PM and the COR.

5.1 Project Plan and Schedule

The Contractor shall develop a Project Plan outlining resources, activities, and milestones necessary to
accomplish work specified in the PWS. Technical activities in the schedule shall be at a level of detail
sufficient for the Contractor to manage the task. The Contractor shall develop a new Project Plan schedule
whenever a modification to the task order occurs. The Contractor shall provide the initial plan within
forty-five (45) days after award.

The Contractor shall schedule activities specified in the PWS including:

- Progress Meetings
- Contract Progress-Meetings and Teleconferences
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- Draft Work Plans
- Final Work Plan containing a Work Breakdown Schedule (WBS)

5.2 Progress Reports, Status Reports & Program Reviews
5.2.1 Progress Reports

The Contractor shall prepare a monthly progress report. Initial reports are due to the COR thirty (30) days
after award and every thirty (30) days thereafter until the last month of performance. The final delivery
will occur ten (10) days before the end of the final performance period and will summarize performance
during the period of performance and provide the status of any planned transition activity. The monthly
report shall contain the following:

- Description of work planned;

- Description of work accomplished;

- Analysis of the difference between planned and accomplished;
- Work planned for the following month and;

- Open issues or risks.

5.2.2 Quarterly Status Report

The Contractor shall prepare a quarterly status report for the CO and the COR. Generally, these reports
should include accomplishments, any deviations from planned activities, field related issues, other issues,
and planned activities for the next period. The reports are for the CO and COR, and may be delivered in
hardcopy or via electronic (e-mail). Additionally, the CO and/or the COR may request impromptu
meetings to discuss status or issues.

5.2.3 Program Reviews

The Contractor shall participate in monthly Program Reviews with the COR or designee to review selected
project activities. The purpose of this meeting is to ensure that services are provided in accordance to the
PWS in an efficient and timely manner. Also to identify and resolve any issues or concerns to the
government before they become potential problems. The program review is intended to be an informal
executive summary of these events, and should require only minimal presentation time.

5.3 Quality Control Reports

The Contractor shall develop and maintain an effective quality control plan to ensure services are
performed in accordance with this PWS and all referenced documents. The Contractor shall deliver a
monthly Quality Assurance Report to the COR.

The Contractor shall establish and maintain a Quality Control Plan (QCP) to ensure the requirements of
this contract are provided as specified. The Contractor shall provide a QCP describing the inspection
system for the requested services listed in the PWS. The Contractor shall develop and implement
procedures to identify, prevent, and ensure non-recurrence of defective services. The Draft QCP shall be
required fifteen (15) days after award and the Final QCP will be required within thirty (30) business days
after award. The COR will notify the Contractor of acceptance or required modifications to the Plan. The
Contractor shall make appropriate modifications (at no additional cost to the Government) and obtain
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COR acceptance of the Plan before the start of the performance period. The Contractor shall update the
QCP as changes occur and it will submit the plan to the Government for review and acceptance.

The Government will develop a Quality Assurance Surveillance Plan (QASP) to monitor and evaluate the
Contractor’s performance under this contract. With the observance of defective performance, the COR
will notify the Contractor and document the issue in the monthly Contractor assessment report. Any action
taken by the CO as a result of surveillance will be according to the terms of this contract. Any matter
concerning a change to the scope, prices, terms or conditions of this task order shall be referred to the CO.

5.4 Common Performance Metrics and Deliverables Table

ITEM PWS DELIVERABLES FREQUENCY/ DUE BY/Performance DISTRIBUTION
REFENCE Standard
1 6.10, Post Award Orientation / Shall be conducted within 7 Program
6.11 Meeting Minutes calendar days following award of | Manager/CO
the task order. Meeting minutes | R/Contractin
due 30 calendar days after g Officer
meeting.
100% on time with 95% accurate
information
2 |5l Project Plan 45 business days after award Program
Manager/CO
100% on time with 95% accurate | R
information
3 |51 Revised Project Plan As needed whenever a Program
modification to the task order Manager/CO
R/Contractin
100% on time with 95% accurate | g Officer
information occurs.
4 |5.22 Quarterly Status Reports Due by the 15" business day of Program
each quarter. Manager/CO
R
100% on time with 95% accurate
information
5 |5.21 Monthly Progress Report: Due every 30 days Program
Manager/CO
100% on time with 95% accurate | R
information
6 |53 Draft Quality Control Plan | 15 days after contract award Program
Manager/CO
100% on time with 95% accurate | R
information
7 |53 Final Quality Control Plan | Within 30 business days after Program
award Manager/CO
R/Contractin
g Officer
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100% on time with 95% accurate
information
8 | 323, Contract Progress and As Required. Due two Program
6.11 Program Review Minutes (2)business days after meeting. Manager/CO
R/Contractin
100% on time with 95% accurate | g Officer
information
9 |16.9.1 Transition In Plan Due 5 business days after BPA Manager/CO
Call Order award(s) R/Contractin
100% on time with 95% accurate | g Officer
information
10 (692 Transition Out Plan Sixty (60) calendar days (or the Manager/CO
first business day should this fall | R/Contractin
on a weekend) prior to the end of | g Officer
the period of performance
100% on time with 95% accurate
information
11 |5.8 Accident Report Within 72 hours of the incident Manager/CO
R/Contractin
100% on time with 95% accurate | g Officer
information

5.5 CTCEU Contract Performance Metrics & Deliverables

551

5.5.2

553

554

The contractor shall provide Lead Generation Reports to the government Project Manager on a
weekly basis. The reports shall contain, but not be limited to: a description of the work
performed on tasks during the reporting period, the status of current projects, significant
activities, outstanding projects, and documentation of any major problems/issues and
resolutions and/or recommendations for correction.

The contractor shall provide CTCEU Statistical Metrics Reports on a monthly basis. The
reports shall contain, but not be limited to: metrics for all ongoing programs and initiatives at
the CTCEU, the status of current projects, significant activities, outstanding projects, and
documentation of any major problems/issues and resolutions and/or recommendations for
correction.

The Contractor shall provide ad hoc reports, assessment packages, and social media support
due within 24 hours of the initial request or as required.

CTCEU Operation Performance Metrics and Deliverables Table

ITEM

PWS DELIVERABLES FREQUENCY/ DUE BY/Performance DISTRIBUTION

REFENCE

Standard

334

Ad-Hoc Reports/Assessment
Packages/CTCEU Reports

Due within 24 hours of request or
as required

Program
Manager/
COR
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100% on time with 95% accurate
information
2 |324 Lead Generation Due weekly or as required; Program
Reports/Investigative Leads | Estimated 10,000 investigative Manager/
to the Field leads to the field annually COR
100% on time with 95% accurate
information
3 | 3235 Social Media Reports Due within 24 hours of request or | Program
as required Manager/
COR
100% on time with 95% accurate
information
4 1324 CTCEU Case Closures Due within 30 days of case being | Program
closed in the field Manager/
COR
100% on time with 95% accurate
information
5 |333 Monthly CTCEU Statistical | Due every 30 days or as required | Program
Metrics Report Manager/
100% on time with 95% accurate | COR
information

5.6 VSP Contract Performance Metrics & Deliverables

5.6.1 The contractor shall provide detailed, written status reports to the COR on a bi-weekly basis by

the 3rd business day after the 15th and the end of each month, and a quarterly report by the 10"
business day after each quarter. The reports shall contain, but not be limited to: a description
of the work performed on tasks during the reporting period; the status of current projects; what
documents were produced and reports that remain outstanding; documentation of any major
problems/issues; resolution and/or recommendations for correction; and significant events.

5.6.2 The contractor shall provide VSP & SAO Operational Summary and Metric reports to the

government Project Manager on a daily, weekly, monthly, quarterly and annual basis. The VSP
& SAO metrics reports are a weekly, monthly, and yearly data collection tool used to
cumulatively represent the number of visa applications screened and vetted. The metrics report
includes the visa applications that identified derogatory information and this derogatory
information is provided to law enforcement for further investigation.

5.6.3 VSP & SAO Performance Metrics & Deliverables Table

ITEM

PWS DELIVERABLES FREQUENCY/ DUE BY/Performance DISTRIBUTION
REFENCE Standard
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1 |56.1 Provide Written Bi-weekly Due by the 3" business day after | Program
status reports the 15" and the last day of the Manager/COR/Co
month and a quarterly report by ntracting Officer
the 10" business day after each
quarter.
100% on time with 95% accurate
information
Z |9562 SAO Daily Operational Due by end of the business day Program
Summary Manager/COR
100% ontime with 95% accurate
information
3 |5.62 SAO Weekly Operational Due by the end of the business Program
Summary & Metrics week Manager/COR
100% on time with95% accurate
information
4 [56.2 VSP & SAO Operations Due by the 5™ business day after | Program
Metrics the end of the month Manager/COR
100% on time with 95% accurate
information
5 |562 VSP & SAO Operations Due by the 10" business day after | Program
Metrics (quarterly) the quarter. Manager/COR
100% on time with 95% accurate
information
6 |56.2 VSP & SAO Operations Due by the 15" business day after | Program
Metrics the fiscal year Manager/COR
100% on time with 95%
accurate information

5.7 Product Acceptance

Products delivered under this PWS shall be accepted when they meet all requirements, which include:
Timeliness, accuracy of reporting and delivered in the format outlined by the government.

Initial deliverables shall be considered draft versions and will be reviewed and accepted or rejected by the
Government within ten (10) working days. The documents shall be considered final upon receiving
Government approval.

The COR will review deliverables prior to acceptance and provide the Contractor with an e-mail that
provides documented reasons for non-acceptance. If the deliverable is acceptable, the COR will send an
e-mail to the Contractor notifying it that the deliverable has been accepted.
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The COR will have the right to reject or require correction of any deficiencies found in the deliverables.
In the event of a rejected deliverable, the Contractor will be notified in writing by the COR of the
specific reasons for rejection. The Contractor shall have an opportunity to correct the rejected
deliverable and return it per delivery instructions.

The COR will have five (5) business days to review deliverables and make comments. The Contractor
shall have three (3) business days to make corrections and redeliver. The Contractor is further advised
that there may be situations requiring shorter time frames to revise documents based upon the
Government’s review. Such situations will be communicated to the Contractor by the COR.

5.8 Accident Reports

In the event of an accident on Government property, or involving Government personnel or property, the
Contractor shall submit a report within 72 hours to the CO in letter form that shall include the following:
(1) the time and date of the occurrence; (2) the place of occurrence; (3) a list of personnel directly
involved; and (4) a narrative or description of the accident to include a chronological order of the
accident and circumstances.

6.0 GENERAL
6.1 Government Furnished Property (GFP)

6.1.1 The Contractor shall keep and maintain an inventory of Government-furnished equipment,
which shall be made available to the COR upon request.

6.1.2 The following standard items will be issued to the Contractor personnel (additional
equipment may be necessary once the contract is implemented) for use in performing tasks as
outlined in this PWS:

- Desk space

- Telephone

- General Office Supplies

- Laptop

- Docking station

- Desktop Computer Workstation with ICE LAN/Internet access
- ICE VPN Token

- Cell Phone

- Wireless Air Card

- Printer and Scanner

6.1.3 The Contractor shall use or operate the GFP in a responsible manner deemed necessary by
the Government to aid the Contractor in the performance of work. The Contractor is solely
responsible for the care and accountability of all Government provided equipment in
accordance with the terms and conditions of this contract.
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6.1.4 No alterations shall be made to the facilities. The Contractor shall return the facilities to the
government in the same condition as received, fair wear and tear excepted. These facilities
shall only be used in performance of this contract. Contractor will be provided with duty
hour’s access to appropriate ICE workspaces. After-hours access to ICE workspace will be
permitted as designated by and approved by the COR in coordination with the Government
Program Manager.

6.2 Non-Disclosure Statements

Any information made available to the Contractor by the Government shall be used only for the purpose
of carrying out the provisions of these tasks and shall not be divulged or made known in any manner to
any persons except as may be necessary in the performance of these tasks. Contractor personnel shall
sign Non-Disclosure statements (DHS Form 11000-6).

6.3 Conflict Of Interest Avoidance Information

The Contractor shall notify the COR in writing no later than 24 hours after occurrence of any potential
conflicts of interest through their performance on this contract. The COR will immediately notify the
CO of any potential Contractor conflicts of interest.

6.4 Place of Performance

The place of performance will be at the Government’s facilities located at various satellite offices in the
National Capital Region (NCR), the specific offices described below, and may include future expansion
offices outside of the NCR.

CTCEU

HSI Division 1

1525 Wilson Boulevard, Suite 425
Arlington, Virginia 22209-2411

CTCEU

HSI Division 1

1550 Wilson Boulevard, 4™ floor
Arlington, Virginia 22209-2411

VSP

HSI Division 1 VSCC
1953 Gallows Road
Vienna, VA 22182

For unclassified work, the contractor may be allowed to telework at the discretion of the Government.

6.5 Period Of Performance
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The period of performance for this contract period will contain a 12 month base period with four (4)
twelve month option periods.

6.6 Hours Of Operation

Depending upon assignment and/or position, the contractor may be asked to conduct either VSP or
CTCEU screening and vetting tasks. Personnel hours for the respective operations are outlined below:

- CTCEU Contractor Personnel
The Program Manager shall ensure supervision of contract staff and coordination of staff
duties to provide support services to the CTCEU which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday
and 7:00 a.m. to 3:00 p.m. Saturday and Sunday, with the exception of Government holidays
as defined in section 6.8 Government Holidays. Additional hours outside of the normal duty
hours may be required to support unknown contingencies.

- VSP Contractor Personnel
The Program Manager shall ensure supervision of contract staff and coordination of staff
duties to provide support services to the VSP which, depending upon the expansion of the
program, may include the hours between 6:00 a.m. to 10:00 p.m., Monday through Friday
and 7:00 a.m. to 3:00 p.m. Saturday and Sunday,, with the exception of Government holidays
as defined in section 6.8 Government Holidays. Additional hours outside of the normal duty
hours may be required to support unknown contingencies.

6.7 Travel

The Contractor shall coordinate specific travel arrangements with the COR to obtain advance, written
approval for the travel to be conducted. The Contractor’s request for travel shall be in writing and
contain the names of individuals traveling, dates, destination, purpose, and estimated costs of the travel.
The Government will not reimburse for local travel. Local travel is defined as travel within a 50-mile
radius of the Contractor personnel’s specific place of performance.

No travel at government expense is authorized unless fully funded on the contract in advance of travel.
The Contractor shall, to the maximum extent practicable, minimize overall travel costs by taking
advantage of discounted airfare rates available through advance purchase. Charges associated with
itinerary changes and cancellations under nonrefundable airline tickets may be reimbursable as long as
the changes are driven by the work requirement. Travel performed for personal convenience or daily
travel to and from work at the Contractor’s facility or local Government facility (i.e., designated work
Site) shall not be reimbursed. Costs associated with Contractor travel shall be in accordance with FAR
Part 31.205-46, Travel Costs and Federal Travel Regulations, prescribed by the General Services
Administration.

6.8 Government Holidays
The following Government holidays are normally observed by Goverment personnel: New Years Day,

Martin Luther King’s Birthday, Presidential Inauguration Day (metropolitan DC area only), President’s
Day, Memorial Day, Independence Day, Labor Day, Columbus Day, Veteran’s Day, Thanksgiving Day,
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Christmas Day, building closures, bad weather days and any other day designated by Federal Statute,
Executive Order and/or Presidential Proclamation.

6.9 Transition

6.9.1

6.9.2

Transition-In: For each BPA Call Order, the Contractor shall commence all required task
order operations following a thirty (30) day transition-in period as applicable. The Contractor
shall provide a workforce that is fully qualified and capable of performing all work required
under the task order following the 30 day transition-in period. The Government will provide
the Contractor access to CTCEU/VSP during the 30 day transition period for: (1) security
clearances, (2) post award kick-off, and (3) the observance of operations in preparation for
integration. The Contractor may observe personnel in performance of the program
management support, adjudications support, and file management support tasks. The
Contractor shall ensure during transition-in activities that it shall not interfere with
productivity. The successor shall coordinate all visits in advance and arrange to be
accompanied by a Government employee previously designated for that purpose, and it shall
confine its activities to those which can only take place prior to the period of performance
start date. Discussions with Government or incumbent Contractor’s employees while they are
on duty shall be coordinated by the COR.

During the transition-in period, the Contractor shall become familiar with performance
requirements in order to commence full performance of services on the start date following
the 30 day transition-in period.

The Contractor shall propose a transition of operations plan to ensure uninterrupted support
and services are rendered while the transfer of knowledge and files are accomplished. The
Transition-In Plan (TIP) shall begin at a date specified by the Contracting Officer
Representative and accomplished in the first thirty (30) calendar days of the TIP. A draft TIP
is due with proposal submission for each BPA Call Order as applicable. The final TIP is due
five business days after contract award, the contractor shall develop a plan to transition
services that shall include:

» Availability of key resources

* Timelines and proposed milestones

* Coordination with government representatives

* Review and evaluate transition of current support services

e Orientation to introduce government personnel, programs and users to the Contractors’
team, tools, methodologies, and business processes

* Documentation and inventory of all government furnished equipment

* Provide briefing and personnel in-processing procedures

* Continuance of any scheduled deliverables

*  Continuance of standard operations during the transition period

* Transition of records, knowledge, files, procedures and/or other designated information
critical to the success of this requirement.

* The incoming contractor shall shadow/mentor the incumbent for 15-day working days

Transition-Out: During the 30 calendar day period immediately prior to the end of the
contract (if the incumbent is not awarded the subsequent contract for this service), the

Contractor shall permit the successor Contractor (and the successor Contractor’s employees)
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to observe and become familiar with any and all operations under the contract. The
Contractor shall fully cooperate with the successor Contractor and the Government so as not
to interfere with their work or duties.

The incumbent Contractor shall provide sufficient staffing in accordance with their transition
plan/transition-out to prevent degradation of services.

The Contractor shall provide a final Transition -Out Plan as well as the support necessary to
coordinate the transfer of all activities during the forty-five (45) calendar day transition out

period. The final Transition -Out Plan will be provided sixty (60) calendar days (or the first

business day should this fall on a weekend) prior to the end of the period of performance.

The Transition-Out Plan shall include and/or address the following elements:

- Coordinate transition with DHS/ICE IT personnel

- Transfer of all software configurations in progress

- Fully support the transition of application requirements to any successor
Contractor

- Technical walkthrough of the application, environment, interfaces, backlog,
and help desk logs, etc.

- Transfer of all Government Furnished Equipment/Property (GFE/GFP),
inventory, peripherals, software and licenses

- Transfer of documentation currently in progress

- Briefing on all in-progress and committed items

- Provide the necessary support to ensure current and archived data is transferred
to the COR including current system data, data archived to secondary storage,
and SEVPAMS related documentation generated since the contract awarded.

6.10Post Award Orientation

The Government will conduct a Post Award orientation within 30 calendar days after contract
award. The purpose of the conference is to aid both Government and Contractor personnel to:

- Achieve a clear and mutual understanding of all contract, management, and
technical requirements.
- To identify and resolve potential problems.

6.11 Contract Progress — Meetings And Teleconferences

The Contracting Officer (CO) , Contracting Officer Representative (COR) and Government Program
Manager as appropriate will meet periodically or participate in teleconferences with the Contractor to review
contract performance, progress, and resolve technical issues. Minutes of the meetings/teleconferences, with
action items identified, shall be documented by the Contractor and provided to the COR no later than two (2)
business days after meeting.

6.12 Release Of Information
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Contractor access to proprietary and Privacy Act-protected information (covered by DHS/ICE-009 External
Investigations System of Records Notice (SORN) and DHS/ICE-015 LeadTrac SORN, as well as other
SORNSs, depending upon the system(s) from which data is being accessed or collected) is required under the
PWS. Contractor employees shall safeguard this information against unauthorized disclosure or
dissemination in accordance with the Privacy Act of 1974, DHS privacy policies, and the Handbook for
Safeguarding Sensitive Personally Identifiable Information at DHS. Contractor and subcontractors shall not
hold any discussions or release any information relating to this contract to anyone not having a direct interest
in performance of this contract, without written consent of the CO. This restriction applies to all news
releases of information to the public, industry or Government agencies, except as follows: Information for
actual or potential subcontractors or other individuals necessary for Contractor’s performance of this
contract. Contractor and subcontractors shall not issue advertisements about projects performed under this
task without government review and approval. For the purposes of this paragraph, advertisement is
considered to be Contractor-funded promotional brochures, posters, tradeshow handouts, world-wide-web
pages, magazines, or any other similar type promotions.

7.0 SECURITY AND PRIVACY

The United States Immigration and Customs Enforcement (ICE) has determined that performance of the
task as described in requires that the Contractor, subcontractor(s), vendor(s), etc. (herein
known as Contractor) may access classified National Security Information (herein known as classified
information). Classified information is Government information which requires protection in accordance
with Executive Order 13526, Classified National Security Information, and supplementing directives.

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security
Classification Specification, included in the contract, and the National Industrial Security Program
Operating Manual (NISPOM) for the protection of classified information at its cleared facility, if
applicable, as directed by the Defense Security Service. If the Contractor has access to classified
information at an ICE or other Government Facility, it will abide by the requirements set by the agency.

In conjunction with acquisition the contractor shall ensure all investigative, reinvestigate,
and adjudicative requirements are met in accordance with National Industrial Security Program
Operating Manual (DOD 5220.22-M) Chapter 2-1.

No person shall be allowed to begin work on contract and/or access sensitive
information related to the contract without ICE receiving clearance verification from the Facility
Security Officer (FSO). ICE further retains the right to deem an applicant as ineligible due to an
insufficient background investigation or when derogatory information is received and evaluated under a
Continuous Evaluation Program. Any action taken by ICE does not relieve the Contractor from required
reporting of derogatory information as outlined under the NISPOM.

The FSO will submit a Visitors Authorization Letter (VAL) through the Contracting Officer’s
Representative (COR) to psu-industrial-security@ice.dhs.gov for processing personnel onto the contract.
The clearance verification process will be provided to the COR during Post-Award. Note: Interim TS is

not accepted by DHS for access to Top Secret information. The contract employee will only have access
to SECRET level information until DoD CAF has granted a full TS.
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For processing any personnel on a classified contract who will not require access to classified
information see BACKGROUND INVESTIGATIONS (Process for personnel do not require access to
classified information).

PRELIMINARY DETERMINATION

ICE shall have and exercise full control over granting, denying, withholding or terminating unescorted
government facility and/or sensitive Government information access for Contractor employees, based
upon the results of a background investigation.

ICE may, as it deems appropriate, authorize and make a favorable preliminary fitness to support
decision based on preliminary security checks. The expedited pre-employment determination will allow
the employees to commence work temporarily prior to the completion of the full investigation. The
granting of a favorable pre-employment determination shall not be considered as assurance that a
favorable full employment determination will follow as a result thereof. The granting of a favorable pre-
employment fitness determination or a full employment fitness determination shall in no way prevent,
preclude, or bar the withdrawal or termination of any such access by ICE, at any time during the term of
the contract. No employee of the Contractor shall be allowed to enter on duty and/or access sensitive
information or systems without a favorable preliminary fitness determination or final fitness
determination by the Office of Professional Responsibility, Personnel Security Unit (OPR-PSU). No
employee of the Contractor shall be allowed unescorted access to a Government facility without a
favorable pre-employment fitness determination or final fitness determination by the OPR-PSU.

BACKGROUND INVESTIGATIONS (Process for personnel not requiring access to classified
information):

Contract employees (to include applicants, temporaries, part-time and replacement employees) under the
contract, needing access to sensitive information, shall undergo a position sensitivity analysis based on
the duties each individual will perform on the contract. The results of the position sensitivity analysis
shall identify the appropriate background investigation to be conducted. Background investigations will
be processed through the OPR-PSU. Prospective Contractor employees without adequate security
clearances issued by DoD CAF whether a replacement, addition, subcontractor employee, or vendor
employee, shall submit the following security vetting documentation to OPR-PSU, in coordination with
the Contracting Officer Representative (COR), within 10 days of notification by OPR-PSU of
nomination by the COR and initiation of an Electronic Questionnaire for Investigation Processing (e-
QIP) in the Office of Personnel Management (OPM) automated on-line system.

1. Standard Form 85P (Standard Form 85PS (With supplement to 85P required for armed positions)),
“Questionnaire for Public Trust Positions” Form completed on-line and archived by applicant in their
OPM e-QIP account.

2. Signature Release Forms (Three total) generated by OPM e-QIP upon completion of Questionnaire
(e-signature recommended/acceptable — instructions provided to applicant by OPR-PSU). Completed
on-line and archived by applicant in their OPM e-QIP account.

3. Two (2) SF 87 (Rev. March 2013) Fingerprint Cards. (Two Original Cards sent via COR
to OPR-PSU)
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4. Foreign National Relatives or Associates Statement. (This document sent as an attachment in an e-
mail to applicant from OPR-PSU — must be signed and archived into applicant’s OPM e-QIP
account prior to electronic “Release” of data via on-line account)

5. DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair
Credit Reporting Act” (This document sent as an attachment in an e-mail to applicant from OPR-
PSU - must be signed and archived into applicant’s OPM e-QIP account prior to electronic
“Release” of data via on-line account)

6. Optional Form 306 Declaration for Federal Employment (This document sent as an attachment in
an e-mail to applicant from OPR-PSU — must be signed and archived into applicant’s OPM e-QIP
account prior to electronic “Release” of data via on-line account)

7. Two additional documents may be applicable if applicant was born abroad and/or if work is in a
Detention Environment. If applicable, additional form(s) and instructions will be provided to applicant.
If the contract authorizes positions which do not require access to classified information:

In those instances where a Prospective Contractor employee will not require access to classified
information, areas or classified systems the Vendor will add to and the COR will insure the following
statement is added to the eQip Worksheet prior to submitting it to OPR PSU: “Employee will not require
NSI Access to Classified Information or Classified Systems at any level”.

Required information for submission of security packet will be provided by OPR-PSU at the time of
award of the contract. Only complete packages will be accepted by the OPR-PSU as notified via the
COR.

Be advised that unless an applicant requiring access to sensitive information has resided in the US for
three of the past five years, the Government may not be able to complete a satisfactory background
investigation. In such cases, ICE retains the right to deem an applicant as ineligible due to insufficient
background information.

EMPLOYMENT ELIGIBILITY

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in the
performance of this contract for any position that involves access to DHS /ICE IT systems and the
information contained therein, to include, the development and / or maintenance of DHS/ICE IT
systems; or access to information contained in and / or derived from any DHS/ICE IT system.

The contractor will agree that each employee working on this contract will successfully pass the DHS
Employment Eligibility Verification (E-Verify) program operated by USCIS to establish work
authorization.

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibility verification Program, is
an Internet-based system operated by DHS USCIS, in partnership with the Social Security
Administration (SSA) that allows participating employers to

electronically verify the employment eligibility of their newly hired employees. E-Verify represent the
best means currently available for employers to verify the work authorization of their employees.

The Contractor must agree that each employee working on this contract will have a Social Security Card
issued and approved by the Social Security Administration. The Contractor shall be responsible to the
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Government for acts and omissions of his own employees and for any Subcontractor(s) and their
employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented
aliens will not be employed by the Contractor, or with this contract. The Contractor will ensure that this
provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in
support of this contract.

CONTINUED ELIGIBILITY

If a prospective employee is found to be ineligible for access to Government facilities or information,
the COR will advise the Contractor that the employee shall not continue to work or to be assigned to
work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/ or when the contractor
independently identifies, circumstances where probable cause exists.

The OPR-PSU will conduct reinvestigations every 5 years, or when derogatory information is received,
to evaluate continued eligibility.

ICE reserves the right and prerogative to deny and/ or restrict the facility and information access of any
Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 2635, or whom
ICE determines to present a risk of compromising sensitive Government information to which he or she
would have access under this contract.

REQUIRED REPORTS

The contractor/COR will notify OPR-PSU of all terminations / resignations, etc., within five days of
occurrence. The Contractor will return any expired ICE issued identification cards/ credentials and
building passes, or those of terminated employees to the COR. If an identification card or building pass
is not available to be returned, a report must be submitted to the COR, referencing the pass or card
number, name of individual to whom issued, the last known location and disposition of the pass or card.
The COR will return the identification cards and building passes to the responsible ID Unit.

The Contractor will report any adverse information coming to their attention concerning contract
employees under the contract to the OPR-PSU through the COR as soon as possible. Reports based on
rumor or innuendo should not be made. The subsequent termination of employment of an employee does
not obviate the requirement to submit this report. The report shall include the employees’ name and
social security number, along with the adverse information being reported.

The Contractor will provide, through the COR a Quarterly Report containing the names of personnel
who are active, pending hire, have departed within the quarter or have had a legal name change

(Submitted with documentation) . The list shall include the Name, Position and SSN (Last Four) and
should be derived from system(s) used for contractor payroll/voucher processing to ensure accuracy.

The contractor is required to report certain events that have an impact on the status of the facility
clearance (FCL) and/ or the status of the contract employee’s personnel security clearance as outlined by
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National Industrial Security Program Operating Manual (DOD 5220.22-M) Chapter1-3, Reporting
Requirements. Contractors shall establish internal procedures as are necessary to ensure that cleared
personnel are aware of their responsibilities for reporting pertinent information to the FSO and other
federal authorities as required.

CORs will submit reports to psu-industrial-security@ice.dhs.gov

SECURITY MANAGEMENT

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The individual
will interface with the OPR-PSU through the COR on all security matters, to include physical,
personnel, and protection of all Government information and data accessed by the Contractor.

Contractors shall provide all employees supporting contract proper initial and annual
refresher security training and briefings commensurate with their clearance level, to include security
awareness, defensive security briefings.( National Industrial Security Program Operating Manual
(DOD 5220.22-M) Chapter 3-1. The contractor shall forward a roster of the completed training to the
COR on a quarterly bases.

The following computer security requirements apply to both Department of Homeland Security (DHS)
U.S. Immigration and Customs Enforcement (ICE) operations and to the former Immigration and
Naturalization Service operations (FINS). These entities are hereafter referred to as the Department.

INFORMATION TECHNOLOGY

When sensitive government information is processed on Department telecommunications and automated
information systems, the Contractor agrees to provide for the administrative control of sensitive data
being processed and to adhere to the procedures governing such data as outlined in DHS MD 140-01 -
Information Technology Systems Security and DHS MD 4300 Sensitive Systems Policy. Contractor
personnel must have favorably adjudicated background investigations commensurate with the defined
sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their access to
Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution.
Any person who improperly discloses sensitive information is subject to criminal and civil penalties and
sanctions under a variety of laws (e.g., Privacy Act).

SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015)

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon
request from the Contracting Officer, including but not limited to:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use
Only) Information

(2) DHS Sensitive Systems Policy Directive 4300A

(3) DHS 4300A Sensitive Systems Handbook and Attachments

(4) DHS Security Authorization Process Guide

(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information
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(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and
Security Program

(7) DHS Information Security Performance Plan (current fiscal year)

(8) DHS Privacy Incident Handling Guidance

(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic
Modules accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html

(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and
Privacy Controls for Federal Information Systems and Organizations accessible at
http://csrc.nist.gov/publications/PubsSPs.html

(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at
http://csrc.nist.gov/publications/PubsSPs.html

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies
and procedures described below, is required.

(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD
11042.1, Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how
Contractors must handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL
USE ONLY” to identify sensitive but unclassified information that is not otherwise categorized by
statute or regulation. Examples of sensitive information that are categorized by statute or regulation are
PCII, SSI, etc. The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A Sensitive
Systems Handbook provide the policies and procedures on security for Information Technology (IT)
resources. The DHS Handbook for Safeguarding Sensitive Personally Identifiable Information provides
guidelines to help safeguard SPII in both paper and electronic form. DHS Instruction Handbook 121-
01-007 Department of Homeland Security Personnel Suitability and Security Program establishes
procedures, program responsibilities, minimum standards, and reporting protocols for the DHS
Personnel Suitability and Security Program.

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or
transmitted by the Contractor except as specified in the contract.

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6,
Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such
information. The Contractor shall maintain signed copies of the NDA for all employees as a record of
compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer’s
Representative (COR) no later than two (2) days after execution of the form.

(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support financial
or other administrative functions shall not maintain SPII. It is acceptable to maintain in these systems the
names, titles and contact information for the COR or other Government personnel associated with the
administration of the contract, as needed

(f) Sensitive Information Incident Reporting Requirements.
(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or
Component Security Operations Center (SOC) within one hour of discovery in accordance with 4300A

Sensitive Systems Handbook Incident Response and Reporting requirements. When notifying the
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Headquarters or Component SOC, the Contractor shall also notify the Contracting Officer, COR,
Headquarters or Component Privacy Officer, and US-CERT using the contact information identified in
the contract. If the incident is reported by phone or the Contracting Officer’s email address is not
immediately available, the Contractor shall contact the Contracting Officer immediately after reporting
the incident to the Headquarters or Component SOC. The Contractor shall not include any sensitive
information in the subject or body of any e-mail. To transmit sensitive information, the Contractor shall
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption methods to
protect sensitive information in attachments to email. Passwords shall not be communicated in the same
email as the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence
that the Contractor has failed to provide adequate information security safeguards for sensitive
information, or has otherwise failed to meet the requirements of the contract.

(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in
4300A Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as
many of the following data elements that are available at the time the incident is reported, with any
remaining data elements provided within 24 hours of submission of the initial incident report:

(1) Data Universal Numbering System (DUNS);
(i1) Contract numbers affected unless all contracts by the company are affected;
(ii1)Facility CAGE code if the location of the event is different than the prime
contractor location;
(iv)Point of contact (POC) if different than the POC recorded in the System for
Award Management (address, position, telephone, email);
(v) Contracting Officer POC (address, telephone, email);
(vi)Contract clearance level,

(vii) Name of subcontractor and CAGE code if this was an incident on a
subcontractor network;
(viii) Government programs, platforms or systems involved;

(ix)Location(s) of incident;

(x) Date and time the incident was discovered;

(xi)Server names where sensitive information resided at the time of the incident, both
at the Contractor and subcontractor level;

(x11) Description of the Government PII and/or SPII contained within the
system;

(xiii) Number of people potentially affected and the estimate or actual number
of records exposed and/or contained within the system; and

(x1v) Any additional information relevant to the incident.

(g) Sensitive Information Incident Response Requirements.

(1) All determinations related to sensitive information incidents, including response activities,
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit
monitoring) will be made in writing by the Contracting Officer in consultation with the Headquarters or
Component CIO and Headquarters or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the

Government to be required to ensure an effective incident response, including providing all requested
images, log files, and event information to facilitate rapid resolution of sensitive information incidents.
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(3) Incident response activities determined to be required by the Government may include, but are not
limited to, the following:

(i) Inspections,

(i) Investigations,

(i11) Forensic reviews, and

(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or
third-party firms to aid in incident response activities.

Additional PII and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII
resided in the Contractor IT system at the time of the sensitive information incident not later than 5
business days after being directed to notify individuals, unless otherwise approved by the Contracting
Officer. The method and content of any notification by the Contractor shall be coordinated with, and
subject to prior written approval by the Contracting Officer, in consultation with the Headquarters or
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The Contractor
shall not proceed with notification unless the Contracting Officer, in consultation with the Headquarters
or Component Privacy Officer, has determined in writing that notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor
regarding any resulting notification, the notification method may consist of letters to affected individuals
sent by first class mail, electronic means, or general public notice, as approved by the Government.
Notification may require the Contractor’s use of address verification and/or address location services.
At a minimum, the notification shall include:

(1) A brief description of the incident;
(1)) A description of the types of PII and SPII involved;
(ii1)) A statement as to whether the PII or SPII was encrypted or
protected by other means;
(iv)  Steps individuals may take to protect themselves;
(v) What the Contractor and/or the Government are doing to
investigate the incident, to mitigate the incident, and to protect against any
future incidents; and
(vi)  Information identifying who individuals may contact for additional
information.
(1) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or
SPII, the Contractor may be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or
(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor

or resided in the Contractor IT system at the time of the sensitive information incident for a period
beginning the date of the incident and extending not less than 18 months from the date the individual is
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notified. Credit monitoring services shall be provided from a company with which the Contractor has
no affiliation. At a minimum, credit monitoring services shall include:

(1)  Triple credit bureau monitoring;

(i) Daily customer service;

(ii1) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call center services shall include:

(1) A dedicated telephone number to contact customer service within a fixed period;

(i1) Information necessary for registrants/enrollees to access credit reports and credit scores;
(ii1)) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled
by call center staff and must be resolved by call center management or DHS, as appropriate), and
other key metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center management or
DHS, as appropriate;

(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information.
As part of contract closeout, the Contractor shall submit the certification to the COR and the Contracting
Officer following the template provided in NIST Special Publication 800-88 Guidelines for Media
Sanitization.

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

In accordance with Chief Information Office requirements and provisions, all contractor employees
accessing Department IT systems or processing DHS sensitive data via an IT system will require an ICE
issued/provisioned Personal Identity Verification (PIV) card. Additionally, Information Assurance
Awareness Training (IAAT) will be required upon initial access and annually thereafter. IAAT training
will be provided by the appropriate component agency of DHS.

Contractors, who are involved with management, use, or operation of any IT systems that handle sensitive
information within or under the supervision of the Department, shall receive periodic training at least
annually in security awareness and accepted security practices and systems rules of behavior. Department
contractors, with significant security responsibilities, shall receive specialized training specific to their
security responsibilities annually. The level of training shall be commensurate with the individual’s duties
and responsibilities and is intended to promote a consistent understanding of the principles and concepts
of telecommunications and IT systems security.

All personnel who access Department information systems will be continually evaluated while performing
these duties. Supervisors should be aware of any unusual or inappropriate behavior by personnel accessing
systems. Any unauthorized access, sharing of passwords, or other questionable security procedures should
be reported to the local Security Office or Information System Security Officer (ISSO).
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SECTION 508 ACCESSABILITY

Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 105-220
under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information Technology
(EIT) developed, procured, maintained and/or used under this contract shall be in compliance with the
“Electronic and Information Technology Accessibility Standards” set forth by the Architectural and
Transportation Barriers Compliance Board (also referred to as the “Access Board”) in 36 CFR Part
1194. The complete text of Section S08 Standards can be accessed at http://www.access-board.gov/ or
at http://www.section508.gov.

Privacy & Records Office (PRO) Clauses

ICE Information Governance and Privacy Requirements Clause (JUL 2017)

Guidance: In addition to FAR 52.224-1 Privacy Act Notification (APR 1984), 52.224-2 Privacy
Act (APR 1984), FAR 52.224-3 Privacy Training (JAN 2017), and HSAR Clauses, the
following IGP clause must be included in its entirety in all contracts. No section of this clause
may be read as self-deleting unless the terms of the contract meet the requirements for self-
deletion as specified in this clause.

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information

In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act
(APR 1984), if this contract requires contractor personnel to have access to information protected by the
Privacy Act of 1974 the contractor is advised that the relevant DHS system of records notices (SORNs)
applicable to this Privacy Act information may be found at www.dhs.gov/privacy. Applicable SORNS
of other agencies may be accessed through the agencies’ websites or by searching FDsys, the Federal
Digital System, available at http://www.gpo.gov/fdsys/. SORNs may be updated at any time.

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment

The Contractor shall perform all tasks on authorized Government networks, using Government-
furnished IT and other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the
statement of work. Government information shall remain within the confines of authorized Government
networks at all times. Except where telework is specifically authorized within this contract, the
Contractor shall perform all tasks described in this document at authorized Government facilities; the
Contractor is prohibited from performing these tasks at or removing Government-furnished information
to any other facility; and Government information shall remain within the confines of authorized
Government facilities at all times. Contractors may only access classified materials on government
furnished equipment in authorized government owned facilities regardless of telework authorizations.

(3) Prior Approval Required to Hire Subcontractors
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The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any
contractual relationship (Subcontractor) in support of this contract requiring the disclosure of
information, documentary material and/or records generated under or relating to this contract. The
Contractor (and any Subcontractor) is required to abide by Government and Agency guidance for
protecting sensitive and proprietary information.

(4) Separation Checklist for Contractor Employees

Contractor shall complete a separation checklist before any employee or Subcontractor employee
terminates working on the contract. The separation checklist must verify: (1) return of any Government-
furnished equipment; (2) return or proper disposal of sensitive personally identifiable information (PII),
in paper or electronic form, in the custody of the employee or Subcontractor employee including the
sanitization of data on any computer systems or media as appropriate; and (3) termination of any
technological access to the Contractor’s facilities or systems that would permit the terminated
employee’s access to sensitive PIIL.

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor employee,
the Contractor shall notify the Contracting Officer’s Representative (COR) within 24 hours. For normal
separations, the Contractor shall submit the checklist on the last day of employment or work on the
contract.

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, or COR
with completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all
Government-furnished property including but not limited to computer equipment, media, credentials and
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all
user accounts and systems.

B. Privacy Training, Safeguarding, and Remediation
If the Safeguarding of Sensitive Information (MAR 2015) and Information Technology Security and Privacy
Training (MAR 2015) clauses are included in this contract, section B of this clause is deemed self- deleting.

(1) Required Security and Privacy Training for Contractors

Contractor shall provide training for all employees, including Subcontractors and independent
contractors who have access to sensitive personally identifiable information (PII) as well as the creation,
use, dissemination and/or destruction of sensitive PII at the outset of the employee’s work on the
contract and every year thereafter. Training must include procedures on how to properly handle sensitive
PII, including security requirements for the transporting or transmission of sensitive PII, and reporting
requirements for a suspected breach or loss of sensitive PII. All Contractor employees are required to
take the Privacy at DHS: Protecting Personal Information training course. This course, along with
more information about DHS secunty and trammg requirements for Contractors, is available at
-contractors. The Federal Information
Securlty Mandbement Act (FISMA) requires all individuals accessing ICE information to take the
annual Information Assurance Awareness Training course. These courses are available through the ICE
intranet site or the Agency may also make the training available through hypertext links or CD. The
Contractor shall maintain copies of employees’ certificates of completion as a record of compliance and
must submit an annual e-mail notification to the ICE Contracting Officer’s Representative that the
required training has been completed for all the Contractor’s employees.
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(2) Safeguarding Sensitive PII Requirement

Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all
times when handling sensitive PII, including the encryption of sensitive PII as required in the Handbook.
This requirement will be flowed down to all subcontracts and lower tiered subcontracts as well.

(3) Non-Disclosure Agreement Requirement

All Contractor personnel that may have access to PII or other sensitive information shall be required to
sign a Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor
shall maintain signed copies of the NDA for all employees as a record of compliance. The Contractor
shall provide copies of the signed NDA to the Contracting Officer’s Representative (COR) no later than
two (2) days after execution of the form.

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records

The Contractor’s invoicing, billing, and other financial/administrative records/databases may not store
or include any sensitive Government information, such as PII that is created, obtained, or provided
during the performance of the contract. It is acceptable to list the names, titles and contact information
for the Contracting Officer, Contracting Officer’s Representative, or other ICE personnel associated
with the administration of the contract in the invoices as needed.

(5) Reporting Suspected Loss of Sensitive PII
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and
cooperate with ICE’s inquiry into the incident and efforts to remediate any harm to potential victims.

1. The Contractor must develop and include in its security plan (which is submitted to ICE) an
internal system by which its employees and Subcontractors are trained to identify and report the
potential loss or compromise of sensitive PII.

2. The Contractor must report the suspected loss or compromise of sensitive PII by its employees or
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer’s
Representative (COR), and the Contracting Officer within one (1) hour of the initial discovery.

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or
compromise of sensitive PII by its employees or Subcontractors. The report must contain the
following information:

a. Narrative or detailed description of the events surrounding the suspected loss or compromise of
information.

b. Date, time, and location of the incident.

c. Type of information lost or compromised.

d. Contractor’s assessment of the likelihood that the information was compromised or lost and the
reasons behind the assessment.

e. Names of person(s) involved, including victim, Contractor employee/Subcontractor and any
witnesses.

f. Cause of the incident and whether the company’s security plan was followed and, if not, which
specific provisions were not followed.

g. Actions that have been or will be taken to minimize damage and/or mitigate further
compromise.
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h. Recommendations to prevent similar situations in the future, including whether the security plan
needs to be modified in any way and whether additional training may be required.

4. The Contractor shall provide full access and cooperation for all activities determined by the
Government to be required to ensure an effective incident response, including providing all
requested images, log files, and event information to facilitate rapid resolution of sensitive
information incidents.

5. At the Government’s discretion, Contractor employees or Subcontractor employees may be
identified as no longer eligible to access sensitive PII or to work on that contract based on their
actions related to the loss or compromise of sensitive PIL.

(6) Victim Remediation

The Contractor is responsible for notifying victims and providing victim remediation services in the
event of a loss or compromise of sensitive PII held by the Contractor, its agents, or its Subcontractors,
under this contract. Victim remediation services shall include at least 18 months of credit monitoring
and, for serious or large incidents as determined by the Government, call center help desk services for
the individuals whose sensitive PII was lost or compromised. The Contractor and ICE will collaborate
and agree on the method and content of any notification that may be required to be sent to individuals
whose sensitive PII was lost or compromised.

C. Government Records Training, Ownership, and Management

(1) Records Management Training and Compliance
(a) The Contractor shall provide DHS basic records management training for all employees and
Subcontractors that have access to sensitive PII as well as to those involved in the creation, use,
dissemination and/or destruction of sensitive PII. This training will be provided at the outset of the
Subcontractor’s/employee’s work on the contract and every year thereafter. This training can be
obtained via links on the ICE intranet site or it may be made available through other means (e.g., CD
or online). The Contractor shall maintain copies of certificates as a record of compliance and must
submit an e-mail notification annually to the Contracting Officer’s Representative verifying that all
employees working under this contract have completed the required records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies,
including those policies associated with the safeguarding of records covered by the Privacy Act of
1974. These policies include the preservation of all records created or received regardless of format,
mode of transmission, or state of completion.

(2) Records Creation, Ownership, and Disposition
(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the
contract using Government IT equipment and/or Government records or that contain Government
Agency data. The Contractor shall certify in writing the destruction or return of all Government data
at the conclusion of the contract or at a time otherwise specified in the contract.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor’s

Commercial License Agreement, the Government Agency owns the rights to all electronic
information (electronic data, electronic information systems or electronic databases) and all
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supporting documentation and associated metadata created as part of this contract. All deliverables
(including all data and records) under the contract are the property of the U.S. Government and are
considered federal records, for which the Agency shall have unlimited rights to use, dispose of, or
disclose such data contained therein. The Contractor must deliver sufficient technical documentation
with all data deliverables to permit the agency to use the data.

(c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records
or deliverables without the express written permission of the Contracting Officer or Contracting
Officer’s Representative. The Agency and its contractors are responsible for preventing the alienation
or unauthorized destruction of records, including all forms of mutilation. Willful and unlawful
destruction, damage or alienation of Federal records is subject to the fines and penalties imposed by
18 U.S.C. § 2701. Records may not be removed from the legal custody of the Agency or destroyed
without regard to the provisions of the Agency records schedules.

D. Data Privacy and Oversight

Section D applies to information technology (IT) contracts. If this is not an IT contract, section D may read as
self-deleting.

(1) Restrictions on Testing or Training Using Real Data Containing PII

The use of real data containing sensitive PII from any source for testing or training purposes is generally
prohibited. The Contractor shall use synthetic or de-identified real data for testing or training whenever
feasible. ICE policy requires that any proposal to use of real data or de-identified data for IT system
testing or training be approved by the ICE Privacy Officer and Chief Information Security Officer
(CISO) in advance. In the event performance of the contract requires or necessitates the use of real data
for system-testing or training purposes, the Contractor in coordination with the Contracting Officer or
Contracting Officer’s Representative and Government program manager shall obtain approval from the
ICE Privacy Office and CISO and complete any required documentation.

If this IT contract contains the Safeguarding of Sensitive Information (MAR 2015) and Information
Technology Security and Privacy Training (MAR 2015) clauses, section D(2) of this clause is deemed self-
deleting.

(2) Requirements for Contractor IT Systems Hosting Government Data

The Contractor is required to obtain a Certification and Accreditation for any IT environment owned or
controlled by the Contractor or any Subcontractor on which Government data shall reside for the
purposes of IT system development, design, data migration, testing, training, maintenance, use, or
disposal.

(3) Requirement to Support Privacy Compliance
(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document
when it is required. PTAs are triggered by the creation, modification, upgrade, or disposition of an IT
system, and must be renewed at least every three years. Upon review of the PTA, the DHS Privacy
Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy Act System of Records
Notice (SORN), or modifications thereto, are required. The Contractor shall provide adequate support
to complete the PIA in a timely manner, and shall ensure that project management plans and
schedules include the PTA, PIA, and SORN (to the extent required) as milestones. Additional
information on the privacy compliance process at DHS, including PTAs, PIAs, and SORNS, is
located on the DHS Privacy Office website (www.dhs.gov/privacy) under “Compliance.” DHS
Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and
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the Privacy Impact Assessment Guidance and Template outline the requirements and format for the
PIA.

(b) If the contract involves an IT system build or substantial development or changes to an IT system
that may require privacy documentation, the Contractor shall assign or procure a Privacy Lead, to be
listed under “Key Personnel.” The Privacy Lead shall be responsible for providing adequate support
to DHS to ensure DHS can complete any required PTA, PIA, SORN, or other supporting
documentation to support privacy compliance. The Privacy Lead shall work with personnel from the
program office, the ICE Privacy Office, the Office of the Chief Information Officer, and the Records
Management Branch to ensure that the privacy documentation is kept on schedule, that the answers to
questions in the PIA are thorough and complete, and that questions asked by the ICE Privacy Office
and other offices are answered in a timely fashion. The Privacy Lead:

e  Must have excellent writing skills, the ability to explain technology clearly for a

non-technical audience, and the ability to synthesize information from a variety of

sources.

e  Must have excellent verbal communication and organizational skills.

e  Must have experience writing PIAs. Ideally the candidate would have experience

writing PIAs for DHS.

e  Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of

2002.

e  Must be able to work well with others.

(c) If a Privacy Lead is already in place with the program office and the contract involves IT
system builds or substantial changes that may require privacy documentation, the requirement
for a separate Private Lead specifically assigned under this contract may be waived provided
the Contractor agrees to have the existing Privacy Lead coordinate with and support the ICE
Privacy POC to ensure privacy concerns are proactively reviewed and so ICE can complete
any required PTA, PIA, SORN, or other supporting documentation to support privacy
compliance if required. The Contractor shall work with personnel from the program office,
the ICE Office of Information Governance and Privacy, and the Office of the Chief
Information Officer to ensure that the privacy documentation is kept on schedule, that the
answers to questions in any privacy documents are thorough and complete, that all records
management requirements are met, and that questions asked by the ICE Privacy Office and
other offices are answered in a timely fashion.

(End of Clause)
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8.0 APPENDIX A - List of Acronyms

ADIS Arrival Departure Information System
AFSP Alien Flight Student Program

ARO Alternate Responsible Officer

API Advance Passenger Information

APIS Advance Passenger Information System
BTS Border and Transportation Security
CBP Customs and Border Protection

CEU Compliance Enforcement Unit

CFR Code of Federal Regulations

CIS Citizenship and Immigration Services
CLAIMS 3 Computer Linked Applications Information Management System
CCD Consular Consolidated Database

COTS Commercial Off The Shelf

COR Contracting Officer’s Representative
CRU Case Resolution Unit

DHS Department of Homeland Security

DOB Date of Birth

Dol Department of Justice

DoS Department of State

DSO Designated School Official

ELMS Electronic Library Management System
FBI Federal Bureau of Investigation

FTP File Transfer Protocol

HQ Headquarters

IBIS Interagency Border Inspection System
IAAT Information Assurance Awareness Training
ICE Immigration and Customs Enforcement
ID Identifier

[TIRIRA Illegal Immigration Reform and Immigrant Responsibility Act
INA Immigration and Nationality Act

Intel Intelligence

ISS Information System Support

ITARS I-17 Tracking and Reporting Systems
LPR Lawful Permanent Resident

MOU Memorandum of Understanding

NIIS Nonimmigrant Information System
NIPS Numerically Integrated Profiling System
NIV Nonimmigrant Visa

NSEERS National Security Entry Exit Registration System
NTE Not to Exceed

O&M Operations and Maintenance

OMB Office of Management and Budget

PA Privacy Act

PDSO Principal Designated School Official
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PIA Privacy Impact Assessment

PICS Password Issuance Control System

PII Personally Identifiable Information

Pub. L. Public Law

POE Port of Entry

PRIV ICE Privacy Office

PTA Privacy Threshold Analysis

RO Responsible Officer

RPO Recovery Point Objective

RTO Recovery Time Objective

SCR System Change Requests

SBU Sensitive But Unclassified

SEVIS Student and Exchange Visitor Information System
SEVP Student and Exchange Visitor Program

SLM System Lifecycle Management

SORN System of Records Notice

SSA Social Security Administration

SSN Social Security Number

TSA Transportation Security Administration

U.S. United States

USA Uniting and Strengthening America by Providing Appropriate
PATRIOT Tools Required to Interrupt and Obstruct Terrorism Act
ACT

US-VISIT United States Visitor and Immigrant Status Indicator Technology
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BLANKET PURCHASE AGREEMENT (BPA)
70CMSD18A 00000003
ATTACHMENT 2
BPA PRICING SCHEDULE
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BLANKET PURCHASE AGREEMENT (BPA)
70CMSD18A 00000003
ATTACHMENT 3
TERMS AND CONDITIONS
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Attachment 3 U.S. Department of Homeland Security (DHS)

Terms and Conditions Office of the Acquisition Management (OAQ)

BPA# T0CMSDISA00000003 Investigations and Operations Support Dallas (105D)
7701 N. Stemmons Freeway, Suite 300, Dallas, TX 75247

U.S. Immigration
and Customs
Enforcement

TERMS AND CONDITIONS

1. BLANKET PURCHASE AGREEMENT (BPA)

1.1 Blanket Purchase Agreement

In the spirit of the Federal Acquisition Streamlining Act, the Department of Homeland Security and
SRA International, Inc.

enter into a Blanket Purchase Agreement (BPA) to support the U.S. Department of Homeland Security (DHS),
Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), National Security
Investigation Division (NSID), Visa Security Program (VSP) and Counter-Terrorism and Criminal Exploitation
Unit (CTCEU).The intent is to acquire Visa Lifecycle Vetting Initiative (VLVI) support services through the
General Services Administration (GSA) Federal Supply Schedule (FSS) 00CORP, Profession Services Schedule
(PSS). The following Special Item Number (SIN) applicable to the Contractor’s GSA FSS contract shall be
included in the BPA:

874-1 Integrated Consulting Services
Note: The terms Quoter, Contractor, and BPA Holder are used interchangeably in this agreement.
Signatures:

DHS/ICE Investigations and Operations Support Dallas (I0SD) BPA Contracting Olfficer
(b)(®), (P)(T)(C) . .
Contracting Officer [(b)6); (bX7)(C)

Printed Name I0SD Title Signature Date
Contractor
(0)(B); (L)(T)C) b)(8); (b)7)(C)
Contracts Manager August 16, 2018
Printed Name Company Title Signature Date
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2. BPA TERMS AND CONDITIONS

This section presents the general requirements applicable to the Blanket Purchase Agreement (BPA)
Contractor(s).

It is the responsibility of the Contractor to notify the BPA Contracting Officer of GSA Schedule price changes
affecting line items and services listed in this BPA prior to award of any Order. Discounts shall be in terms of a
flat percentage to be applied against the GSA Schedule price for the product or service. If discounts are
conditional on a given dollar volume or other condition, the Contractors® assumptions applicable to each
conditional discount must be clearly stated. Contractors are strongly encouraged to offer further price reductions
in accordance with their commercial practice. The BPA Pricing Schedule shall include all supplies and services
included in the scope of this BPA, with the proposed discounts applied. With the exception of labor hour rates,
prices shall not escalate and are not subject to upward adjustment during the term of the BPA. All Orders are
subject to the terms and conditions of the underlying GSA contract and to the additional terms and conditions
provided within this Blanket Purchase Agreement.

2.1 Scope of Services

The following supplies and services can be ordered under this BPA:

Visa Lifecycle Support Services (VLVI)

2.2 Types of Orders

This BPA provides for Firm Fixed Priced (FFP) orders.

2.3 BPA Volume

The Government estimates, but does not guarantee that the volume of purchases under the BPA will be
approximately $101,155,431.20 over a one (1) year base and four (4) one (1) year options. The Government is
obligated only to the extent of authorized purchases actually made under this BPA. There is no minimum order
guarantee.

2.4  Obligation

This BPA does not obligate any funds. The individual Orders placed against the BPA will obligate funds.

2.5  Referenced Federal Acquisition Regulation (FAR) and Homeland Security Acquisition Regulation
(HSAR) Clauses/Provisions

The Contractor’s General Services Administration (GSA), Professional Service Schedule (PSS) 00CORP,
Special Item Number (SIN) 874-1, Integrated Consulting Services contract clauses are incorporated into this
BPA. In addition, all clauses referenced below are applicable to the resulting BPA and all Orders unless
otherwise stated.
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A. CONTRACT CLAUSES INCORPORATED BY REFERENCE

52.252-2 Clauses Incorporated by Reference (Feb 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of
a clause may be accessed electronically at this/these address(es):

FAR: http://farsite.hill.af.mil/vffara.htm

HSAR: http://farsite.hill.af. mil/vfhsara.htm

Federal Acquisition Regulation (FAR) Clauses / Provisions

Clause Title Date

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Apr2014
Inform Employees of Whistleblower Rights

52.204-2 Security Requirements Aug 1996

52.204-9 Personal Identity Verification of Contractor Personnel Jan 2011

52.209-10 Prohibition on Contracting With Inverted Domestic Corporations Nov 2015

52.212-4 Contract Terms and Conditions—Commercial Items Jan 2017
52.222-50 Combating Trafficking in Persons Mar 2015
52.224-1 Privacy Act Notification Apr 1984
52.224-2 Privacy Act Apr 1984
52.232-39 Unenforceability of Unauthorized Obligations Jun 2013

Homeland Security Acquisition Regulation (HSAR) Clauses / Provisions

Clause Title Date
3052-205-70 | Advertisements, Publicizing Awards, And Releases Sep 2012
3052.242-72 | Contracting Officer’s Technical Representative Dec 2003

B. FAR CLAUSES INCORPORATED IN FULL TEXT

FAR 52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive Orders --
Commercial Items (Nov 2017)
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(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:
(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations
Act 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as
extended in continuing resolutions)).
(2) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)
(3) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(4) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77, 108-78
(19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has

indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items:

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I
(Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

_(3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
(Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the American Recovery and

Reinvestment Act of 2009).

X (4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards (Oct 2016)
(Pub. L. 109-282) (31 U.S.C. 6101 note).

_(5) [Reserved]

X (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of
Div. C).

_(7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016)
(Pub. L. 111-117, section 743 of Div. C).

X (8) 52.209-6, Protecting the Government’ Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment (Oct 2015) (31 U.S.C. 6101 note).

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013)
(41 U.S.C. 2313).

_(10) [Reserved]

_(11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a).
4
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_(ii) Alternate T (Nov 2011) of 52.219-3.

_(12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct
2014) (if the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a).

_(ii) Alternate I (Jan 2011) of 52.219-4.

_(13) [Reserved]

_(14) (1) 52.219-6, Notice of Total Small Business Aside (Nov 2011) (15 U.S.C. 644).

_(i1) Alternate I (Nov 2011).

_(iii) Alternate I (Nov 2011).

_(15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

_(i1) Alternate I (Oct 1995) of 52.219-7.

_(iii) Alternate II (Mar 2004) of 52.219-7.

X (16) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)).
_(17) (1) 52.219-9, Small Business Subcontracting Plan (Jan 2017) (15 U.S.C. 637 (d)(4))

_(i1) Alternate I (Nov 2016) of 52.219-9.

_(i11) Alternate IT (Nov 2016) of 52.219-9.

_(iv) Alternate III (Nov 2016) of 52.219-9.

_(18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)).

_(19) 52.219-14, Limitations on Subcontracting (Jan 2017) (15 U.S.C. 637(a)(14)).

X (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

_(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15
ULS.C.6571).

X (22) 52.219-28, Post Award Small Business Program Representation (Jul 2013) (15 U.S.C. 632(a)(2)).

_(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged
Women-Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)).

_(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business
Concerns Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)).

X (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).
5
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X (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Oct 2016) (E.O. 13126).
X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

X (28) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

X (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

X (30) 52.222-36, Affirmative Action for Workers with Disabilities (July 2014) (29 U.S.C. 793).

X (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010)
(E.O. 13496).

X (33) (1) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O.
13627).

_(i1) Alternate I (Mar 2015) of 52.222-50, (22 U.S.C. chapter 78 and E.O. 13627).

X (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not
applicable to the acquisition of commercially available off-the-shelf items or certain other types of
commercial items as prescribed in 22.1803.)

_(35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items
(May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available
off-the-shelf items.)

_(i1) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(1)(2)(C)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

_(36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
(Jun 2016) (E.O.13693).

_(37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air
Conditioners (Jun 2016) (E.O. 13693).

_(38) (i) 52.223-13, Acquisition of EPEAT® -Registered Imaging Equipment (Jun 2014) (E.O.s 13423
and 13514).

_(ii) Alternate I (Oct 2015) of 52.223-13.
(39) (i) 52.223-14, Acquisition of EPEAT® -Registered Television (Jun 2014) (E.O.s 13423 and
13514).

_(ii) Alternate T (Jun 2014) of 52.223-14.
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(40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b).

_(41) 52.223-16, Acquisition of EPEAT® -Registered Personal Computer Products (Oct 2015) (E.O.s
13423 and 13514)

_(ii) Alternate I (Jun 2014) of 52.223-16.

X (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging while Driving (Aug 2011)
(E.O. 13513).

_(43) 52.223.20, Aerosols (Jun 2016) (E.O. 13693).

_(44) 52.223.21. Foams (Jun 2016) (E.O. 13696).

X (45) (i) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).
_(i1) Alternate I (Jan 2017) of 52.224-3.
(46) 52.225-1, Buy American Act--Supplies (May 2014) (41 U.S.C. chapter 83).
_(47) (i) 52.225-3, Buy American Act--Free Trade Agreements--Israeli Trade Act (May 2014) (41
U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001
note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41,
112-42, and 112-43).
_(i1) Alternate I (May 2014) of 52.225-3.
_(i11) Alternate 11 (May 2014) of 52.225-3.
_(iv) Alternate IIT (May 2014) of 52.225-3.
_(48) 52.225-5, Trade Agreements (Feb 2016) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, and
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

_(50) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10
U.S.C. 2303 Note).

_(51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

_(52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42
U.S.C. 5150).

_(53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505,
10 U.S.C. 2307(f)).

_(54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 U.S.C.
2307(1)).
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X (55) 52.232-33, Payment by Electronic Funds Transfer— System for Award Management (Jul 2013)
(31 US.C. 3332).

_(56) 52.232-34, Payment by Electronic Funds Transfer— Other Than System for Award Management
(Jul 2013) (31 U.S.C. 3332).

_(57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).
X (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

X (59) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(12)).

_(60)_(1) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46
U.S.C. Appx 1241(b) and 10 U.S.C. 2631).

_(i1) Alternate I (Apr 2003) of 52.247-64.
(¢) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services,
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement
provisions of law or executive orders applicable to acquisitions of commercial items:

X (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495)

_(2) 52.222-41, Service Contract Labor Standards (May 2014) (41 U.S.C. chapter 67.).

_(3) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41
U.S.C. chapter 67).

_(4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment
(Multiple Year and Option Contracts) (May 2014) (29 U.S.C.206 and 41 U.S.C. chapter 67).

_(5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards -- Price Adjustment
(May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C.
chapter 67).

_(7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for
Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67).

_(8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015)
_(9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).

_(10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C.
1792).
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_(11) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller
General, shall have access to and right to examine any of the Contractor’s directly pertinent records
involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this
contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the
other clauses of this contract. If this contract is completely or partially terminated, the records relating to
the work terminated shall be made available for 3 years after any resulting final termination settlement.
Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising
under or relating to this contract shall be made available until such appeals, litigation, or claims are
finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant
to a provision of law.

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (¢) and (d) of this clause,
the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in
a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall
be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(iii) 52.219-8, Utilization of Small Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)),
in all subcontracts that offer further subcontracting opportunities. If the subcontract (except
subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities.

(iv) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down
required in accordance with paragraph (1) of FAR clause 52.222-17.

(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

(vii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).
9
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(viii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).
(ix) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

(x) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
52.222-40.

(xi) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67).

(xii) (A) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and
E.O. 13627).

(B) Alternate I (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 E.O. 13627).
(xiii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May

2014) (41 U.S.C. chapter 67.)

(xiv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67)

(xv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).
(xvi) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).
(xvil) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706).
(xviii) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).

(B) Alternate I (Jan 2017) of 52.224-3.
(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States
(Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year

2008; 10 U.S.C. 2302 Note).

(xx) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42
U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxi) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph
(d) of FAR clause 52.247-64

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal
number of additional clauses necessary to satisfy its contractual obligations.

(End of Clause)
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FAR 52.217-8 Option to Extend Services (Nov 1999)

The Government may require continued performance of any services within the limits and at the rates specified
in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written
notice to the Contractor prior to task order expiration.

(End of Clause)

52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor prior to expiration
of the contract term; provided that the Government gives the Contractor a preliminary written notice of its intent
to extend at least 15 days before the contract expires. The preliminary notice does not commit the Government to
an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.
(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5
years.

(End of Clause)

€. HSAR CLAUSES INCORPORATED IN FULL TEXT

HSAR 3052.204-71 Contractor Employee Access (SEP 2012)

(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or,
without authorization is accessed, or modified, could adversely affect the national or homeland security interest,
the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5,
United States Code (the Privacy Act), but which has not been specifically authorized under criteria established
by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland
security or foreign policy. This definition includes the following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-
296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations,
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SSL,” as
amended, and any supplementary guidance officially communicated by an authorized official of
the Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her designee);
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(3) Information designated as “For Official Use Only,” which is unclassified information of a
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s
privacy or welfare, the conduct of Federal programs, or other programs or operations essential to
the national or homeland security interest; and

(4) Any information that is designated “sensitive™ or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures.

(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking
equipment, telecommunications equipment, cabling, network drives, computer drives, network software,
computer software, software programs, intranet sites, and internet sites.

(c) Contractor employees working on this contract must complete such forms as may be necessary for security
or other reasons, including the conduct of background investigations to determine suitability. Completed forms
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the
Contractor's employees shall be fingerprinted, or subject to other investigations as required. All Contractor
employees requiring recurring access to Government facilities or access to sensitive information or IT resources
are required to have a favorably adjudicated background investigation prior to commencing work on this
contract unless this requirement is waived under Departmental procedures.

(d) The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if
the Government deems their initial or continued employment contrary to the public interest for any reason,
including, but not limited to, carelessness, insubordination, incompetence, or security concerns.

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not
disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the
Contracting Officer. For those Contractor employees authorized access to sensitive information, the Contractor
shall ensure that these persons receive training concerning the protection and disclosure of sensitive information
both during and after contract performance.

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

(End of clause)

ALTERNATE I
(SEP 2012)

When the contract will require Contractor employees to have access to Information Technology (IT) resources,
add the following paragraphs:

(g) Before receiving access to IT resources under this contract the individual must receive a security briefing,
which the Contracting Officer’s Technical Representative (COTR) will arrange, and complete any
nondisclosure agreement furnished by DHS.

(h) The Contractor shall have access only to those areas of DHS information technology resources explicitly
stated in this contract or approved by the COTR in writing as necessary for performance of the work under this
contract. Any attempts by Contractor personnel to gain access to any information technology resources not
expressly authorized by the statement of work, other terms and conditions in this contract, or as approved in
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writing by the COTR, is strictly prohibited. In the event of violation of this provision, DHS will take
appropriate actions with regard to the contract and the individual(s) involved.

(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual convenience
while the Contractor performs business for the DHS Component. It is not a right, a guarantee of access, a
condition of the contract, or Government Furnished Equipment (GFE).

(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and save DHS
harmless from any unauthorized use and agrees not to request additional time or money under the contract for
any delays resulting from unauthorized use or access.

(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, management or
maintenance of Department I'T systems under the contract, unless a waiver has been granted by the Head of the
Component or designee, with the concurrence of both the Department’s Chief Security Officer (CSO) and the
Chief Information Officer (CIO) or their designees. Within DHS Headquarters, the waiver may be granted only
with the approval of both the CSO and the CIO or their designees. In order for a waiver to be granted:

(1) There must be a compelling reason for using this individual as opposed to a U. S. citizen; and

(2) The waiver must be in the best interest of the Government.
(1) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens proposed to
work under the contract. Any additions or deletions of non-U.S. citizens after contract award shall also be
reported to the contracting officer.

(End of clause)

HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun 2006)
(a) Prohibitions.
Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic
corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the
prohibition with respect to any specific contract if the Secretary determines that the waiver is required in the
interest of national security.
(b) Definitions. As used in this clause:
Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be
applied by substituting "'more than 50 percent' for "at least 80 percent' each place it appears.
Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal

Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic
corporation if, pursuant to a plan (or a series of related transactions)—
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(1) The entity completes the direct or indirect acquisition of substantially all of the properties
held directly or indirectly by a domestic corporation or substantially all of the properties
constituting a trade or business of a domestic partnership;

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held—

(1) In the case of an acquisition with respect to a domestic corporation, by former
shareholders of the domestic corporation by reason of holding stock in the
domestic corporation; or

(ii) In the case of an acquisition with respect to a domestic partnership, by former
partners of the domestic partnership by reason of holding a capital or profits
interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does not have
substantial business activities in the foreign country in which or under the law of which the entity
is created or organized when compared to the total business activities of such expanded affiliated

group.

Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and (5) of section
7701(a) of the Internal Revenue Code of 1986, respectively.

(c) Special rules. The following definitions and special rules shall apply when determining whether a foreign
incorporated entity should be treated as an inverted domestic corporation.

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an
inverted domestic corporation these shall not be taken into account in determining ownership:

(1) Stock held by members of the expanded affiliated group which includes the
foreign incorporated entity; or

(i1) Stock of such entity which is sold in a public offering related to an acquisition
described in section 835(b)(1) of the Homeland Security Act, 6 U.S.C. 395(b)(1).

(2) Plan deemed in certain cases. 1f a foreign incorporated entity acquires directly or indirectly
substantially all of the properties of a domestic corporation or partnership during the 4-year
period beginning on the date which is 2 years before the ownership requirements of subsection
(b)(2) are met, such actions shall be treated as pursuant to a plan.

(3) Certain transfers disregarded. The transfer of properties or liabilities (including by
contribution or distribution) shall be disregarded if such transfers are part of a plan a principal
purpose of which is to avoid the purposes of this section.
(d) Special rule for related partnerships. For purposes of applying section 835(b) of the Homeland Security
Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code

of 1986) shall be treated as a partnership.

(e) Treatment of Certain Rights.
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(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present value of
all equitable interests incident to the transaction, as follows:

(i) warrants;

(ii) options;

(ii1) contracts to acquire stock;

(iv) convertible debt instruments; and
(v) others similar interests.

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do
so to reflect the present value of the transaction or to disregard transactions whose recognition
would defeat the purpose of Section 835.

(f) Disclosure. The offeror under this solicitation represents that [Check one]:

_X_itis not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to
the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003;

it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has submitted a request for waiver
pursuant to 3009.108-7004, which has not been denied; or

it is a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans to submit a request for waiver
pursuant to 3009.108-7004.

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has
been applied for, shall be attached to the bid or proposal.

(End of clause)

HSAR 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION
OF COMMERCIAL ITEMS (SEP 2012)

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to
implement agency policy applicable to acquisition of commercial items or components. The provision or clause
in effect based on the applicable regulation cited on the date the solicitation is issued applies unless otherwise
stated herein. The following provisions and clauses are incorporated by reference:

(a) Provisions.

_3052.209-72 Organizational Conflicts of Interest.

_3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause.
_3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé Program.
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(b) Clauses.

X 3052.203-70 Instructions for Contractor Disclosure of Violations.

~3052.204-70 Security Requirements for Unclassified Information Technology Resources.
X 3052.204-71 Contractor Employee Access.

X Alternate I

X 3052.205-70 Advertisement, Publicizing Awards, and Releases.

_3052.209-73 Limitation on Future Contracting.

X 3052.215-70 Key Personnel or Facilities.

_3052.216-71 Determination of Award Fee.

__3052.216-72 Performance Evaluation Plan.

__3052.216-73 Distribution of Award Fee.

_3052.217-91 Performance. (USCG)

_3052.217-92 Inspection and Manner of Doing Work. (USCG)
_3052.217-93 Subcontracts. (USCG)

_3052.217-94 Lay Days. (USCG)

_3052.217-95 Liability and Insurance. (USCG)

_3052.217-96 Title. (USCG)

~3052.217-97 Discharge of Liens. (USCG)

_3052.217-98 Delays. (USCG)

_3052.217-99 Department of Labor Safety and Health Regulations for Ship Repair. (USCG)
_3052.217-100 Guarantee. (USCG)

X 3052.219-70 Small Business Subcontracting Plan Reporting.
_3052.219-71 DHS Mentor Protégé Program.

_3052.228-70 Insurance.

_3052.228-90 Notification of Miller Act Payment Bond Protection. (USCG)

3052.228-91 Loss of or Damage to Leased Aircraft. (USCG)
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_3052.228-92 Fair Market Value of Aircraft. (USCG)
_3052.228-93 Risk and Indemnities. (USCG)

_3052.236-70 Special Provisions for Work at Operating Airports.
~ X 3052.242-72 Contracting Officer’s Technical Representative.
_3052.247-70 F.0.B. Origin Information.

~ Alternate |

__Alternate 11

_3052.247-71 F.o.B. Origin Only.

_3052.247-72 F.o0.B. Destination Only.

(End of clause)
HSAR 3052.215-70 Key Personnel or Facilities (DEC 2003)

(a) The personnel or facilities specified below are considered essential to the work being performed under this
contract and may, with the consent of the contracting parties, be changed from time to time during the course of
the contract by adding or deleting personnel or facilities, as appropriate.

(b) Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify the
Contracting Officer, in writing, before the change becomes effective. The Contractor shall submit sufficient
information to support the proposed action and to enable the Contracting Officer to evaluate the potential
impact of the change on this contract. The Contractor shall not remove or replace personnel or facilities until the
Contracting Officer approves the change.

The Key Personnel or Facilities under this Contract:
Program Manager
Project Manager
Deputy Project Manager
Senior Task Lead
(End of clause)
HSAR 3052.222-70 Strikes or Picketing Affecting Timely Completion of the Contract Work (Dec 2003)

Notwithstanding any other provision hereof, the Contractor is responsible for delays arising out of labor
disputes, including but not limited to strikes, if such strikes are reasonably avoidable. A delay caused by a strike
or by picketing which constitutes an unfair labor practice is not excusable unless the Contractor takes all
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reasonable and appropriate action to end such a strike or picketing, such as the filing of a charge with the
National Labor Relations Board, the use of other available Government procedures, and the use of private
boards or organizations for the settlement of disputes.

(End of clause)

HSAR 3052.222-71 Strikes or Picketing Affecting Access to a DHS Facility (DEC 2003)

If the Contracting Officer notifies the Contractor in writing that a strike or picketing: (a) is directed at the
Contractor or subcontractor or any employee of either; and (b) impedes or threatens to impede access by any
person to a DHS facility where the site of the work is located, the Contractor shall take all appropriate action to
end such strike or picketing, including, if necessary, the filing of a charge of unfair labor practice with the
National Labor Relations Board or the use of other available judicial or administrative remedies.

(End of clause)

HSAR Class Deviation 15-01 Safeguarding of Sensitive Information (Mar 2015)

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter
referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all
subcontracts.

(b) Definitions. As used in this clause—

“Personally Identifiable Information (PII)” means information that can be used to distinguish or trace an
individual's identity, such as name, social security number, or biometric records, either alone, or when
combined with other personal or identifying information that is linked or linkable to a specific individual, such
as date and place of birth, or mother’s maiden name. The definition of PII is not anchored to any single
category of information or technology. Rather, it requires a case-by-case assessment of the specific risk that an
individual can be identified. In performing this assessment, it is important for an agency to recognize that non-
personally identifiable information can become personally identifiable information whenever additional
information is made publicly available—in any medium and from any source—that, combined with other
available information, could be used to identify an individual.

PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, date of birth,
mailing address, telephone number, Social Security number (SSN), email address, zip code, account numbers,
certificate/license numbers, vehicle identifiers including license plates, uniform resource locators (URLSs), static
Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial
images, or any other unique identifying number or characteristic, and any information where it is reasonably
foreseeable that the information will be linked with other information to identify the individual.

“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any
information, which if lost, misused, disclosed, or, without authorization is accessed, or modified, could
adversely affect the national or homeland security interest, the conduct of Federal programs, or the privacy to
which individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but which
has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to
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be kept secret in the interest of national defense, homeland security or foreign policy. This definition includes
the following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act
of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended,
the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable
PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an
authorized official of the Department of Homeland Security (including the PCII Program Manager or his/her
designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as
amended, “Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any supplementary
guidance officially communicated by an authorized official of the Department of Homeland Security (including
the Assistant Secretary for the Transportation Security Administration or his/her designee);

(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive nature
and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the conduct of
Federal programs, or other programs or operations essential to the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in
accordance with subsequently adopted homeland security information handling procedures.

“Sensitive Information Incident” is an incident that includes the known, potential, or suspected exposure, loss of
control, compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted
access of any Government system, Contractor system, or sensitive information.

“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, compromised or
disclosed without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness
to an individual. Some forms of PII are sensitive as stand-alone elements. Examples of such PII include: Social
Security numbers (SSN), driver’s license or state identification number, Alien Registration Numbers (A-
number), financial account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan.
Additional examples include any groupings of information that contain an individual’s name or other unique
identifier plus one or more of the following elements:

(1 Truncated SSN (such as last 4 digits)

(2) Date of birth (month, day, and year)

(3) Citizenship or immigration status

(4) Ethnic or religious affiliation

(5) Sexual orientation

(6)  Criminal History

) Medical Information

(8) System authentication information such as mother’s maiden name, account passwords or personal
identification numbers (PIN)

Other PII may be “sensitive” depending on its context, such as a list of employees and their performance ratings
or an unlisted home address or phone number. In contrast, a business card or public telephone directory of
agency employees contains PII but is not sensitive.
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(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon request
from the Contracting Officer, including but not limited to:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only)
Information

(2) DHS Sensitive Systems Policy Directive 4300A

(3) DHS 4300A Sensitive Systems Handbook and Attachments

(4) DHS Security Authorization Process Guide

(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information

(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and
Security Program

(7) DHS Information Security Performance Plan (current fiscal year)

(8) DHS Privacy Incident Handling Guidance

(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic Modules
accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html

(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and Privacy
Controls for Federal Information Systems and Organizations accessible at
http://csre.nist.gov/publications/PubsSPs.html

(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at
http://csre.nist.gov/publications/PubsSPs. html

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and
procedures described below, is required.

(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD 11042.1,
Safeguarding Sensitive But Unclassified (For Official Use Only) Information describes how Contractors must
handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL USE ONLY™ to identify
sensitive but unclassified information that is not otherwise categorized by statute or regulation. Examples of
sensitive information that are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive
Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and
procedures on security for Information Technology (IT) resources. The DHS Handbook for Safeguarding
Sensitive Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and
electronic form. DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel
Suitability and Security Program establishes procedures, program responsibilities, minimum standards, and
reporting protocols for the DHS Personnel Suitability and Security Program.

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted
by the Contractor except as specified in the contract.

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6,
Department of Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such
information. The Contractor shall maintain signed copies of the NDA for all employees as a record of
compliance. The Contractor shall provide copies of the signed NDA to the Contracting Officer’s
Representative (COR) no later than two (2) days after execution of the form.

(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support financial or
other administrative functions shall not maintain SPII. It is acceptable to maintain in these systems the names,
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titles and contact information for the COR or other Government personnel associated with the administration of
the contract, as needed.

(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive
information within a Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters
or Component CIO, or designee, in consultation with the Headquarters or Component Privacy Officer. Unless
otherwise specified in the ATO letter, the ATO is valid for three (3) years. The Contractor shall adhere to
current Government policies, procedures, and guidance for the Security Authorization (SA) process as defined
below.

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A
Sensitive Systems Handbook (Version 9.1, July 24, 2012), or any successor publication, and the Security
Authorization Process Guide including templates.

(i) Security Authorization Process Documentation. SA documentation shall be developed using the
Government provided Requirements Traceability Matrix and Government security documentation
templates. SA documentation consists of the following: Security Plan, Contingency Plan, Contingency
Plan Test Results, Configuration Management Plan, Security Assessment Plan, Security Assessment
Report, and Authorization to Operate Letter. Additional documents that may be required include a
Plan(s) of Action and Milestones and Interconnection Security Agreement(s). During the development
of SA documentation, the Contractor shall submit a signed SA package, validated by an independent
third party, to the COR for acceptance by the Headquarters or Component CIO, or designee, at least
thirty (30) days prior to the date of operation of the IT system. The Government is the final authority on
the compliance of the SA package and may limit the number of resubmissions of a modified SA
package. Once the ATO has been accepted by the Headquarters or Component CIO, or designee, the
Contracting Officer shall incorporate the ATO into the contract as a compliance document. The
Government’s acceptance of the ATO does not alleviate the Contractor’s responsibility to ensure the IT
system controls are implemented and operating effectively.

(ii) Independent Assessment. Contractors shall have an independent third party validate the security and
privacy controls in place for the system(s). The independent third party shall review and analyze the SA
package, and report on technical, operational, and management level deficiencies as outlined in NIST
Special Publication 800-53 Security and Privacy Controls for Federal Information Systems and
Organizations. The Contractor shall address all deficiencies before submitting the SA package to the
Government for acceptance.

(iii)Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA process,
the Contractor may be required to support the Government in the completion of the PTA. The
requirement to complete a PTA is triggered by the creation, use, modification, upgrade, or disposition of
a Contractor IT system that will store, maintain and use PII, and must be renewed at least every three (3)
years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy Impact
Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are
required. The Contractor shall provide all support necessary to assist the Department in completing the
PIA in a timely manner and shall ensure that project management plans and schedules include time for
the completion of the PTA, PIA, and SORN (to the extent required) as milestones. Support in this
context includes responding timely to requests for information from the Government about the use,
access, storage, and maintenance of PII on the Contractor’s system, and providing timely review of
relevant compliance documents for factual accuracy. Information on the DHS privacy compliance
process, including PTAs, PIAs, and SORNSs, is accessible at http://www.dhs.gov/privacy-compliance.
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(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3)
years. The Contractor is required to update its SA package as part of the ATO renewal process. The Contractor
shall update its SA package by one of the following methods: (1) Updating the SA documentation in the DHS
automated information assurance tool for acceptance by the Headquarters or Component CIO, or designee, at
least 90 days before the ATO expiration date for review and verification of security controls; or (2) Submitting
an updated SA package directly to the COR for approval by the Headquarters or Component CIO, or designee,
at least 90 days before the ATO expiration date for review and verification of security controls. The 90 day
review process is independent of the system production date and therefore it is important that the Contractor
build the review into project schedules. The reviews may include onsite visits that involve physical or logical
inspection of the Contractor environment to ensure controls are in place.

(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security
requirements contained in this contract are being implemented and enforced. The Contractor shall afford DHS,
the Office of the Inspector General, and other Government organizations access to the Contractor’s facilities,
installations, operations, documentation, databases and personnel used in the performance of this contract. The
Contractor shall, through the Contracting Officer and COR, contact the Headquarters or Component CIO, or
designee, to coordinate and participate in review and inspection activity by Government organizations external
to the DHS. Access shall be provided, to the extent necessary as determined by the Government, for the
Government to carry out a program of inspection, investigation, and audit to safeguard against threats and
hazards to the integrity, availability and confidentiality of Government data or the function of computer systems
used in performance of this contract and to preserve evidence of computer crime.

(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit
sensitive information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year
2014 DHS Information Security Performance Plan, or successor publication. The plan is updated on an annual
basis. The Contractor shall also store monthly continuous monitoring data at its location for a period not less
than one year from the date the data is created. The data shall be encrypted in accordance with FIPS 140-2
Security Requirements for Cryptographic Modules and shall not be stored on systems that are shared with other
commercial or Government entities. The Government may elect to perform continuous monitoring and IT
security scanning of Contractor systems from Government tools and infrastructure.

(5) Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or
revoke an existing ATO (either in part or in whole). If an ATO is suspended or revoked in accordance with this
provision, the Contracting Officer may direct the Contractor to take additional security measures to secure
sensitive information. These measures may include restricting access to sensitive information on the Contractor
IT system under this contract. Restricting access may include disconnecting the system processing, storing, or
transmitting the sensitive information from the Internet or other networks or applying additional security
controls.

(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government
or operating systems containing sensitive information shall comply with Federal reporting requirements.
Annual and quarterly data collection will be coordinated by the Government. Contractors shall provide the
COR with requested information within three (3) business days of receipt of the request. Reporting
requirements are determined by the Government and are defined in the Fiscal Year 2014 DHS Information
Security Performance Plan, or successor publication. The Contractor shall provide the Government with all
information to fully satisfy Federal reporting requirements for Contractor systems.

(f) Sensitive Information Incident Reporting Requirements.

22

2022-ICLI-00038 716



Protest B-416734.1

AR Tab 2 - Award

Subject to GAO Protective Order
Page 84 of 96

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Component
Security Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems
Handbook Incident Response and Reporting requirements. When notifying the Headquarters or Component
SOC, the Contractor shall also notify the Contracting Officer, COR, Headquarters or Component Privacy
Officer, and US-CERT using the contact information identified in the contract. If the incident is reported by
phone or the Contracting Officer’s email address is not immediately available, the Contractor shall contact the
Contracting Officer immediately after reporting the incident to the Headquarters or Component SOC. The
Contractor shall not include any sensitive information in the subject or body of any e-mail. To transmit sensitive
information, the Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant
encryption methods to protect sensitive information in attachments to email. Passwords shall not be
communicated in the same email as the attachment. A sensitive information incident shall not, by itself, be
interpreted as evidence that the Contractor has failed to provide adequate information security safeguards for
sensitive information, or has otherwise failed to meet the requirements of the contract.

(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in 4300A
Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the
following data elements that are available at the time the incident is reported, with any remaining data elements
provided within 24 hours of submission of the initial incident report:

(i) Data Universal Numbering System (DUNS);

(ii) Contract numbers affected unless all contracts by the company are affected;

(ii1) Facility CAGE code if the location of the event is different than the prime contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management
(address, position, telephone, email);

(v) Contracting Officer POC (address, telephone, email);

(vi) Contract clearance level;

(vil) Name of subcontractor and CAGE code if this was an incident on a subcontractor network;

(viii) Government programs, platforms or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor
and subcontractor level;

(xii) Description of the Government PII and/or SPII contained within the system;

(xiii) Number of people potentially affected and the estimate or actual number of records exposed and/or
contained within the system; and

(xiv) Any additional information relevant to the incident.

(g) Sensitive Information Incident Response Requirements.

(1) All determinations related to sensitive information incidents, including response activities, notifications
to affected individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in
writing by the Contracting Officer in consultation with the Headquarters or Component CIO and Headquarters
or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government
to be required to ensure an effective incident response, including providing all requested images, log files, and
event information to facilitate rapid resolution of sensitive information incidents.

(3) Incident response activities determined to be required by the Government may include, but are not
limited to, the following:
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(i) Inspections,

(i1) Investigations,

(iii) Forensic reviews, and

(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or
third-party firms to aid in incident response activities.

(h) Additional PII and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided
in the Contractor IT system at the time of the sensitive information incident not later than 5 business days after
being directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and
content of any notification by the Contractor shall be coordinated with, and subject to prior written approval by
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless the Contracting
Officer, in consultation with the Headquarters or Component Privacy Officer, has determined in writing that
notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor
regarding any resulting notification, the notification method may consist of letters to affected individuals sent
by first class mail, electronic means, or general public notice, as approved by the Government. Notification
may require the Contractor’s use of address verification and/or address location services. At a minimum, the
notification shall include:

(i) A brief description of the incident;

(i1) A description of the types of PII and SPII involved;

(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;

(iv) Steps individuals may take to protect themselves;

(v)  What the Contractor and/or the Government are doing to investigate the incident, to mitigate the
incident, and to protect against any future incidents; and

(vi) Information identifying who individuals may contact for additional information.

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, the
Contractor may be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or
resided in the Contractor [T system at the time of the sensitive information incident for a period beginning the
date of the incident and extending not less than 18 months from the date the individual is notified. Credit
monitoring services shall be provided from a company with which the Contractor has no affiliation. Ata
minimum, credit monitoring services shall include:

(i)  Triple credit bureau monitoring;
(i1) Daily customer service;

(iii) Alerts provided to the individual for changes and fraud; and
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or
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(3) Establish a dedicated call center. Call center services shall include:

(1) A dedicated telephone number to contact customer service within a fixed period;

(i) Information necessary for registrants/enrollees to access credit reports and credit scores;

(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by call
center staff and must be resolved by call center management or DHS, as appropriate), and other key
metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, as
appropriate;

(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As
part of contract closeout, the Contractor shall submit the certification to the COR and the Contracting Officer
following the template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization.

(End of clause)
HSAR Class Deviation 15-01 Information Technology Security and Privacy Training (Mar 2015)

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter
referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all
subcontracts.

(b) Security Training Requirements.

(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301,
Subpart C, as amended, to be exposed to security awareness materials annually or whenever system security
changes occur, or when the user’s responsibilities change. The Department of Homeland Security (DHS)
requires that Contractor employees take an annual Information Technology Security Awareness Training course
before accessing sensitive information under the contract. Unless otherwise specified, the training shall be
completed within thirty (30) days of contract award and be completed on an annual basis thereafter not later
than October 31st of each year. Any new Contractor employees assigned to the contract shall complete the
training before accessing sensitive information under the contract. The training is accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. The Contractor shall maintain copies
of training certificates for all Contractor and subcontractor employees as a record of compliance. Unless
otherwise specified, initial training certificates for each Contractor and subcontractor employee shall be
provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days after contract award.
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-
mail notification not later than October 31st of each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have
access to DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing
DHS systems and sensitive information. The DHS Rules of Behavior is a document that informs users of their
responsibilities when accessing DHS systems and holds users accountable for actions taken while accessing
DHS systems and using DHS Information Technology resources capable of inputting, storing, processing,
outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is accessible at
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http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Unless otherwise specified, the DHS
Rules of Behavior shall be signed within thirty (30) days of contract award. Any new Contractor employees
assigned to the contract shall also sign the DHS Rules of Behavior before accessing DHS systems and sensitive
information. The Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and
subcontractor employees as a record of compliance. Unless otherwise specified, the Contractor shall e-mail
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after contract award for
each employee. The DHS Rules of Behavior will be reviewed annually and the COR will provide notification
when a review is required.

(¢) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to
Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS:
Protecting Personal Information before accessing PII and/or SPII. The training is accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Training shall be completed within
thirty (30) days of contract award and be completed on an annual basis thereafter not later than October 3 1st of
each year. Any new Contractor employees assigned to the contract shall also complete the training before
accessing PII and/or SPIl. The Contractor shall maintain copies of training certificates for all Contractor and
subcontractor employees as a record of compliance. Initial training certificates for each Contractor and
subcontractor employee shall be provided to the COR not later than thirty (30) days after contract award.
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-
mail notification not later than October 31st of each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.

(End of clause)

F. ICE INFORMATION GOVERNANCE AND PRIVACY REQUIREMENTS CLAUSE (JUL
2017)

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information

In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act (APR
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act
of 1974 the contractor is advised that the relevant DHS system of records notices (SORNSs) applicable to this
Privacy Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agencies may be
accessed through the agencies” websites or by searching FDsys, the Federal Digital System, available at
http://www.gpo.gov/fdsys/. SORNs may be updated at any time.

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment

The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work.
Government information shall remain within the confines of authorized Government networks at all times.
Except where telework is specifically authorized within this contract, the Contractor shall perform all tasks
described in this document at authorized Government facilities; the Contractor is prohibited from performing
these tasks at or removing Government-furnished information to any other facility; and Government
information shall remain within the confines of authorized Government facilities at all times. Contractors may
only access classified materials on government furnished equipment in authorized government owned facilities
regardless of telework authorizations.
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(3) Prior Approval Required to Hire Subcontractors

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary
material and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is
required to abide by Government and Agency guidance for protecting sensitive and proprietary information.

(4) Separation Checklist for Contractor Employees

Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates
working on the contract. The separation checklist must verify: (1) return of any Government-furnished
equipment; (2) return or proper disposal of sensitive personally identifiable information (PII), in paper or
electronic form, in the custody of the employee or Subcontractor employee including the sanitization of data on
any computer systems or media as appropriate; and (3) termination of any technological access to the
Contractor’s facilities or systems that would permit the terminated employee’s access to sensitive PII.

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor employee, the
Contractor shall notify the Contracting Officer’s Representative (COR) within 24 hours. For normal
separations, the Contractor shall submit the checklist on the last day of employment or work on the contract.

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, or COR with
completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all
Government-furnished property including but not limited to computer equipment, media, credentials and
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all user
accounts and systems.

B. Privacy Training, Safeguarding, and Remediation
If the Safeguarding of Sensitive Information (MAR 2015) and Information Technology Security and Privacy
Training (MAR 2015) clauses are included in this contract, section B of this clause is deemed self- deleting.

(1) Required Security and Privacy Training for Contractors

Contractor shall provide training for all employees, including Subcontractors and independent contractors who
have access to sensitive personally identifiable information (PII) as well as the creation, use, dissemination
and/or destruction of sensitive PII at the outset of the employee’s work on the contract and every year
thereafter. Training must include procedures on how to properly handle sensitive PII, including security
requirements for the transporting or transmission of sensitive PII, and reporting requirements for a suspected
breach or loss of sensitive PII. All Contractor employees are required to take the Privacy at DHS: Protecting
Personal Information training course. This course, along with more information about DHS security and
training requirements for Contractors, is available at www.dhs.gov/dhs-security-and-training-requirements-
contractors. The Federal Information Security Management Act (FISMA) requires all individuals accessing ICE
information to take the annual Information Assurance Awareness Training course. These courses are available
through the ICE intranet site or the Agency may also make the training available through hypertext links or CD.
The Contractor shall maintain copies of employees’ certificates of completion as a record of compliance and
must submit an annual e-mail notification to the ICE Contracting Officer’s Representative that the required
training has been completed for all the Contractor’s employees.

(2) Safeguarding Sensitive PII Requirement
Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all times when

handling sensitive PII, including the encryption of sensitive PII as required in the Handbook. This requirement
will be flowed down to all subcontracts and lower tiered subcontracts as well.
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(3) Non-Disclosure Agreement Requirement

All Contractor personnel that may have access to PII or other sensitive information shall be required to sign a
Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor shall maintain
signed copies of the NDA for all employees as a record of compliance. The Contractor shall provide copies of
the signed NDA to the Contracting Officer’s Representative (COR) no later than two (2) days after execution of
the form.

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records

The Contractor’s invoicing, billing, and other financial/administrative records/databases may not store or
include any sensitive Government information, such as PII that is created, obtained, or provided during the
performance of the contract. It is acceptable to list the names, titles and contact information for the Contracting
Officer, Contracting Officer’s Representative, or other ICE personnel associated with the administration of the
contract in the invoices as needed.

(5) Reporting Suspected Loss of Sensitive PII
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and
cooperate with ICE’s inquiry into the incident and efforts to remediate any harm to potential victims.

1. The Contractor must develop and include in its security plan (which is submitted to ICE) an internal system
by which its employees and Subcontractors are trained to identify and report the potential loss or compromise of
sensitive PIL

2. The Contractor must report the suspected loss or compromise of sensitive PII by its employees or
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer’s Representative
(COR), and the Contracting Officer within one (1) hour of the initial discovery.

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of
sensitive PII by its employees or Subcontractors. The report must contain the following information:

a. Narrative or detailed description of the events surrounding the suspected loss or compromise of information.
b. Date, time, and location of the incident.

c. Type of information lost or compromised.

d. Contractor’s assessment of the likelihood that the information was compromised or lost and the reasons
behind the assessment.

e. Names of person(s) involved, including victim, Contractor employee/Subcontractor and any witnesses.

f. Cause of the incident and whether the company’s security plan was followed and, if not, which specific
provisions were not followed.

g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise.

h. Recommendations to prevent similar situations in the future, including whether the security plan needs to be
modified in any way and whether additional training may be required.

4. The Contractor shall provide full access and cooperation for all activities determined by the
Government to be required to ensure an effective incident response, including providing all
requested images, log files, and event information to facilitate rapid resolution of sensitive
information incidents.

5. At the Government’s discretion, Contractor employees or Subcontractor employees may be identified as no
longer eligible to access sensitive PII or to work on that contract based on their actions related to the loss or
compromise of sensitive PII.
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(6) Victim Remediation

The Contractor is responsible for notifying victims and providing victim remediation services in the event of a
loss or compromise of sensitive PII held by the Contractor, its agents, or its Subcontractors, under this contract.
Victim remediation services shall include at least 18 months of credit monitoring and, for serious or large
incidents as determined by the Government, call center help desk services for the individuals whose sensitive
PII was lost or compromised. The Contractor and ICE will collaborate and agree on the method and content of
any notification that may be required to be sent to individuals whose sensitive PII was lost or compromised.

C. Government Records Training, Ownership, and Management

(1) Records Management Training and Compliance

(a) The Contractor shall provide DHS basic records management training for all employees and Subcontractors
that have access to sensitive PII as well as to those involved in the creation, use, dissemination and/or
destruction of sensitive PII. This training will be provided at the outset of the Subcontractor’s/employee’s work
on the contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it
may be made available through other means (e.g., CD or online). The Contractor shall maintain copies of
certificates as a record of compliance and must submit an e-mail notification annually to the Contracting
Officer’s Representative verifying that all employees working under this contract have completed the required
records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include
the preservation of all records created or received regardless of format, mode of transmission, or state of
completion.

(2) Records Creation, Ownership, and Disposition

(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract
using Government IT equipment and/or Government records or that contain Government Agency data. The
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the
contract or at a time otherwise specified in the contract.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor’s Commercial
License Agreement, the Government Agency owns the rights to all electronic information (electronic data,
electronic information systems or electronic databases) and all supporting documentation and associated
metadata created as part of this contract. All deliverables (including all data and records) under the contract are
the property of the U.S. Government and are considered federal records, for which the Agency shall have
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must deliver
sufficient technical documentation with all data deliverables to permit the agency to use the data.

(c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records or
deliverables without the express written permission of the Contracting Officer or Contracting Officer’s
Representative. The Agency and its contractors are responsible for preventing the alienation or unauthorized
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation
of Federal records is subject to the fines and penalties imposed by 18 U.S.C. § 2701. Records may not be
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency
records schedules.

D. Data Privacy and Oversight
Section D applies to information technology (IT) contracts. If this is not an IT contract, section D may read as
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self-deleting.

(1) Restrictions on Testing or Training Using Real Data Containing PII

The use of real data containing sensitive PII from any source for testing or training purposes is generally
prohibited. The Contractor shall use synthetic or de-identified real data for testing or training whenever feasible.
ICE policy requires that any proposal to use of real data or de-identified data for IT system testing or training be
approved by the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event
performance of the contract requires or necessitates the use of real data for system-testing or training purposes,
the Contractor in coordination with the Contracting Officer or Contracting Officer’s Representative and
Government program manager shall obtain approval from the ICE Privacy Office and CISO and complete any
required documentation.

If this IT contract contains the Safeguarding of Sensitive Information (MAR 2015) and Information
Technology Security and Privacy Training (MAR 2015) clauses, section D(2) of this clause is deemed self-
deleting.

(2) Requirements for Contractor IT Systems Hosting Government Data

The Contractor is required to obtain a Certification and Accreditation for any IT environment owned or
controlled by the Contractor or any Subcontractor on which Government data shall reside for the purposes of IT
system development, design, data migration, testing, training, maintenance, use, or disposal.

(3) Requirement to Support Privacy Compliance

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is
required. PTAs are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a
Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications
thereto, are required. The Contractor shall provide adequate support to complete the PIA in a timely manner,
and shall ensure that project management plans and schedules include the PTA, PIA, and SORN (to the extent
required) as milestones. Additional information on the privacy compliance process at DHS, including PTAs,
PIAs, and SORNESs, is located on the DHS Privacy Office website (www.dhs.gov/privacy) under “Compliance.”
DHS Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the
Privacy Impact Assessment Guidance and Template outline the requirements and format for the PIA.

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may
require privacy documentation, the Contractor shall assign or procure a Privacy Lead, to be listed under “Key
Personnel.” The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can
complete any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance.
The Privacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the
Chief Information Officer, and the Records Management Branch to ensure that the privacy documentation is
kept on schedule, that the answers to questions in the PIA are thorough and complete, and that questions asked
by the ICE Privacy Office and other offices are answered in a timely fashion. The Privacy Lead:

. Must have excellent writing skills, the ability to explain technology clearly for a non-technical audience,
and the ability to synthesize information from a variety of sources.

. Must have excellent verbal communication and organizational skills.

. Must have experience writing PIAs. Ideally the candidate would have experience writing PIAs for DHS.
. Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 2002.

. Must be able to work well with others.

(c) If a Privacy Lead is already in place with the program office and the contract involves IT system builds or
substantial changes that may require privacy documentation, the requirement for a separate Private Lead
specifically assigned under this contract may be waived provided the Contractor agrees to have the existing
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Privacy Lead coordinate with and support the ICE Privacy POC to ensure privacy concerns are proactively
reviewed and so ICE can complete any required PTA, PIA, SORN, or other supporting documentation to
support privacy compliance if required. The Contractor shall work with personnel from the program office, the
ICE Office of Information Governance and Privacy, and the Office of the Chief Information Officer to ensure
that the privacy documentation is kept on schedule, that the answers to questions in any privacy documents are
thorough and complete, that all records management requirements are met, and that questions asked by the ICE
Privacy Office and other offices are answered in a timely fashion.

(End of Clause)

2.6 BPA Term
This BPA shall consist of a twelve (12) month base period and four (4) twelve (12) month option periods as

shown below to be exercised at the discretion of the Government. Orders may have a Period of Performance of
twelve (12) months from the last day of Option Period Four of this BPA.

BPA Period Ordering Period
Base Period 12 months
Option Period One 12 months
Option Period Two 12 months
Option Period Three 12 months
Option Period Four 12 months

This BPA expires at the end of Option Period Four or on the end date of the Contractor’s GSA Schedule
contract, or on the end date of each subsequent contract period for which GSA extends the GSA Schedule
contract by modification, in which case this BPA will be comparably extended by modification not to exceed a
total period of performance of sixty (60) months. Orders may be placed against this BPA on or before the last
day of Option Period Four if the option is exercised. Note that the FAR 52.217-8 clause has been included in
this contract and will be exercised at the discretion of the Government.

Quoters may be awarded a BPA that extends beyond the current term of their GSA Schedule contract, so long
as there are option periods in their GSA Schedule contract that, if exercised, will cover the BPA's period of
performance. The BPA Holder is required to immediately notify, in writing, the BPA Contracting Officer if at
any time the GSA Contract, upon which the BPA is based, is no longer in force.

This BPA is not a contract. If the BPA Holder fails to perform in a manner satisfactory to the BPA Contracting
Officer, this BPA may be canceled at any time with written notice to the BPA Holder by the BPA Contracting
Officer. BPA cancellation does not simultaneously cancel existing orders written against the BPA.

2.7  Ordering Officers

DHS/ICE Warranted Contracting Officers.

2.8  Orders

Orders will be placed against this BPA by DHS/ICE Contracting Activities in accordance with the Ordering
Procedures in Section 2.19.

2.9 Award of Orders under the BPA

Each Order issued under this BPA will include, at a minimum, the following information as applicable:
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BPA and Order Number;

Date of the order;

Description of the service(s) to be acquired and/or work to be performed;
Period of performance or required completion date;

Place of performance;

Deliverables;

Contract Line Item Number (CLIN) number and description, contract type, quantity, unit price and
extended price;

The security requirements;

. The payment schedule; and

10. Accounting and appropriation data.

e = e

\© %0

2.10 Order Period of Performance

The period of performance will be designated at the Order level. Orders may be issued at any time during the
period of performance. Orders for supplies and services shall be priced using the pricing table specified in the
BPA applicable to the Order’s anticipated period of performance. Periods of Performance for orders for supplies
or services issued in the final year of the BPA shall not extend beyond 12 months after the BPA’s ordering
period end date. The period of performance for each order shall be consistent with the funding appropriation
being obligated.

2.11 Invoicing

Invoicing procedures will be specified in each individual Order. The “remit to™ address to which payment must
be sent is applicable at the Order level. At a minimum, each invoice shall include the following information:

(i) Name and address of the Contractor;

(i1) Invoice date and invoice number. (Contractors should date invoices as close as possible to the date
of mailing or transmission.);

(iii)  BPA and Order number and period of performance or other authorization for supplies delivered or
services performed (including order number and contract line item number);

(iv)  Description of supplies or services;

(v)  Name (where practicable), title, phone number, and mailing address of person to notify in the event
of a defective invoice.

2.12  Order of Precedence

The terms and conditions apply to all Orders pursuant to the BPA. In the event of an inconsistency between the
provisions of this BPA and the terms and conditions of the Contractor’s GSA FSS contract, the federal supply
schedule contract shall take precedence.

2.13  Place of Performance

The place of performance will be at the Government’s facilities as outlined in the PWS.

2.14 Travel

As detailed in the PWS, Contractor travel may be required to support this requirement. All travel required by
the Government outside the local commuting area(s) will be reimbursed to the Contractor in accordance with
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FAR 31.205-46 -- Travel Costs. The Contractor shall be responsible for obtaining COR approval (electronic
mail is acceptable) for all reimbursable travel in advance of each travel event. Travel requirements will be
specified at the Order level.

2.15 Security Considerations

Contractor access to unclassified, but Security Sensitive Information may be required under this BPA.
Contractor employees shall safeguard this information against unauthorized disclosure or dissemination.
Security requirements will be specified at the Order level.

2.16 Hours of Operation

The hours of operation will be specified at the Order level.

2.17 Post Award Conference

The Contractor shall attend a Post-Award Conference with the BPA Contracting Officer and the Contracting
Officer’s Representative (COR) no later than ten (10) business days after the date of award. The purpose of the
Post-Award Conference, which will be chaired by the Contracting Officer, is to discuss contracting
requirements. The Post-Award Conference will be held at a Government facility within the Northern Capital

Region (NCR) or via teleconference as determined by the Contracting Officer.

Post award conferences at the Order level shall be held at the discretion of the Order Contracting Officer (OCO)
awarding the Order if that OCO determines one to be necessary.

2.18 Past Performance

Contractor Performance Assessment Reporting System (CPARS) will be utilized to record a Contractor’s past
performance information on individual Orders when applicable.

2.19 Ordering Procedures

2.19.1 General

The DHS/ICE Ordering Contracting Officer (OCO) will award and administer Orders in accordance with the
ordering procedures set forth in the BPA and the procedures outlined in FAR 8.405-3(c) -- Ordering from
BPAs.

2.19.2 Order Request for Quotation (RFQ)

Orders will be within the scope, issued within the period of performance, and be within the estimated value of
the BPA. Only the Contracting Officer for the BPA may modify the agreement to change the scope, period, or
estimated value as allowed by law.

The Order Request for Quote (RFQ) will be in writing (via mail, e-mail, or fax) and include a description of the
required supplies or services, the evaluation or review criteria, and the evaluation or review procedure. The

evaluation or review may be based on technical factors such as, but not limited to, technical capabilities,
management approach, past performance, and price.

33
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The BPA Holder shall submit a quotation in accordance with the OCO's RFQ instructions. The information
that the OCO requests from the BPA Holder shall be the minimum needed.

No payment will be made to the BPA Holder for the cost to prepare or submit an Order quote.
2.20 Commencing Work

The BPA Holder shall not commence work until authorized by the OCO. This BPA does not obligate any
funds. The Government is obligated only to the extent of authorized purchases by orders issued under this BPA.

2.21 Annual Review of the BPA

In accordance with FAR 8.405-3(e), the Department of Homeland Security, Office of Procurement Operations
which has established this BPA will conduct an annual review to determine whether the schedule contract,
upon which the BPA was established, is still in effect, the BPA still represents the best value, and estimated
quantities/amounts have been exceeded and additional price reductions can be obtained. The results of this
review will be documented in accordance with the Federal Acquisition Regulation.

2.22 BPA Administration

The Contracting Officer (CO) for this BPA is identified below:

Name: rb)(ﬁ): (L)T)C) |

Agency: | Investigations and Operations Support Dallas (I0SD)
Immigration and Customs Enforcement (ICE)
Department of Homeland Security (DHS)

Address: | 7701 North Stemmons Freeway, Suitw

Dallas, TX 75247

Voice: 214-905[PX0)

Email:  [P)©), (0)7)(C) [@ice.dhs.gov

The Contract Specialist (CS) for this BPA is identified below:

Name: [(B)E); B)T)C) |

Agency: | Investigations and Operations Support Dallas (I10SD)
Immigration and Customs Enforcement (ICE)

Department of Homeland Security (DHS)

Address: | 7701 North Stemmons Freeway, Suit{®)6).
Dallas, TX 75247
Voice: 214-905]0)E);

Y AYS

(b)(6); (b)T)C)

Email:

pice.dhs.gov
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Contracting Officer’s Representative (COR):

Name: |(b)(6); (B)T)C)
Agency: | Counterterrorism and Criminal Exploitation Unit
(CTCEU)
Immigration and Customs Enforcement (ICE)
Department of Homeland Security (DHS)
Address: | 1525 Wilson Blvd.
Arlington, VA 22209
Voice: T332 D)
Email: b)(6). (LX7)(C) Picc.dhs.gov
35
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PWS Paragraph Reference
/ Other
(Sample. Para 5.1)

Vendor Question

Government Response

1 | Attachment 2 - BPA
Pricing Template, pricing
tabs

Please confirm that the number of FTEs per Labor
Category represent ceiling amounts and that the
Government may order these Labor Categories
individually or in bulk depending on future task
order requirements.

Confirmed.

2 | Attachment 3 - Terms &
Conditions, Section 1.3.8,
paragraph 2

Volume V: Price Submission Instructions state
quoters shall provide documentation mapping
their GSA PSS labor categories to those described
in Attachment 2. Please give an example of what
the Government considers suitable
documentation with respect to GSA PSS labor
category mapping.

For example, if the Quoter’s GSA PSS labor
category is titled Analyst and the Quoter is
proposing that category to satisfy the VLVI
Administrative Analyst Junior position; then,
the Quoter shall provide information
specifically citing such.

“GSA PSS Analyst = VLVI Administrative
Analyst Junior”

3 | Attachment 3 - Terms &
Conditions, Section B,
clause 52.219-9

Please confirm whether a small business
subcontracting plan is required upon proposal
submission or after award.

Not required. Attachment 3 revised per
question.

4 | Attachment 3 - Terms &
Conditions, Section 2.11,
Invoicing

Please confirm task order invoicing will occur on
a FFP CLIN basis, i.e. 1/12 of the contract year
price vs. a T&M or FFP LoE type invoicing
structure.

Invoicing will be on a FFP basis.

5 | Instructions to Offerors,
Para 1.3.6

Please confirm that Corporate Experience consists
of three (3) pages per project, not three (3) pages
total,

The Corporate Experience page limitation is
three (3) pages TOTAL.
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6 | Instructions to Offerors,
Para 1.3.6

Can the government please confirm that copies of
the relevant portions of the SOW/PWS for each
Corporate Experience, rather than the complete
SOW/PWS is acceptable?

Please provide each SOW/PWS in their
entirety.

7 | Instructions to Offerors,
Para1.3.6

Please confirm that the copies of the SOW/PWS
are not included in page count.

Copies of the SOW/PWS documents are NOT
included in the page count. The RFQ Letter has
been revised per question.

8 | RFQ, Para.1.2.2

Can Offerors submit final responses/volumes in
PDF format and Excel 2010 format for the cost
template?

Pdf and Excel 2010 format submissions are
acceptable.

9 | RFQ, Para.1.3.6

Given the sensitive nature of the PWS tasks,
relevant corporate experience documentation (to
include SOW statements) may be classified. Can
the government please clarify if classified SOW
statements can be submitted separate from the
proposal?

The SOW/PWS can be submitted separately
redacted as necessary or as outlined in revised
Section 1.3.6.1 k of the RFQ.

10 | RFQ, Para.1.3.6.1

Corporate Experience Documentation requires
the inclusion of copies of the SOW or PWS for
each submitted contract example. Please confirm
that these documents may be included as an
appendix and not counted within the Corporate
Experience 3 page limit.

Copies of the SOW/PWS documents are NOT
included in the page count. The documents
may be included as an appendix. The RFQ
Letter has been revised per question.

11 | RFQ, Para. 1.3.7, Volume
Iv:

Key Personnel Submission Requirements; “i.
Names and current employer”. Please confirm this
should read “"Name of current employer.”

The section requires citation of the name of the
proposed Key Personnel candidate and the
name of their current employer.
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12 | PWS, Para. 4.1.8 and

4.1.8.1

What are the required hours of operations?

Currently VSP Analysts work a full 8 hours,
beginning at various hours, but not currently
outside the hours of (6am to 9am) for the start
of the work day, ending 8 hours later. CTCEU
operates between the hours of 0600-2200 on
weekdays. CTCEU may require on-call support
during weekends and holidays.

13 | PWS, Para 5.5.4 - Item 4

Current customer process is dependent on the
Gov’'t submitting hours and completing case
reviews prior to the contractor being able to
address closures. 30 day requirement in PWS is
unrealistic due to required gov’t action prior to
contractor able to close.

Recommend frequency/standard: Due within 30
days after CTCEU Government Program Manager
completes case review and hour approval process
on closures.

This may be considered and discussed further
should the issue present itself during
performance of the contract.
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14

Attachment 2 - BPA
Pricing Template

Key personnel are identified to provide full-time
hours to CTCEU and VSP support (tabs 3 and 6),
as well as partial support to surge support (tabs 4
and 7). Please confirm that the Government
expects the same key personnel to be named for
core hours support and surge support, respective
of task.

Four (4) labor categories are designated as Key
Personnel, identified as the Program Manager,
Project Manager, Deputy Project Manager and
Senior Task Lead. Both CTCEU and VSP have
included these four (4) key personnel labor
categories in their full-time and surge support
requirements. Except for one (1) position, the
Program Manager, the additional key
personnel are not to be considered overlapping
support, performing duties for both CTCEU and
VSP operations simultaneously. VSP and
CTCEU operations require their own
independent teams/personnel (including the
key personnel) conducting their respective
operations on a daily, full-time basis and in
surge support scenarios. However, all
personnel (key and non-key) should be able to
transition to either unit (VSP or CTCEU) when
it is determined to be necessary, and if/when
surge scenarios dictate the reassignment of
personnel.

15

Attachment 2 - BPA
Pricing template

Does the Travel NTE amount include the
contractor’s burdens on Travel expenses?

The Travel NTE amount is inclusive of all
reimbursable expenses in accordance with FAR
Part 31.205-46, Travel Costs and Federal
Travel Regulations.
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16 | RFQ 1.3.6 In the interest of competition and a level playing The Government is not evaluating Corporate
field—given few Federal Government contracts Experience examples as a whole. However,
which could address the entire scope of VLVI EFQGSECtiO“ 1'3£6 hﬂs beepdrevis;;:g;o Ci;:gitgat

1e Government will consider a or
perdormanitawinrk stater‘nent (PWS]—would i that has had at least $80M in BPA Calls or Task
Government please consider allowing corporate Orders issued against it.
experience examples to be evaluated "as a whole"
rather than individually scored? This would help
improve competition, while still allowing the
government to evaluate delivery risk.

17 | RFQ 1.3.6 In the interest of competition and given that there | Due to the size and complexity of the VLVI
are very few if any corporate qualifications across | requirement, the Government maintains the
the Federal Government regardless of vendor that | $80M Corporate Experience requirement.
meet the $80 million—single task order, single However, EREChnA 1‘3'6. hias be.en révisedto

; cite that the Government will consider a BPA or
contract—scope and relevancy requirement, IDIQ that has had at least $80M in BPA Calls or
would the Government please consider changing | Task Orders issued against it.
the requirement to $40 million?

18 | RFQ 1.3.6 Given corporate experience is the highest The Government is not increasing the page
weighted evaluation criteria, would the limit for the Corporate Experience volume.
Government consider a 6 page limit for corporate
experience to enable a fuller description of the
corporate experience and a more substantial basis
for proposal evaluation?

19 | RFQ 1.3.6.1 Would the Government consider excluding item k. | Copies of the SOW/PWS documents are NOT
Copies of the Statements of Work, from the 3 page | included in the page count. The RFQ Letter has
limit of the corporate experience volume? been revised per question.
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20 | RFQ1.3.6.1

Given the 3 page requirement for corporate
experience and the fact that statements of work
(item k.) have a length of 1 to 100 pages, in which
volume should the Corporate Experience
statements of work be placed?

The documents may be included as an
appendix to the Corporate Experience quote
volume.

21 | RFQ1.3.6.1

If the corporate experience statement of work
(item k.) is classified, how would the Government
recommend we transmit them?

The SOW can be submitted separately redacted
as necessary or in the format as outlined in
revised Section 1.3.6.1 k of the RFQ.

IGCE to support reasonableness and realism in
pricing, consistent with other DHS RFQs/RFPs?

22 | RFQ1.3.7 As noted in section 1.3.7. Volume IV: Key The Government is referring to any general
Personnel Submissions Instructions, the professional organization e.g. Public Relations
Government states “vi. Active Registration, if a Society of America, Fraternal Order of Police,

N . . etc.

member of an organization - including year first
registered and discipline.” Would the Government
please clarify and give an example of what type of
organizations they are referring to here?

23 | RFQ1.3.8 Would the Government consider providing the The Government will not be providing the

IGCE.

2022-ICLI-00038 735




Protest B-416734.1

AR Tab 3 - Government Response to Vendor Questions
Subject to GAO Protective Order

Page 7 of 32

evaluation under this RFQ, the Quoter's total price
for the BPA will include the Base Period, all
Option Periods, and the FAR 52.217-8 Option to
Extend Services.” The pricing tables in
Attachment 2 - BPA Pricing Template are locked
and do not contain columns for the Option to
Extend Services.

Will the Government please confirm that Quoters
are not required to include the cost for the FAR
52.217-8 Option to Extend Services in their
proposed price in Attachment 2 - BPA Pricing
Template and that the Government will
independently calculate the cost for the Option to
Extend Services independent of the Attachment 2
- BPA Pricing Template?

24 | RFQ 2.5.3 To enable the Government to make a substantive | The Government is not revising the adjectival
and easily documented best value determination, | rating definition. Should a quote have
would the Government please consider amending | strengths, but offer no additional benefit to the
the definitions of the Staffing Approach Factor Government, the quote may be rated
Ratings (page 8, section 2.5.3), specifically the Acceptable vs. Excellent.
definition of the Excellent Rating, as below:
Currently, an Excellent Rating includes “One or
more strengths” This means that a Quoter with
one strength will be rated the same as a Quoter
with 5 strengths, Would the Government consider
defining one strength as Acceptable, while
defining Excellent as “more than one strength?”
25 | RFQ 2,55 The RFQ states “...Thus, for the purposes of Confirmed. Quoters are not required to include

the cost for the FAR 52.217-8 Option to Extend
Services in their proposed price in Attachment
2 - BPA Pricing Template. The Government will
derive the price for the Option to Extend
Services as stated in Section 2.5.5 of the RFQ.
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26 | RFQ25.7

The RFQ states “Price Quotes shall be evaluated
for completeness by ensuring the Quoter has
submitted the completed Attachment 2, BPA
Pricing Template, along with documentation
mapping the Quoter's GSA PSS labor categories to
those described in Attachment 2."

Will the Government consider unlocking the
Attachment 2 - BPA Pricing Template to permit
Quoters to insert columns to show the mapping to
the GSA PSS labor categories? Alternatively, will
the Government modify the format to include a
column to show the GSA PSS labor category
mapping in Attachment 2 - BPA Pricing
Template?

The excel sheet shall remain locked. However,
Quoters have the ability to add a tab for GSA
PSS labor category mapping should they
choose to do so.

27 | PWS3.2.7.4

National Security Team (NST) Support. If the
Government requires the Contractor to detail any
Contractor employee under NST Support for 31
consecutive calendar days or more, the detailed
Contractor employee shall be billable starting
from the 31st calendar day worked under the
established firm fixed hourly rates Surge Support
on a labor hour basis starting from the 31st day
until the Contractor employee returns. The
Contractor shall backfill any detailed Contractor
within 14 calendar days after the detail employee
reaches the 31st consecutive calendar day with no
additional cost to the government.

Will the Government please confirm Surge CLINs
will be ordered on a Labor Hour basis, and revise
the RFQ and associated attachments to reflect the
required changes, as needed?

The Surge CLINs will not be ordered on a Labor
Hour basis. The PWS has been revised to
reflect firm fixed price billing.
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28 | PWS 3.2.7.5

Liaison Support. If the Government requires the
Contractor to detail any Contractor employee
under Liaison Support for 31 consecutive
calendar days or more, the detailed Contractor
employee shall be billable starting from the 31st
calendar day worked under the firm fixed hourly
rate established under paragraph 5.2. Surge
Support.

Will the Government please confirm that Surge
CLINs will be ordered on a Labor Hour basis, and
revise the RFQ and associated attachments to
reflect the required changes, as needed?

The Surge CLINs will not be ordered on a Labor
Hour basis. The PWS has been revised to
reflect firm fixed price billing.

29 | PWS43

The Contractor shall identify all proposed non-
key personnel to include labor category,
qualifications and security clearance level.

Given that the RFQ anticipates the award of a BPA
with no current associated call orders, will the
Government consider removing this requirement
at the BPA level, and instead include it at the call
order level?

All non-key personnel will be identified at the
Call Order Level as applicable. The PWS has
been revised per question.

30 | PWS6.9.1

The Government states that a draft Transition In
Plan (TIP) is due “with proposal submission.” This
does not appear to be stated in the other proposal
submission instructions. Could the Government
please clarify this requirement? If the TIP needs
to be included, in which volume should it be
included and how will it be evaluated?

A Transition In Plan (TIP) is due for each BPA
Call order as applicable. The PWS has been
revised per question.
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31 | Attachment 3 Terms and
Conditions, Section 2.0

The RFQ states “Discounts shall be in terms of a
flat percentage to be applied against the GSA
Schedule price for the product or service." The
provisions of this paragraph appear to require
that pricing shall be the most current GSA
Schedule price less the proposed BPA percentage
discounts. If this is the Government’s intent, we
believe this approach of establishing a governing
percentage discount relationship between the
then current GSA Schedule Rates and the BPA
rates creates significant risk for the contractor
and could potentially affect the level of discount
otherwise proposed by the contractor if the
requirement were to propose simply discounted
rates. The GSA Schedules have a price reduction
clause that could be unintentionally tripped
resulting at or below cost rates which would be
compounded by a further percentage discount off
the Schedule rate. In practice, any rate charged
can never be higher than the current GSA
Schedule rate. As a result prudent contractors
would be reluctant to offer their best discounts
given this risk. Additionally, the monitoring
process and administration associated with
adjusting BPA rates over the life of the vehicle is
both burdensome and costly to the Government
and contractor alike.

In lieu of the current requirement that the
successful contractor base their pricing on the
then current GSA labor rates less the proposed
BPA discounts over the life of the BPA, will the
Government consider revising the language in
BPA RFQ Attachment 3, Section 2.0, such that the
Quoter may propose firm discounted BPA rates as
its offer as an acceptable alternative?

The Government is not revising Section 2.0 of
Attachment 3 - Terms and Conditions.
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32

Attachment 3 Terms and
Conditions, Section 2.5

The RFQ states “The Contractor’s General Services
Administration (GSA) Federal Supply Schedule 70
Information Technology contract clauses are
incorporated into this BPA.”

Will the Government please confirm this should
read the Contractor’s GSA PSS Schedule?

Confirmed. The Attachment has been revised
per question.

33

Attachment 3 Terms and
Conditions

B. FAR CLAUSES
INCORPORATED IN FULL
TEXT

X (17) (i) 52.219-9, Small Business
Subcontracting Plan (Jan 2017) (15 U.S.C. 637
(d)(4))

Will the Government please confirm that Quoters
are not required to submit a Small Business
Subcontracting Plan with their proposal?

Not required. Attachment 3 revised per
question.

34

Attachment 3 Terms and
Conditions

C. HSAR CLAUSES
INCORPORATED IN FULL
TEXT

D. PROVISIONS
INCORPORATED BY
REFERENCE

These sections indicate there may be check boxes
for Quoters to complete and submit with their
proposals.

Will the Government please confirm any required
representations and certifications shall be
provided in Volume I Quote Summary?

Confirmed. The RFQ Letter has been revised
per question.

35

Attachment 3 Terms and
Conditions, section 2.6

The RFQ) states the period of performance is for
one twelve (12) month base period and four (4)
twelve (12) month option periods.

For pricing purposes, what is the estimated BPA
start date?

The first BPA Call is estimated to be awarded in
mid to late September of 2018.
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36

Attachment 3 Terms and
Conditions, section 2.0

With the exception of labor hour rates, prices
shall not escalate and are not subject to upward
adjustment during the term of the BPA.

Will the Government please clarify what other
prices are referred to in this statement?

The statement refers only to the labor hour
rates.

37

RFQ Cover letter, page 1, 2
&6

Attachment 3_Terms and
Conditions, page 2
Attachment 2 - BPA
Pricing Template
Attachment 1_PWS, page
28

The cover letter, submission instructions,
evaluation methodology, and the BPA Terms and
Conditions state the RFQ will result in a Firm-
Fixed Price (FFP) single award BPA with FFP BPA
Call Orders. In addition, Attachment 2 - BPA
Pricing Template states the Surge CLINS are FFP.
However, in Attachment 1 under Hours of
Operation the Government states “Additional
hours outside of the normal duty hours may be
required to support unknown contingencies and
the Contractor will be reimbursed by a separate
Surge Contract Line Iltem Number (CLIN) for this
support using firm fixed Labor Hour rates.”

Will the Government please confirm Surge CLINs
will be ordered on a Labor Hour basis, and revise
the RFQ and associated attachments to reflect the
required changes, as needed?

The Surge CLINs will not be ordered on a Labor
Hour basis. The PWS has been revised to
remove reference to LH reimbursement.

38

Quote Submission
Instructions, Evaluation
Factors, and Methodology
1.3.6.Volume III: Corporate
Experience Submission
Instructions.

Please confirm that the one (1) recent and
relevant contract with a value of $80M or more is
permitted to come from the Prime Quoter’s Major
Subcontractors, provided that the Prime quoter
meets the corporate experience requirements.

Atleast one (1) recent and relevant contract
with a value of $80M or more shall come from
the Prime Quoter.
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39 | 3.2. CTCEU Vetting
Operations - TASKS
3.2.14.

3.2.1.5.

The government requests for analysts to analyze
manual leads daily, and to process all manual
leads backlogs. Does ICE desire to develop
automation solutions for the prioritization and/or
analysis of these leads?

No.

40 | 4.5 Security Clearance

Requirements

Our company holds an active Secret facility
clearance, but not Top Secret. Will ICE sponsor
contractors for obtaining Top Secret facility
clearance?

Yes, we can sponsor for a FCL for TS, however,
itis a lengthy process.

1.3.6 Volume II1I:
Corporate Experience
Submission Instructions

41

As currently written, the RFP requires recent and
relevant corporate experience of a single contract
valued in excess of $80 million. The Government
anticipates award of a single award Firm Fixed
Price (FFP) Blanket Purchase Agreement (BPA)
but it is not clear whether a BPA of comparable
size would be included in the definition of
contract. Can the government confirm that a BPA
award as a whole (and not merely individual
orders) would not qualify as a contract under the
definition?

A Blanket Purchase Agreement (BPA) or
Indefinite Delivery Indefinite Quantity (IDIQ)
contract would qualify as a contract under the
definition cited in RFQ section 1.3.6 provided
that at least $80M in BPA Calls or Task Orders
have been issued against the contract. The RFQ
has been revised per question.
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42 | 1.3.6 Volume III:
Corporate Experience
Submission Instructions

If BPAs are not included in the definition of
contract, this overly restricts competition and
prevents vendors from competing who could
demonstrate experience across a similar BPA
structure this award. Would the government
consider aligning the requirement to the
evaluation criteria with the following
substitution?

“For the purposes of this Volume, contract shall be
defined as:

a. A single work directive or similar
instrument (such as a BPA), which contains
individual statements of work issued under
a broader contract or agreement.

b. a Task Order (TO) or Delivery Order (DO)
placed under a single-award or multiple-
award contract (FAR 16.501-1); or,

c. asingle work directive or similar instrument
which contains a separate statement of work
issued under a broader contract; or,

d. asingle order placed under a basic ordering
agreement (BOA) (FAR 16.703); or,

e. asingle TO placed under a federal supply
schedule (FSS) (FAR 8.405-2); or,

f. asingle TO placed under a single-award or
multiple-award blanket purchase agreement
(BPA) (FAR 8.405-3 or FAR 13.303)

g. asingle Government or Commercial contract
which does not include any of the types of
instruments described in (a)-(g) above. "

See answer to question 41.
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43 | 1.3.6 Volume III:
Corporate Experience
Submission Instructions

Section 1.3.6 details the Corporate Experience
Submission Instructions with a requirement for
vendors to submit three “recent and relevant
demonstrated corporate experience contract
examples leading and completing Government
vetting and /or law enforcement intelligence and
threat analysis efforts”. Additionally, this section
requires, “Quoter has at least five (5) years of
experience working on recent and relevant
Government contracts and has worked on at least
one (1) recent and relevant contract with a value
of $80M or more”. There are few, if any,
Government tasks or contracts of similar size
performing the defined type of work. This overly
narrow corporate experience requirement
severely limits competition. Would the
government consider widening the competitive
field with the following substitution:

“At a minimum, the Quoter’s cited corporate
experience shall demonstrate that the Prime
Quoter has recent and relevant Government
experience working on contracts within the last
five (5) years and has worked on at least one (1)
recent and relevant BPA with multiple task orders
with a value of $10M or more.”

The Government maintains the $80M
Corporate Experience requirement.
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44

1.3.6 Volume I1I:
Corporate Experience
Submission Instructions

The government anticipates that this RFQ will
result in a single award Blanket Purchase
Agreement (BPA) to support the CTCEU and VLVI
and is asking quoters to demonstrate corporate
experience that includes "management and
coordination of multiple teams and /or
subcontractor relationships of a comparable size,
scope and complexity to the VLVI requirement”,
yet in Section 1.3.6 of the RFQ, quoters are
restricted from citing BPAs in their Corporate
Experience Submissions. Would the Government
allow the citing of BPAs to demonstrate Corporate
Experience since the anticipated result will be a
BPA and since BPAs require complex management
and coordination of multiple
teams/subcontractors that is necessary to satisfy
VLVI requirements?

See answer to question 41.

45

1.3.6 Volume III:
Corporate Experience
Submission Instructions

The corporate experience requirement for a
recent and relevant (single) contract or Task
Order with a value of $80M or more could easily
be interpreted as unfairly limiting competition as
it will preclude most mid-sized and even some of
the largest companies from qualifying. For
reference, the Defense Intelligence Agency (DIA)
Solutions for Intelligence Analysis 3 (SIA 3)
contract which will provide intelligence analysis
support to the entire DIA enterprise required that
bidders (full and open/unrestricted) demonstrate
arun rate of $10m/year and allowed IDIQ/BPA
roll-ups. Would the government consider
modifying this requirement to include BPA/IDIQs
roll-ups and lower the total contract value to
$10M to allow for greater participation from mid-
sized companies and fair competition?

See answer to question 41.
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46

1.3.3 Volumes and
Organization

Would the government confirm that the page
restriction for Volume IIT Corporate Experience
does not include the required copies of SOWs and
PWSs for the work cited? Also, please provide the
government's preference on how to submit these
copies (i.e., as an appendix to Volume III or as
separate files).

Copies of the SOW/PWS documents are NOT
included in the page count. The documents may
be included as an appendix. The RFQ Letter
has been revised per question.

47

Section 1.3.6

"Section 1.3.6.1. Corporate Experience
Documentation requires bidders provide “Copies
of the Statements of Work or Performance Work
Statements from each of the submitted contracts
to establish the relevance of the contract to the
scope of work activities." Due to the sensitive
nature of the scope of work, many clients do not
release detailed Statements of Work that would
clearly illustrate tasks of "leading and completing
Government vetting and/or law enforcement
intelligence and threat analysis efforts". Would
the government accept a detailed project
description certified by the government
Contracting Officer’s Representative (COR) as
acceptable Corporate Experience Documentation?
Or

Suggested substitute language: “k. Copies of the
Statements of Work or Performance Work
Statements from each of the submitted contracts
to establish the relevance of the contract to the
scope of work activities OR a detailed description
of contracted services certified by the government
Contracting Officer’s Representative (COR).""

Alternative accepted. The RFQ letter has been
revised per question.
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48

Section 1.3.7 Volume IV:
Key Personnel Submission
Instructions

This Section states that quoters shall provide one
(1) resume and Letter of Commitment for each of
the proposed Key Personnel listed under the PWS
Section 4.0. In PWS Section 4.0, the Key Personnel
are listed as the Program Manager, Project
Manager, Deputy Project Manager, and Senior
Task Lead which would equate to a total of four
(4) resumes. In the BPA Pricing template, there
are 7.5 Key Personnel listed for CTCEU and 4.5
Key Personnel listed for VSP for a total of 12 FTE.
Would the government please confirm the
number of Key Personnel resumes that are
required for Volume IV?

There are twelve (12) Key Personnel Full Time
Employees (FTEs) and the Government is
expecting twelve (12) Key Personnel resumes.

49

4.5 Security Clearance
Requirements

Section 4.5 of the PWS states that CTCEU
Operations personnel are required to be able to
obtain and maintain a Top Secret clearance and be
SCl eligible. On the CTCEU Support Tab of the BPA
pricing template, there are 73 Junior Analysts that
must be TS eligible and 53.5 other positions that
require Top Secret clearance. Can the government
clarify the clearance requirements for CTCEU?
More specifically, do CTCEU Key Personnel
require Top Secret clearance per the Pricing
Template or does the PWS language stating all
personnel must be able to obtain a TS clearance

apply?

All personnel must be able to obtain a Top
Secret clearance and be SCI eligible. Junior
analysts may be brought on to the project prior
to obtaining a Top Secret clearance, but are
expected to submit an SF-86 upon being hired.
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50 | Section 1.3.7 Volume IV:

Instructions

Key Personnel Submission

In Section 1.3.7 of the RFQ, bidders are requested
to provide the "Availability Percentage” for each
of the Key Personnel proposed. However, the BPA
Pricing template has the Program Manager as 0.5
FTE for both CTCEU and VSP totaling 1.0 FTE
(100%) and all the other Key Personnel as FTE's
(100%). Is less than full-time support an option
for Key Personnel? If so, please provide guidance
on how to address in the pricing template as the
FTE column is not editable,

Less than full-time support is not an option.
The Government requires one (1) full time
Program Manager to oversee both VSP and
CTCEU operations.

51 | 1.2.2 Submissions

Would the government accept .pdf files in lieu of
MS Word files for all volumes/documents except
for the Pricing Template (MS Excel)?

Pdf and Excel 2010 format submissions are
acceptable.

52 | Request for Quote (RFQ)

Will the government please provide an estimated

The first BPA Call is estimated to be awarded in

Number start date for the contract for pricing purposes? mid to late September of 2018.
70CMSD18Q00000016
Page 1

53 | Request for Quote (RFQ) Will the Government please clarify the page The Corporate Experience page limitation is
Number limits? Please confirm that Corporate Experience | three (3) pages TOTAL.
70CMSD18Q00000016 is limited to three (3) pages per corporate
1.3.6, Corporate experience reference for a total of nine (9) pages.
Experience
Page 3

54 | Request for Quote (RFQ) Please confirm copies of the Statements of Work | Copies of the SOW/PWS documents are NOT
Number or Performance Work Statements for each included in the page count. The RFQ Letter has
70CMSD18Q00000016 submitted relevant contract are excluded from been revised per question.
1.3.6.1.k, Corporate the Corporate Experience page limitations.
Experience
Documentation:
Page 5
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55 | Request for Quote (RFQ)
Number
70CMSD18Q00000016
1.3.6.1. item d states to
provide: “Delivery or
Performance Schedule.”,
Corporate Experience
Documentation:

This information for one or more of the Corporate
Experience References we intend to propose is
classified. Will the government consider
removing this requirement?

Alternatively, will the Government accept the
Deliverable and Milestones table contained in the
SOW/PWS as a satisfactory response?

The SOW can be submitted separately redacted
as necessary or in the format as outlined in
revised Section 1.3.6.1 k of the RFQ.

The Government will accept the Deliverable
and Milestones table contained in the
SOW/PWS as a satisfactory response.

1.3.8 Volume V: Price
Submission Instructions

Page 5

56 | Request for Quote (RFQ) Is the offer correct to assume the travel plugs are | The Travel estimates are inclusive of all
Number inclusive of all applicable indirect rates and fee? reimbursable expenses in accordance with FAR
70CMSD18Q00000016 Part 31.205-46, Travel Costs and Federal

Travel Regulations.

1.3.8 Volume V: Price
Submission Instructions
Page 6

If not, in what format should it be provided?

Page 6

57 | Request for Quote (RFQ) Is the offeror supposed to insert the mapping of Quoters have the ability to add a tab for GSA
Number GSA PSS contract categories to RFQ labor PSS labor category mapping should they
70CMSD18Q00000016 categories in Attachment 2 as an additional tab? choose to do so.

58 | Request for Quote (RFQ)
Number
70CMSD18Q00000016
1.3.7 Page 5 and PWS 4.0
Labor Category and
Qualifications

Page 16

RFP Section 1.3.7 states “Quoters shall provide
one (1) resume and Letter of Commitment for
each of the proposed Key Personnel listed under
PWS Section 4.0..." Section 4.0 of the PWS lists
four distinct Key Personnel titles whereas the
pricing model (under Tab 3 - CTCEU Support -
FFP and Tab 6 - VSP Support - FFP) lists 12 to 14
Key Personnel. Will the Government clarify that
they're expecting one resume per distinct Key
Personnel titles for a total of four (4) resumes?

There are twelve (12) Key Personnel Full Time
Employees (FTEs) and the Government is
expecting twelve (12) Key Personnel resumes.
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59 | Attachment 3
Page 1

Will the Government confirm whether quoters are
to submit a signed copy of Attachment 3 with
their quotes?

A signed copy of Attachment 3 is not required.

60 | PWS 6.9.1 Transition-In,
Page 27

The PWS states, “A draft TIP is due with proposal
submission.” We assume this is to be provided as
a separate attachment outside the volume page
counts. Is our assumption correct? If not, whatis
the expectation?

A Transition In Plan (TIP) is due for each BPA
Call order as applicable. The PWS has been
revised per question.

61 | Quote Submission
Instructions p.3

The requirements for Corporate Experience
(Volume III [AW 1.3.6) limit the number of pages
to three (3) pages. Is it the Government’s
intention that all Corporate Experience fall within
the three page limit? Or is it three (3) pages for
each corporate experience?

The Corporate Experience page limitation is
three (3) pages TOTAL.

62 | Quote Submission
Instructions p.5 (1.3.6 (k))

The requirements call for “Copies of the
Statements of Work or Performance Work
Statements from each of the submitted contracts
to establish the relevance of the contract to the
scope of work activities.”

Would the Government consider removing this
requirement from page count since a Statement of
Work (SOW) or Performance Work Statement
(PWS) would exceed the three (3) page limit for
the section?

Copies of the SOW/PWS documents are NOT
included in the page count. The RFQ Letter has
been revised per question.
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63 | PWS Para 3.3.2. Are the “dedicated training team” personnel Yes, the dedicated training team personnel is
included in the FTE count identified in the BPA included in the FTE count identified in the BPA
Pricing Template? Pricing Template.
Should we assume the dedicated training team Yes, the vendor should assume the dedicated
referenced in PWS 3.3.2 are included in the FTE training team referenced in the PWS are
provided in the pricing template or is it the included in the FTE provided in the pricing
Government's intent to provide a NTE plug i
: ; template.
number for this service?
64 | RFQ Letter Will the government accept submission of Pdf submissions are acceptable.
1.2.2 documents in Adobe PDF format?
65 | RFQ Letter Will the government consider allowing the offerer | The page count for resumes is two (2) pages
1.3.3 to use the three pages allowed for key personnel | and the page count for letters of commitment is
for resume and letter of commitment one (1) page. There shall be no alterations to
interchangeable? In other words, is the page the page counts.
count for resume 2 pages and the letter 1 page, or
can the page limits be altered for each
requirement, as long as the entire submission
does not exceed 3 pages per person?
66 | RFQ Letter Will the government confirm that it is 3 pages per | The Corporate Experience page limitation is
1.3.6 corporate experience, thus 9 pages total for the three (3) pages TOTAL.
page limit for volume I1I?
67 | RFQ Letter For Location of Office Assigned, is the government | Potential Government locations.
1.3.7 & PWS 6.4 referencing potential government locations or
offeror locations (or both)?
68 | RFQ Letter Will the government provide examples of when it | The RF(Q Letter has been revised to cite that the
2.2 may hold negotiations? Government reserves the right to hold
discussions if necessary.
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69 | RFQ Letter
251

To receive an acceptable rating do all of the PWS
areas have to be covered by the up to three (3)
corporate experience submissions? Putanother
way, if not all the PWS areas are covered, is an
acceptable rating still possible?

If a Corporate Experience example submission
does not cover all of the taskings in the VLVI
PWS, an acceptable rating is still possible.
Please note that section 1.3.6.1 has been
revised to remove reference to “of the up to
three (3)".

70 | RFQ Letter

When the government references “Clarification” is

A Clarification is not synonymous with

2.0 & Pricing Template

expected minimum level of effort, personnel, and
skill classification to perform the contract
services? Can offeror alter the LOE if it is deemed
necessary?

2.5.3 that synonymous with negotiation as referenced negotiations.
in 2.27
71 | PWS Does the Pricing Template reflect the government | The pricing template reflects the total

estimated Level of Effort (LOE), personnel, and
skill classfication required for the life of the
BPA. Quoters may not alter the LOE.

72 | PWS
3.0

Does the government expect staff assigned to the
project to be specialized in either VSP or CTCEU
operations or be able to flow between the two as
conditions or demands warrant?

The Government expects assigned staff to
flow/float between VSP and CTCEU.

73 | RFQ Letter 1.3.7

The PWS mentions the requirement of being read

VSP operations require that if contract

entertain any substitution for the 4 year
requirements and expertise? For instance
educational attainment?

PWS 4.3 into certain programs. For Key an.d NUn-l.(ey personnel are to be assigned to VSP operations,

PWS 4.5 personnel working for VSP, there is mention that they are to have Top Secret Clearance, at a
there is a minimum of a Top Secret, but then go on L . i

: ; i minimum, at the time of assignment.
to say we are required to obtain and maintain a bs . o
TS/SCl as required. Can the government confirm Subsequent to assignment to VSP operations,
this doesn’t mean the minimum necessary personnel are required to obtain and maintain
clearance is TS/SCI for VSP? TS/SCL
74 | PWS Government is requiring certain skill sets of NST | Contract employees must meet the
3.2.211 Support personnel. Would the government requirements outlined in the PWS.
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75 | PWS
4.2.2

If government defines additional key personnel
after contract award, are those key personnel held
to the same standards within 4.2.3?

Yes.

76 | PWS4.2.4.3

If offeror is awarded contract and its key

Key Personnel may begin work on the contract

available open source databases, or expect the
vendor to obtain access to the same or identify
and propose alternatives?

6.9.1 personnel and remaining staff must be cleared to under an interim clearance but are expected to
be filled, does the government foresee and submit an SF-86 upon the start of the project.
expedited process for clearing staff to begin work
immediately?

77 | PWS3.0 Will client provide access to specific commercially | ICE will provide access to all commercially

available databases.

78 | PWS3.1.4.2.

Will the client provide vendors access to specific
tools to anonymize the social media reviews and
protect both the client and the vendor? Or will
vendors be expected to develop and implement a
solution on their own?

ICE will discuss the review of Social Media /
Open Source information at a later date. ICE
does not expect the vendor to develop and/or
implement their own solution.

79 | PWS3.1.53.&3.2.7.3

Can the client provide indications of how many
surges can be anticipated that would require a 1-2
hour arrival after notification? Would an
approved vendor facility for telework qualify as a
location to report to?

ICE is unable to provide the anticipated
number of surges requiring a 1-2 hour arrival
timeframe after notification, as these surge
scenarios would most likely be reactive in
nature and based upon unforeseen national
security events. If telework is approved, the
ICE will provide additional information on the
utilization of GFE at a later date and approved
vendor locations.

80 | PWS3.25.1.

Will client provide GFE for unattributable
computers, or specs on how to build, sanitize, and
refresh contractor devices on a regular basis? If
GFE, would vendors be permitted to use these for
approved telework from vendor facilities?

ICE will provide all GFE for both VSP and
CTCEU operations. ICE will discuss the review
of Social Media / Open Source information at a
later date, to include the ability to telework and
the utilization of GFE,
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81 | PWS3.253. Does client anticipate reviews of non-English The review of Non-English language records is
language resources? If so, can the client provide a | infrequent, but does occur occasionally. The
list of the primary languages anticipated to be vendor will not be required to provide
reviewed, and indicate is vendors will be required | personnel with those language capabilities.
to have those language capabilities?

82 | PWS3.3.1.2. Will any of these LEO or IC groups be based It is not anticipated that the contractor will
outside of the USA? communicate with LEO or IC groups outside

the United States, other than DHS personnel on
assignment OCONUS.

83 | PWS4.1.8. Can the client describe the current / standard Currently VSP Analysts work a full 8 hours,
shift staffing levels? beginning at various hours, but not currently

outside the hours of (6am to 9am) for the start
of the work day, ending 8 hours later. CTCEU
operates between the hours of 0600-2200 on
weekdays. The majority of CTCEU analyst
work day shift with only two missions teams
operating between 1400-2200.

84 | PWS422&45 Will reciprocity of clearances apply across all We cannot speak for the other agencies.
agencies, or will vendors be required to process Reciprocity will apply for ICE (unless issues are
clearances with multiple agencies. found).

85 | PWS 6.4 & PRO Section Can the client provide an indication of the areas ICE has no current, active plans for expansion

being considered for future expansion outside of
the NCR and any proposed timelines?

For open source, unclassified work, will this be
approved only for contractor/vendor facilities? If
work is only to be done on GFE, will vendors need
to have certain security measures in place at their
facilities?

outside the NCR for VSP or CTCEU operations;
however, due to the possibility of future
expansion, the reference to locations outside
the NCR was included.

ICE will provide all equipment to be used for
open source research. Open source research is
only to be done on approved GFE at the places
of performance as listed in Section 6.4 of the
PWS.
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Will the client identify the current incumbent
team'’s open source resources in use? Will training
also be included in the transition-in/out plan?

The government will not identify current
resources used by the incumbent. Training will
be provided during the transition period.

For background investigations, will client accept
existing TS/SCl and TS clearances and associated
materials already on file from other Agencies?

TS Only (unless issues are found). DHS does
not accept Interim TS.

SCI No. SClis an agency specific and access
must be processed through each agency for the
individual to be cleared and “read in” to that
agency. SCI will be cleared for TS until the SCI
is processed and approved.

This section describes the transition
requirements and states in the third paragraph
that “a draft TIP is due with proposal submission.”
However, the proposal instructions in Section
1.3.5 (Staffing Approach) do not specify that a
draft transition plan is required.

Can you please clarify whether a draft transition
plan is required as part of the proposal?

A Transition In Plan (TIP) is due for each BPA
Call order as applicable and is not due at the
BPA Level. The PWS has been revised per
question.

This section makes reference to “the Contractor’s
GSA Federal Supply Schedule 70 Information
Technology” contract clauses. This appears to be
incorrect. Can you please confirm?

Confirmed. The Attachment has been revised
per question

86 | PWS6.9.1&659.2
87 | PWS7.0
6.9.1 Transition-In - page
88
27
89 BPA Terms and Conditions
- Section 2.5
90 BPA Terms and Conditions
- Section 2.5.B

This section specifies clauses incorporated by
reference. These clauses include 52.219-9 Small
Business Subcontracting Plan. Since this award is
a BPA off of a GSA Federal Supply Schedule, which
already includes a SB Subcontracting Plan, can
you please clarify whether a separate plan is
required to be included with the proposal
submission?

Not required. Attachment 3 revised per
question.
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This section states that the Contractor “shall The “trainer” position will consist of personnel
provide a dedicated training team that will be from the “administrative (intelligence) analyst”
responsible for all initial system and database labor category. The term “dedicated” is
PWS Section 3.3.2.1 - training to all personnel.” There is not a “trainer” | intended to mean a collateral duty position,
91 Operational Training position in the list of labor categories. Can you and training duties will be conducted as
please clarify what labor category should be used | necessary when the employee is not
for this function and further describe what is conducting his /her normal, daily operational
meant by “dedicated”? functions.
The first paragraph of this section states that “the | A Transition In Plan (TIP) is due for each BPA
Contractor shall commence all required task Call order as applicable and is not due at the
order operations following a thirty-day BPA Level. The PWS has been revised per
transition-in period start.” In the third paragraph, | question. The thirty (30) day transition period
] the PWS states that the “Transition-In Plan (TIP) | will begin at date of a BPA Call order award if
92 | PWS6.9.1 - Transition-In | sha)l begin at a date specified by the Contracting | required.
Officer.” Can you please clarify if the 30 day
transition period begins at the date of award, or
whether it starts at a later date determined by the
Contracting Officer?
Does HSI have any social media tools/software to | Yes. Information on the ICE’s open source
Section 3.1.4 Social Media | conduct this research? If so what is the current tools/resources will be after contract award.
44 Research (Page 5) & technology/software being utilized?
Section 3.2.5 Social Media
Research
Will Contractor employees detailed in support of | CTCEU currently has NST members within the
Section 3.2.2 National the National Security Team be located solely in DC Metro Region as well as Warrenton, VA,
94 | Security Team (NST) the DC Metro Region? What are additional
Support locations (CONUS and OCONUS) for these details?
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RFQ Letter, Section 1.3.6.
Volume III: Corporate
Experience Submission
Instructions

95

It is common practice for Government agencies to
place multiple labor hour task orders against the
same statement of work under a single BPA or
contract for administrative and funding reasons.
Will the Government please confirm that all labor
hour task orders issued against the same
statement of work under a single BPA or contract
are collectively considered a single contract for
purposes of corporate experience evaluation?

See answer to question 41.

RFQ Letter, Section 1.3.6.1.
Corporate Experience
Documentation

96

Will the Government please confirm that the
referenced relevance standards are contained in
section 1.3.67

Confirmed.

RFQ Letter, Section 1.3.7.
Volume IV: Key Personnel
Submission Instructions

97

Will the Government please confirm that 12 key
personnel resumes are required with proposal
submission?

Confirmed.

98 | 1.1 General Condition

The Blanket Purchase Agreement (BPA) nature of
the award might imply the potential of specific
task orders for both known and currently
unspecified work (e.g., future BPA calls) during
the operation of the program, while the Firm
Fixed Price (FFP) nature of the award might imply
a very specific scope of work that would need to
be clearly known and bounded to quote a firm
fixed price. What should offerors assume will be
awarded as the baseline of the program? Does it
include the surge CLINs as FFP?

Per the pricing template, the BPA has been
structured to include a realistic estimate of
support needs that have the potential to be
wholly realized over the course of the contract.

The Surge CLINs are FFP.
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99 | 1.1, General Conditions

The Blanket Purchase Agreement (BPA) Pricing
Template has a prescribed number of hours by
labor categories in the various work areas
(CTCEU and VSP), to include additional surge
hours in each. Are these prescribed hours for
evaluation purposes only, or are they a specific
estimate of the number of hours and related
number of FTEs anticipated to perform the
program?

Yes, the prescribed hours are a specific
estimate of the number of hours and related
number of FTEs anticipated to perform the
program.

100 | 2.5.5, Evaluation Factor 4

Price

Section 2.5.5 states that, “Should an award be
made from this solicitation, it will be issued as a
Firm Fixed Price (FFP) single award BPA with FFP
BPA Calls.” Should offerors assume that the FFP
amounts in our submitted BPA Pricing Template,
for all CLINSs, to include the surge CLINs, are fixed
FFP amounts for invoicing purposes, or will the
FFP amounts be established during the request
for FFP BPA Calls during the program?

All rates are firm fixed price and will be
established at the BPA level.

101 | PWS6.9.1,54

Paragraph 6.9.1 states, “A draft TIP is due with
proposal submission. The final TIP is due five
business days after contract award, the contractor
shall develop a plan to transition services that
shall include:" while PWS 5.4 says that the TIP is
“due 5 business days after contract award.”

In addition, neither the RFQ instructions nor the
RFQ evaluation sections address a transition-in
plan (TIP) as a proposal requirement.

Please confirm that the draft TIP is not to be
submitted with the proposal and that it is a post-
award deliverable due in accordance with PWS
5.4.

A Transition In Plan (TIP) is due for each BPA
Call order as applicable and is not due at the
BPA Level. The PWS has been revised per
question.

102 | RFQ 1.3.6.1¢

This paragraph references 1.3.7. Please confirm
the reference is 1.3.6.

Confirmed. Revised per question.
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103 | PWS 4.3 PWS 4.3 states, “The Contractor shall identify all All non-key personnel will be identified at the
proposed non-key personnel to include labor BPA Call Order Level. The PWS has been
category, qualifications and security clearance revised per question.

level. All proposed non-key personnel shall be
presented to the COR and ICE Office of
Professional Responsibility, PSU for ICE suitability
and must begin the clearance process no later
than seven (7) calendar days after contract
award.”

Please confirm that the identification of all
proposed non-key personnel is not to be
submitted with the proposal and must be
presented post award.

104 | RFQ 1.3.6.1.k 1.3.6.1.k. requires “Copies of the Statements of Copies of the SOW/PWS documents are NOT
Work or Performance Work Statements from each | included in the page count, The RFQ Letter has
of the submitted contracts to establish the been revised per question.
relevance of the contract to the scope of work
activities.”

Please confirm that the PWSs or SOWs are outside
of the 3-page limit for Volume III.
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105 | RFQ 1.3.6.1.k

1.3.6.1.k. requires “Copies of the Statements of
Work or Performance Work Statements from each
of the submitted contracts to establish the
relevance of the contract to the scope of work
activities.”

Will the Government consider increasing the
Volume III page limit of three pages to six pages
so that contractors may elaborate on the
relevance of each of our contract examples to the
VLVI scope of work activities?

The Government is not increasing the page
limit for the Corporate Experience volume.

106 | RFQ 1.3.6.1.k

1.3.6.1.k. requires “Copies of the Statements of
Work or Performance Work Statements from each
of the submitted contracts to establish the
relevance of the contract to the scope of work
activities.”

Our Government customers will not permit the
release of the SOWs/PWSs for our corporate
experience examples that are most relevant to
VLVI due to the sensitive nature of the missions.
They will however permit us to describe the work
performed. Will the DHS Customer consider
deleting the requirement for submittal of
SOW/PWS documents?

If so, will the Government consider increasing the
Volume III page limit of three pages to six pages
so that contractors may elaborate on the
relevance of each of our contract examples to the
VLVI scope of work activities?

The SOW/PWS can be submitted separately
redacted as necessary or in the format as
outlined in revised Section 1.3.6.1 (k) of the
RFQ. The Government is not removing the
submission requirement. The Government is
not increasing the page limit for the Corporate
Experience volume.
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107 | RFQ 1.3.6.1.k 1.3.6.1.k. requires “Copies of the Statements of The SOW/PWS can be submitted separately
Work or Performance Work Statements from each | redacted as necessary or in the format as
of the subniitted contracts to establish the outlined in revised Section 1.3.6.1 (k) of the
relevance of the contract to the scope of work REQ.
activities.”

If the offeror has relevant corporate experience
example but it includes a classified statement of
work, is there a way that this example can still be
used?

108 | PWS 4.4.7 Would the government consider a Bachelor’s or Contract employees must meet the
Masters in an intelligence discipline with practical | requirements outlined in the PWS.
experience during the academic program as
meeting the one year experience requirement for
the Junior Analyst?

RFQ 1.3.6. Volume III - Will the government allow a CTA for this Contractor Teaming Agreements are

109 | Corporate Experience solicitation? acceptable.

Submission Instructions
110 | RFQ 1.3.6. Volume III - Will the government find past performance The Government is not requiring past
Corporate Experience references acceptable where the services performance references.
Submission Instructions provided are in scope, but not performed
specifically for law enforcement intelligence?

111 | PWS-4.1.2 Does the government require that the alternate or | Yes. The alternate Program Manager is
alternates Program Manager point of contact be required to be Key Personnel.
considered Key Personnel and require a resume
for the alternate?
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CONTRACTING OFFICER’S STATEMENT OF RELEVANT FACTS

From: [BX6). @XN(C) Contractin g Officer
Re: GAO Protest B-416734.1

Solicitation: 70CMSD18Q00000016 for Contract 70CMSD18A00000003, Awarded to SRA
International, Inc. on August 16, 2018.

INTRODUCTION

1. I am a Contracting Officer for the Department of Homeland Security (DHS), U.S.
Immigration and Customs Enforcement (ICE), Office of Acquisition Management (OAQ), in
Dallas, TX. I am the Contracting Officer that released solicitation 70CMSD18A00000016 and
awarded Blanket Purchase Agreement (BPA) 70CMSD18A00000003.

2 This requirement is for a contractor to provide support services to the Department of
Homeland Security (DHS), Homeland Security Investigations (HSI), National Security
Investigations Division (NSID) for the Visa Lifecycle Vetting Initiative (VLVI). ICE initiated
the VLVI to streamline and centralize the current manual vetting process for its Visa Security
Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) programs
under NSID. The contractor will provide personnel who will collect, research, and analyze data,
populate data in various law enforcement databases, and work with other government agencies.
The contractor will also conduct daily visa applicant and visa overstay screening and vetting
operations utilizing various unclassified and classified databases, tools and intelligence gathering
efforts, including but not limited to DHS databases, partner agency and intelligence community
holdings, and commercially available open source indices.

3 The Request for Quote (RFQ) 70CMSD18Q00000016 was released on an unrestricted
basis to a subset of General Services Administration (GSA), Professional Services Schedule
(PSS) Special Item Number (SIN) vendors on June 4, 2018, with a closing date of July 11, 2018
3:00 PM Central Standard Time (CST). Questions were due by June 11, 2018. See AR Tab 1 at
pages 1 — 107 for the complete solicitation package.

4. All questions were received by the stated due date. In total, one hundred and eleven (111)
questions were received. The Government responded to all questions and distributed answers in
RFQ Amendment 000001, on June 18, 2017. See AR Tab 3 for a complete detailed listing of the
submitted questions and Government responses.

3 Amendment 000001 also revised the RFQ Letter, the Performance Work Statement
(PWS), and the Terms and Conditions. See AR Tab 1 pages 108 — 333. No other amendments

were issued for the subject solicitation.

6. On or before July 11, 2018, ICE received eight (8) quotes from industry.
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7. From July 12, 2018 through July 17, 2018 I evaluated both “go/no go” factors; Factor
Corporate Experience and Factor 2 - Key Personnel. All eight (8) quotes were found to be

Acceptable. The Consensus Report for Factors 1 and 2 was signed and approved on July 17,
2018.

8. The Technical Evaluation Team (TET) began its evaluation of Factor 3 —Staffing
Approach on July 17, 2018. The TET assigned adjectival ratings as defined in RFQ. The
adjectival rating definitions are found at AR Tab 1 at 128 — 129:

Adjectival Rating Definitions:

Excellent The quotation exceeds requirements in a manner beneficial to the
Government and demonstrates an exceptional understanding of the goals
and objectives of the acquisition. One or more strengths exist and there are
no weaknesses present. Risk of unsuccessful performance is very low.

Acceptable The quotation meets all minimum requirements and demonstrates an
acceptable understanding of the goals and objectives of the acquisition.
Quotation offers no additional benefits beyond the stated requirements and
no significant weaknesses exist. Risk of unsuccessful performance is
moderate.

Marginal The quotation demonstrates a fair understanding of the goals and
objectives of the acquisition but fails to meet all minimum requirements.
Weaknesses outweigh any strengths that exist. Some revision(s) are

required for minimum acceptability. Risk of unsuccessful performance is
high.

Unacceptable The quotation fails to demonstrate an understanding of the goals and
objectives of the acquisition and fails to meet all minimum requirements.
The quotation has one or more significant weaknesses that will be very
difficult and/or impossible to correct. Major revision(s) are required for
minimum acceptability. The quotation is unawardable.

The RFQ also defined Strengths, weaknesses, deficiencies and clarifications as follows:

Term Definition
Strencih An aspect of the quote that increases the likelihood of successful
PR contract performance.
A flaw in a quote that increases the risk of unsuccessful contract
Weakness ‘ ‘ '
performance.

A weakness, or combination of weaknesses, that appreciably increases

Significant Weakness ;
gnif the risk of unsuccessful contract performance.

A material failure of a Quote/quotation to meet a Government
requirement or a combination of significant weaknesses in a
Quote/quotation that increases the risk of unsuccessful contract
performance to an unacceptable level.

Deficiency
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Limited exchanges, between the Government and Quoters that may
Clarification occur when award without discussions is contemplated. Clarifications
do not result in the submission of a revised quote.

9. The TET completed its Technical Evaluation Report on August 6, 2018. See AR Tab 6
for complete report.

10. I reviewed the Technical Evaluation Report as well as conducted my own independent
review of the quotes in preparing the Source Selection Decision Memorandum (SSDM).

11.  The SSDM was approved and signed on August 8, 2018. See AR Tab 7. The Government
awarded contract number 70CMSD18A00000003 to SRA International, Inc. (SRA) on August
16, 2018. The complete award package is found in AR Tab 2.

12. On August 16, 2018, I provided ManTech Advanced Systems International, Inc.
(ManTech) a written Brief Explanation of Award, which outlined in detail its ratings for each
non-price factor, strengths and weaknesses associated with Factor 3, and its total evaluated price.
Within said document, SRA’s total evaluated price and factor ratings were also outlined. See
AR Tab 10 for further details regarding the Brief Explanation of Award.

13. No BPA Calls have been issued against the BPA.
14. On August 24, 2018, ManTech filed GAO protest B-416734.1.
GROUNDS OF PROTEST

13, ManTech argues that the Agency (1) improperly awarded the BPA to a higher priced
technically equal quote, (2) unreasonably assigned weaknesses to ManTech’s Staffing Approach
quote (3) improperly rated ManTech as Acceptable for the Staffing Approach factor. I address
each allegation separately below:

(a) Contract was properly awarded to SRA International, Inc.

16. Protester claims ManTech should have received the award because they have a
“technically equal,” lower priced quote. ManTech asserts that the Government only had
discretion to award to a higher price quote when substantial differences were identified and the
Government determined that a price premium was warranted due to a higher adjectival rating.

(a)(1) ManTech’s interpretation of the RFQ’s evaluation criteria is incorrect.
17. The RFQ advised offerors that:

The Government anticipates award of a single award Firm Fixed Price (FFP)
Blanket Purchase Agreement (BPA) for the Visa Lifecycle Vetting Initiative (VLVI)
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support services to the Quoter whose quotation represents the best value to the
Government as set forth in this RFQ. The Government may award the BPA to other than
the Quoter offering the lowest price or achieving the highest confidence rating. The
Government warns Quoters that taking exception to any term or condition of the RFQ,
including submitting any alternate quote that requires relaxation of a requirement, may
make a quote ineligible for the BPA award, unless the RFQ expressly authorizes such an
exception with regards to a specific term or condition. (emphasis added)

AR Tab 1 at 121.
18. The RFQ describes the Basis for Award as follows:

The Government anticipates awarding a single award Firm Fixed Price (FFP) Blanket
Purchase Agreement (BPA) for the Visa Lifecycle Vetting Initiative (VLVI) support
services to the Quoter whose quotation represents the best value to the Government as
determined by the evaluation criteria described herein. In determining the best value to
the Government, non-price factors are more important than the price factor.

In the event that two or more Quotes are determined not to have any substantial
differences with respect to the non-price factors, price becomes more important. In the
event that Quotes do have substantial differences, award may be made to other than the
Quoter with the lowest priced Quote, if the Government determines that a price premium
is warranted due to a higher adjectival rating. The Government may also award to other
than the highest price and/or the highest rated quotation, if it determines that a price
premium is not warranted.

AR Tab 1 at 126-127.

19.  The Order of Importance of non-price Factor 3, Staffing Approach to Price was described
as follows:

Order of Importance. The order of importance for the below evaluation factors
is as follows:

*Staffing Approach is more important than price.
*As the non-price evaluation of quotations determines there are no substantial
differences, price becomes more important in making the award determination.

AR Tab 1 at 127.

20.  The RFQ explains that when substantial differences exist, award may be made to a higher
priced Quoter assigned a higher adjectival rating. Accordingly, when quotes are assigned
different adjectival ratings it is likely substantial differences exist between the quotes. The RFQ
also provides that when quotes are determined to not have any substantial differences, price
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becomes more important. The RFQ does not state that if all offerors receive the same rating,
award would automatically be made to the lowest priced quote.

In this acquisition, ManTech and SRA were evaluated and assigned the same rating. The
evaluation did not identify “substantial differences™ between these two quotes. Both quotes were
rated Acceptable and neither quote exceeded the stated requirements. If there were substantial
differences, the quotes may have been assigned differing adjectival ratings, if consistent with the
definitions in the RFQ. In this instance, since there were no substantial differences identified in
the evaluation, price became more important, but was not determinative.

The Protester asserts that, “Had ManTech known that the Agency intended to alter the relative
importance of price and non-price factors in the event of technically equal quotes, it would have
restructured its proposal... [and that]... the Agency’s failure to convey the relative importance of
its evaluation factors prejudiced ManTech.” Protest at 13. The Government stated the relative
importance of Factor 3 and Price under section 2.4.1. Order of Importance. AR Tab 1 at 127. As
documented in the SSDM, and consistent with the terms of the RFQ, the Award decision was
based on a thorough analysis of the proposed features contained in each quote, including
strengths, weaknesses, and risks, and Price.

21. As indicated in RFQ paragraph 2.4, Evaluation Process, the Government performed a
“tradeoff analysis of price and Staffing Approach.” SRA’s quote was evaluated as having three
(3) strengths and no weaknesses. ManTech’s quote was evaluated and assigned two (2) strengths
and two (2) weaknesses. Although there were no substantial differences identified between the
ManTech and SRA quotes, meaningful distinctions exist between the various features proposed
by each offeror that serve as the basis for the tradeoff decision, as discussed below and outlined
in the Source Selection Decision Memorandum (SSDM).

Proposal Features Distinguished

e, As documented by the TET and discussed in the SSDM, SRA proposes a retention
method to incentivize cleared analysts to extend their employment on the contract. Conversely,
ManTech’s quote lacked a focused retention mechanism that targeted cleared personnel.
ManTech’s approach appears to be consistent whether applied to junior or cleared personnel.
This is a meaningful distinction between the quotes. A great concern that directly affects the
VLVI requirement is the retention of cleared personnel in the National Capital Region (NCR),
which is where the bulk of the VLVI support will be rendered. Personnel retention has
continually been a significant challenge to the CTCEU/VSP program. Trends on the current
contracts that deliver the VLVI services have shown that individuals often leave the contract
soon after receiving a higher security clearance. This exodus leads to a huge deficiency of
cleared personnel. Continual vacant positions disrupt continuity of operations, which in turn
negatively affects the mission. The Government believes that SRA’s proposed retention
mechanism would significantly increase the likelihood that cleared personnel will refrain from
resigning after they receive a higher clearance. This in turn will lead to personnel remaining on
the contract for a greater period of time, which reduces the negative effects to operations related
to turnover of individuals with advanced security clearances.
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Additionally, ManTech cites that there is a “natural progression” path to VSP for high-
performing CTCEU junior-level analysts who either have a TS clearance or receive one. See AR
Tab 8, page 41. Mentioning this supposed natural progression in the “Retain” section of the
Staffing Approach causes concern that ManTech intends to exploit the path’s existence as a
retention mechanism within ManTech’s overall conceptual approach to Retention. This aspect
of ManTech’s quote was identified as a weakness because of the potential risk posed to CTCEU
staffing and successful contract performance generally. SRA neither acknowledged nor
disclosed any intent to use the perceived progression phenomenon as a retention method. Rather,
SRA created and outlined several retention methods for the VLVI effort. SRA did not propose to
manipulate the nature of the operating environment of VSP and CTCEU to create a retention
mechanism. This is yet another example of a meaningful distinction between the quotes. Both
CTCEU and VSP operational components require the utilization of personnel that have TS
clearances with SCI eligibility. Creating a pipeline or a “natural progression” to VSP operations
would be a detriment to the Government. Transferring TS/SCI analysts from CTCEU to VSP
would create an ongoing issue leaving CTCEU without experienced analysts cleared at the
TS/SCI level. This would insert risk into the program as the continuity of operations would be
disrupted, which in turn increases the likelihood of unsuccessful contract performance. This
shows a potential lack of understanding of CTCEU programs on ManTech’s part, as CTCEU has
a need for TS/SCI cleared personnel.

23.  The Government acknowledged in the SSDM that ManTech proposed a lower price.
However, all factors and related quote features were evaluated consistent with the instructions
contained in the RFQ. Even though price became more important when there were no substantial
differences identified, this does not mean that quote features related to Staffing Approach cease
to have any bearing on the Government’s award decision. It would be inconsistent with the terms
of the RFQ to, by default, make award to the lowest priced quote without analyzing the benefits
and risks associated with the proposed features of each quote.

24. After much consideration, I determined that the quote features and associated risks and
benefits of each quote, merited paying a 1% price premium over ManTech to obtain performance
by SRA. AR Tab 7 at 2-5.

25.  ManTech argues the Government only had authority to award at a price premium if there
were substantial differences between the quotes and the higher-cost quote received a higher
adjectival rating. ManTech’s argument does not pertain to this particular evaluation scenario,
because there were no substantial differences among the quotes. Further, while adjectival ratings
are useful, this award decision was based on an assessment of each quotes’ proposed features and
the associated benefits and risks. Consistent with the terms of the RFQ and based on this
analysis, I decided that award to SRA at a very small price premium over ManTech represents
the best value to the Government.
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(b) The Government reasonably evaluated ManTech’s Staffing Approach.

26. ManTech’s quote was evaluated as having met the minimum requirements in the PWS
and was assigned two (2) strengths and two (2) weaknesses. The RFQ defines a weakness as
follows:

“A flaw in a quote that increases the risk of unsuccessful contract performance.”

(b)(1) The Government reasonably assigned a weakness resulting from
ManTech’s lack of a focused retention method that targets cleared personnel.

217. The RFQ’s Staffing Approach submission instructions direct Quoters to specifically
address retention of cleared personnel and junior personnel. The RFQ provides as follows:

1.3.5. Volume II: Staffing Approach Submission Instructions.

135.1. The plan shall include a description of the Quoter’s methodologies to meet the
Security Clearance Requirements identified in section 4.5 of the Performance
Work Statement (PWS), specifically addressing the retention of cleared
personnel.

1352, The plan shall address how the Quoter expects to maintain appropriate staffing
levels and mechanisms for competitive employee retention and timely
replacement for vacant positions. The plan shall also include specific discussion
regarding recruitment and retention of junior personnel.

1353. Quoters shall discuss its approach for handling realignment of personnel in
response to changing/fluctuating workload within assigned program areas, and
ability to temporarily increase staffing to respond to emergent or technically
challenging assignments.

See AR Tab 8, page 124.

28. ManTech did not outline a retention methodology focused on cleared personnel in its
quote. Rather, its quote continually focuses on its retention methods applicable to both cleared
personnel and junior personnel. Further, ManTech incorrectly considers/treats all junior
personnel as though they are cleared in the Protest. On page 15 of its protest, ManTech states
that, “junior personnel are cleared personnel.” Clearly, ManTech makes no distinction between
the two personnel types, or doesn’t understand that there is a distinction, explaining why
ManTech’s proposed retention methods do not distinctly address/target cleared staff members as
the RFQ requires.

29.  The RFQ advised offerors that the Government would evaluate Quoters’ proposed

staffing approach as it pertains to its ability to retain cleared personnel and junior personnel. The
RFQ provides the following evaluation guidance:

2022-ICLI-00038 768



Protest B-416734.1

AR Tab 4 - Contracting Officer Statement of Facts
Subject to GAO Protective Order

Page 8 of 13

2.5.4. Evaluation of Factor 3: Staffing Approach. The Government will evaluate
whether the Quoter’s staffing approach reflects competitive methods for
recruitment and retention of personnel along with effective and flexible methods for
responding to the client’s projects and environmental dynamics. This includes:

2.5.4.1. Quoter’s techniques and ability for recruiting and retaining qualified
and cleared personnel, in accordance with PWS requirements, over the
life of the contract as well as the Quoters historical ability to retain
cleared personnel.
2.5.4.2. Quoter’s techniques and ability for recruiting and retaining junior
personnel, in accordance with PWS requirements, over the life of the
contract as well as the Quoters historical ability to retain the junior
personnel.
2.5.4.3 Adaptability and flexibility in fulfilling multiple positions
containing varied requirements within the scope of the PWS in a
reasonable time for surge and future BPA Calls.

30.  The Government considers ManTech’s failure to outline a retention plan specifically
focused on retaining cleared personnel once they are granted Top Secret (TS) or TS/Sensitive
Compartmented Information (SCI) clearance to be a weakness. As discussed in the TET report
and the SSDM, this weakness poses potential risk to the VLVI effort. Without a focused plan to
retain cleared personnel, the CTCEU and VSP programs could experience a greater risk of losing
qualified and experienced analysts which would have a detrimental effect on various national
security programs. Mission success would be negatively impacted without continuity of
personnel to maintain the necessary staffing levels. This risk increases the likelihood of contract
failure. AR Tab 6 at 16-17, 19; AR Tab 7 at 4.

31.  ManTech asserts on page 15 of its protest that “junior personnel are cleared personnel”
and that the Government failed to provide distinction between the two personnel categories. On
the contrary, specific clearance requirements are outlined in Attachment 2 — BPA Pricing
Template and are further clarified in the Government’s response to vendor questions which was
provided with Amendment 000001. Reference to these documents was conveniently omitted
from ManTech’s protest.

32. As outlined in AR Tab 1, page 65, seventy-three (73) junior analysts are only required to
be eligible for a Top Secret (TS) clearance. Furthermore, in AR Tab 3, page 18, question 49, the
Government responded to vendor questions regarding clearance requirements for the seventy
(73) junior analysts stating that these analysts may be brought on to the contract prior to
obtaining its clearances. As such, the statement that all junior analysts are cleared 1s inaccurate.
Further, the converse of the statement is also untrue as not all cleared analysts are junior analysts.
This is why the Government included two separate bullets on the RFQ requesting distinct
discussion of retention methods for cleared personnel and junior personnel.

33. ManTech asserts on page 16 of its protest that the “plain language” of the quote indicates
that ManTech’s Staffing Approach includes a focused plan to retain cleared personnel. In the
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introduction of ManTech’s Staffing Approach, Volume II, Section 5 — Retain, ManTech states
that it understands the need to retain cleared personnel and that its retention initiatives are based
on its experience with TS and TS/SCI staffing needs. See AR Tab 8 at 40-41. However, the
subsequent discussion does not include any specific mention of incentives, bonuses, or personnel
contract commitments that solely target cleared staff members. Any mention of such retention
mechanisms either target junior personnel or are offered to all personnel regardless of clearance
status. AR Tab 8 at41; AR Tab 7 at4; AR Tab 6 at 17, 19.

34. Moreover, ManTech’s assertion that Section 5 - “Retain” focuses entirely on retention of
cleared personnel is inaccurate. By ManTech’s own admission on page 17 of its protest, they
state incentives were included in the retention plan that were “developed specifically to retain
junior personnel”. However, as discussed above not all junior analysts are cleared personnel.
Therefore, the statement in its protest that section 5.0 of its Staffing Approach focuses
exclusively on cleared personnel is untrue. Protester asserts that the Government did not
accurately assess the plan, but the Government explains above that “junior personnel” are not
necessarily cleared personnel and protester makes no distinction in the retention plan.

a3, On page 4 of the protest ManTech asserts that its compensation incentives are geared
toward cleared personnel as retention mechanisms. Within its Staffing Approach, ManTech does
cite use of a compensation plan as an incentive, but ManTech does not describe details of this
plan. In AR Tab 8, page 41, Table 5-1, heading Retention of Qualified and Cleared Personnel
(1.3.5.1, 2.5.4.1), Bullet 1 simply cites a compensation plan with flexible benefits for obtaining
clearances and career progression. There is no discussion or explanation as to what the
compensation plan is, or what the benefits package includes. Further, Table 5-1, heading
Competitive Employee Retention (1.3.5.2), Bullet 1 also cites use of a compensation plan as a
retention method. However, the reference to RFQ bullet 1.3.5.2 in the heading maps to the RFQ
bullet where the Government requested Quoters provide discussion specific to retention of
junior analysts. See AR Tab 1, page 124 for RFQ reference. Also, on AR Tab 8, page 41,
ManTech mentions that junior personnel are provided “competitive compensation and benefits
packages”. This indicates that ManTech intends to use compensation plans and benefits packages
to target all personnel regardless of their clearance status. ManTech includes no discussion
regarding differentiating characteristics among the two compensation plans and benefit
packages, leading the Government to believe there is no difference between the two. This again
supports the Government’s statement that ManTech did not include a distinct retention method
targeting cleared personnel.

36. ManTech outlined compensatory recognition for high performing staff members and
attempts to imply that this retention feature is geared solely toward cleared personnel by leading
the discussion with a statement regarding its capacity to retain cleared personnel. See AR Tab 8
page 41. However, the closing statement of the paragraph describing this purported cleared
personnel retention approach states, “ManTech specifically applies this to attract and retain
junior personnel”, see AR Tab 8, page 41. This statement negates any implication that this
particular compensatory retention mechanism is solely used to maintain cleared staff members.
Rather, it is specifically used to retain junior staff members. Which again, not all junior
personnel are cleared. Moreover, reward for high performance doesn’t necessarily encourage
retention, but rather encourages better performance outcomes. The Government was not
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evaluating performance outcomes. The Government was evaluating ManTech’s ability to retain
staff.

37. ManTech also claims that they offer referral bonuses to cleared personnel. See AR Tab 8
page 41, Table 5-1, Heading 1.3.5.2. This is contradictory to the information provided in Table
5-1. Within the table referral bonuses are listed under the heading “Competitive Employee
Retention (1.3.5.2)”. However, RFQ Bullet 1.3.5.2, which is referenced in table 5-1’s heading,
instructs contractors to discuss methods to retain junior personnel. This indicates that
ManTech’s referral bonuses are geared towards junior personnel, not cleared personnel as
asserted in the protest. ManTech includes no discussion regarding differentiating characteristics
between referral bonuses awarded to junior personnel versus cleared personnel. This too supports
the Government’s belief that there is not a focused retention method for cleared personnel.

38. On page 17 of the protest, ManTech claims that its career development training is used to
target cleared personnel. There is no mention in ManTech’s quote that the training is targeted to
cleared personnel. There is also no mention of which personnel category the training is targeting
whether it be cleared, or junior, or all staff. Further, Table 5-1, headings - “Competitive
Employee Retention (1.3.5.2)” and “Retention of Junior Personnel (1.3.5.2, 2.5.4.2),” outline
methods to retain junior personnel including ManTech’s award winning MTU training as
retention mechanisms geared towards junior personnel. This indicates that the training is
targeting junior personnel rather than cleared personnel. Moreover, in Table 5-1, under heading
“Retention of Qualified and Cleared Personnel”, there is no mention of training being used as a
retention method to target cleared personnel. See AR Tab 8, page 41.

39.  Throughout the protest, ManTech’s assertions concerning junior and cleared personnel
are consistently inconsistent. ManTech conveniently distinguishes between the two personnel
types on page 17 of the protest. In the last paragraph on page 17, ManTech alleges that they did
in fact propose a retention plan “specifically geared toward cleared personnel and with incentives
specifically targeting junior personnel” implying that these are two separate and distinct
personnel types. This negates its statement on page 16 of the protest where they state that Section
5.0 focuses “exclusively on cleared personnel.” Moreover, page 15 of protest indicates ManTech
considered both personnel types to be one and the same when they stated, “junior personnel are
cleared personnel.”

40.  The record reflects that the evaluation reasonably determined that ManTech proposed no
distinct retention methodologies to retain cleared personnel, but rather approached and treated
junior and cleared personnel as one in the same. As documented in the record, it is the
Government’s reasonable belief that ManTech’s retention plan is applied consistently to both
junior and cleared personnel, without distinction, and that this is a weakness in the proposed
approach.
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(b)(2) The Government reasonably assigned a weakness for citing the “natural
progression” path between CTCEU and VSP in the retention plan.

41. ManTech cites within the “Retain” section of its Staffing Approach that there is a
“natural progression” from CTCEU to VSP for personnel that have or obtain its TS clearance.
AR Tab 8 at 41. The Government identified this a weakness. The CTCEU and VSP have
varying clearance requirements due to the differing types of operational conditions and the
nature of the work each performs. However, VSP and CTCEU both have a need for TS/SCI
cleared personnel. As the record reflects, creating a pipeline or a “natural progression” to VSP
operations would be detrimental to the Government and inhibit successful performance. As
documented in the TET report and the SSDM, transferring TS/SCI analysts from CTCEU to VSP
would create an ongoing issue leaving CTCEU without experienced analysts cleared at the
TS/SCI level. The Government believes this proposed approach shows a potential lack of
understanding on ManTech’s part regarding CTCEU programs. As a result, this proposed
conceptual approach could result in unmitigated disruption in both hiring and retention practices,
increasing the likelihood of unsuccessful contract performance and was reasonably assigned a
weakness.

42. ManTech asserts on page 18 of the protest that it never proposed to establish such a
pipeline, but merely noted its existence. However, The Government believes ManTech proposes
to exploit what it observes as a natural progression path as a component of its overall approach to
retention. The first sentence of the second paragraph below Table 5-1states that, “ManTech fully
understands the challenges associated with retaining junior personnel”. AR Tab 8, page 41.
Within this same paragraph, ManTech outlines various retention methods they intend to employ
to retain junior personnel. The last sentence of this paragraph, proposes the “natural
progression” path to VSP for “high-performing” CTCEU analysts. ManTech’s discussion of a
“natural progression path for high-performing [personnel]” to move from CTCEU to VSP under
the Retention component of its Staffing Plan leads the Government to believe that what
ManTech intends, is to use this “natural progression path” as part of its overall approach to
retention; i.e. as a retention mechanism. As is well documented in the SSDM and TET report,
this aspect of ManTech’s retention plan is considered a weakness due to the risks posed to
CTCEU staffing and contract performance generally.

43.  ManTech alleges on page 18 of its protest that it merely observes a natural pipeline that
exists due to the structure of the RFQ. The “natural progression” ManTech alleges to observe is
not a part of the RFQ structure. The Government did not structure the RFQ to outline or create
the pipeline, nor does ICE intend for one to be inferred. To the extent one exists, as ManTech
asserts, ICE does not favorably consider any proposal feature that promotes its use as a
mechanism for high-performing personnel to progress in their careers.

44.  The RFQ is written to reflect the operating environment of the VSP and CTCEU. These
are two separate programs with separate personnel security clearance requirements, separate
missions, and separate operating environments. Although there is some mission overlap, they are
stand-alone programs with their own unique needs, management, and mission. The Government
has never recognized, acknowledged, or utilized the purported “natural progression” between
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these programs. In fact, to the extent that one may exist, it would be a hindrance to the programs.
When personnel leave the CTCEU for VSP, CTCEU is left understaffed, or, if a timely
replacement is provided, CTCEU must overcome a learning curve for the new staff member.
ManTech’s inference highlights its lack of understanding of the importance of stable staffing for
the CTCEU, and it does not follow from ManTech’s argument that the agency’s evaluation was
unreasonable in this respect.

(¢) ManTech would not have received a higher adjectival rating in the absence of
weaknesses.

45.  ManTech claims on page 19 of its protest that had it not been assigned these weaknesses,
ManTech would have received a higher rating and thus, received the award. This is completely
inaccurate and ManTech misinterprets the definition of Excellent. As defined in the RFQ, AR
Tab 1, page 128, in order to be rated Excellent:

“The quotation exceeds requirements in a manner beneficial to the Government and
demonstrates an exceptional understanding of the goals and objectives of the acquisition.
One or more strengths exist and there are no weaknesses present. Risk of unsuccessful
performance is very low.”

If ManTech had no weaknesses, it would still have been rated Acceptable, because the quote
never exceeded the Government’s requirements. AR Tab 1, page 124, RFQ Section 1.3.5
outlines the points vendors were to address when submitting quotes. ManTech met these
requirements in that they submitted a Staffing Approach that outlined its plan to meet security
requirements, a blended approach to retain cleared personnel, approach to recruit and retain
junior personnel, and its plan to respond to changing workload requirements. ManTech’s
Staffing approach did have two strengths that offered benefit to the Government. However, there
was nothing in its quote that went above and beyond the requirements in the RFQ. AR Tab 6
pages 16 -21 and AR Tab 7 pages 4-5.

Furthermore, ManTech was expressly informed on page 2, Section C, of its Brief Explanation of
Award that its Staffing Approach quote did not exceed the stated requirements. AR Tab 10 at 2.
Because ManTech did not propose any feature evaluated as having exceeded the Government’s
requirement, there is no rational basis for assigning an Excellent adjectival rating.

46. Because the record reflects that the award decision was not based strictly on the assigned
adjectival ratings, protester’s assertion that, “But for the Agency’s actions, ManTech would have
received a higher adjectival rating for its Staffing Approach and thus award of the contract,” (p.
19) is not accurate.

47. The record reflects that consistent with the terms of the RFQ the Government conducted
a reasonable evaluation, properly documented features, including the existence of strengths and
weaknesses, and made a proper tradeoff decision based on the benefits and risks associated with
the particular features of each quote in deciding to pay a 1% price premium to obtain
performance by SRA.
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. " ; ; . b)(6);
48. Point of contact is the undersigned at (214) 9(b)7)c)

(0)(6); (L)(T)C)

09/24/2018

Date

Contracting Officer
U.S. Immigration and Customs Enforcement

13
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U.S. Department of Homeland Security (DHS)

Office of the Acquisition Management (OAQ)
Investigations and Operations Support Dallas (I0SD)
7701 N. Stemmons Freeway, Suite 300, Dallas, TX 75247

U.S. Immigration
and Customs
Enforcement

Date: July 17,2018

Subject: Factors | and 2 Consensus Report for 70CMSD18Q00000016

1.1 BACKGROUND

The U.S. Immigration and Customs Enforcement (ICE) Office of Acquisition Management (OAQ) received
eight (8) written responses to the above referenced Request For Quote (RFQ) entitled, “Visa Lifecycle Vetting
Initiative™.

1.2 CONSENSUS EVALUATION
The Contracting Officer (CO) and the Contract Specialist (CS) were responsible for evaluating Factors 1 and 2.

2.1 EVALUATION PROCESS

The Government will award to the Quoter whose quote offers the best value in terms of Corporate Experience,
Key Personnel, Staffing Approach, and Price. Corporate Experience and Key Personnel will be evaluated first
on a go/no-go (“Acceptable/Unacceptable™) basis. Quotes that are rated as Unacceptable for either Corporate
Experience or Key Personnel will be ineligible for award and will be eliminated from the competition. Quotes
rated “Acceptable” for Corporate Experience and Key Personnel will be evaluated further for Staffing
Approach.

2.1.1 The Evaluation Criteria specified in the RFQ for Factor 1 — Corporate Experience is as follows:

The Government will evaluate the corporate experience to ensure they meet the requirements outlined in RFQ
Section 1.3.6. Per RFQ Section 1.3.6, Quoters shall provide recent and relevant demonstrated corporate
experience contract examples leading and completing Government vetting and/or law enforcement intelligence
and threat analysis efforts. Recent contracts are those performed within five (5) years of the date of issuance of
this RFQ, and relevant is considered to be of similar size, scope, and complexity to the taskings described in the
PWS. Ata minimum, the Quoter’s cited corporate experience shall demonstrate that the Prime Quoter has at
least five (5) years of experience working on recent and relevant Government contracts and has worked on at
least one (1) recent and relevant contract with a value of $80M or more. The cited demonstrated corporate
experience should include management and coordination of multiple support teams and/or subcontractor
relationships of a comparable size, scope and complexity to the VLVI requirement. Demonstrated corporate
experience examples can be from the Prime Quoter or the Prime Quoter’s Major Subcontractors. However, at
least one (1) of the corporate experience submissions must demonstrate that the Prime Quoter has experience
working on recent and relevant Government contracts. Examples where the Prime Quoter and Major
Subcontractor can demonstrate corporate experience performing on relevant Government contracts
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together/teaming together is permitted. Major Subcontract is defined as a subcontractor performing at least

25% (in hours or dollars) of the requirement relevant to the prospective BPA.

Quotes will be rated either acceptable or unacceptable, based on the rating definitions in the table below. Quotes
that do not meet the specified requirements will be rated unacceptable and will be ineligible for award.

Acceptable The quotation meets all corporate experience requirements as outlined
in Request for Quote (RFQ) Section 1.3.6.
Unacceptable | The Quoter’s Corporate Experience does not meet the requirements as

stated in Request for Quote (RFQ) Section 1.3.6 on its initial offer.
Quoter fails to meet one or more required criteria for technical
acceptability.

2.1.2 The Evaluation Criteria specified in the RFQ for Factor 2 Key Personnel is as follows:

Quotes shall be evaluated to determine whether they meet the requirements outlined in PWS Section 4.4.
Quotes will be rated acceptable or unacceptable based on the rating definitions in the table below. Quotes that

do not meet the specified requirements will be rated unacceptable and will be ineligible for award.

Acceptable The Quoter’s Key Personnel meet all of the requirements as stated in
the PWS.
Unacceptable | The Quoter’s Key Personnel do not meet the requirements as stated in

the PWS based on its initial offer. Quoter fails to meet one or more
required criteria for technical acceptability.

3.1 QUOTE EVALUATION

(0)(4)

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING - ACCEPTABLE

b)(4)
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Factor 1 — Corporate Experience
Relevancy — Similar Size, RFQ 1.3.6 and 2.5.1

Rationale (include Quote reference where practicabley—

Verified: reviewed Contract detailed in descriptions; Current value $141,983,644.00(SAQMMA 14C0065),
Vol 11, 2.0; citation # 1

<

IO

Relevancy — Similar Scope, RFQ 1.3.6 and 2.5.1

Rationale (include Quote reference where practicable}—

No PWS submitted, obtained from descriptions Vol 111,2.0 citation# 1, shows demonstrated evidence of
Visa Support services for DoS contract

<
I

Relevancy — Complexity, RFQ 1.3.6 and 2.5.1
Rationale (include Quote reference where practicable}—

Verified: Per self-assessment w/specific to Visa services as stated on Vol III 2.0, citation #1

I<

IO

Relevancy — Recency, within 5 years of June 4, 2018, RFQ 1.3.6 and 2.5.1

Rationale (include Quote reference where practicable

Verified: Vol 111,2.0 citation #1,within time frame 4/14 to 4/19

I<

m

Five (5) years recent and relevant experience on Government contracts, RFQ 1.3.6 and 2.5.1

Rationale (include Quote reference where practicable}—

Verified: Vol 111, 2.0 citation #1,within POP 4/14 to 4/19 , states, “Gov’t vetting, making informed decisions
on visa applications, continuous tracking and reporting...”

IO

One (1) recent and relevant contract with a value of $80M, RFQ 1.3.6 and 2.5.1
Rationale (include Quote reference where practicable}—

Verified: Vol III, 2.0, citation #1 DoS contract- self-assessment

IO

Corporate experience example includes management and coordination of multiple support teams and/or
subcontractor relationships, RFQ 1.3.6 and 2.5.1
Rationale (include Quote reference where practicahle}—

Verified: Vol I11,2.0, citation #1;worked w/ FBI and USCIS,DoS and treasury enforcement, managed over
1,125 personnel on DoS contract

I<

[

At least one (1) corporate experience example is from Prime Quoter RFQ 1.3.6 and 2.5.1
Rationale (include Quote reference where practicable}—

Verified: Vol III, 2.0, citation #1 DoS contract- self-assessment
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FACTOR 2 - KEY PERSONNEL
CONSENSUS RATING: ACCEPTABLE

(0)(4)

Factor 2 — Kev Personnel
One (1) Program Manager, PWS 4.4.1, RFO 2.5.2

(0)(4)

Two (2) Project Managers, PWS 4.4.2, RFQ 2.5.2

)@, (b)), B)7IC)
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Ab)(4)

Four (4) Deputy Project Managers, PWS 4.4.3, RFQ 2.5.2

©)(@), (b)(6). EY7)(C)

Five (5) Senior Task Leads, PWS 4.4.4, RFQ 2.5.2

©)@), (0)6), B)1)(C)
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3.1.2 QUOTER [P®

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

(0)(4)

Factor 1 — Corporate Experience
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(0)(4)

FACTOR 2 - KEY PERSONNEL
CONSENSUS RATING: ACCEPTABLE

(0)(4)

Factor 2 — Key Personnel
One (1) Program Manager, PWS 4.4.1, RFQ 2.5.2
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(0)(4)

Two (g) Project Managers. PWS 4'4'2: RFS! 2.:5.2

(b)(4); (£)(6); (L)T)C)

Four (4) DeEutv Project I\‘lmmgersi PWS 4.4.3i RFQ 22

(B)(T)HC); (b)(4); ()(E)
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(B)(6), (b)7)(C). (b))

Five (5) Senior Task Leads, PWS 4.4.4, RFQ 2.5.2

(0)(6); (P)(7)C); (b)(4)
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3.1.3 QUOTER[®®

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

(0)(4)

Factor 1 - Corporate Experience

(0)(4)
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b)(4)

FACTOR 2 - KEY PERSONNEL

CONSENSUS RATING: ACCEPTABLE
b)(7)(C); (b)(4); (b)(6)

Factor 2 — Key Personnel

One (1) Program Manager, PWS 4.4.1. RFO 2.5.2 -

b)(4); (b)(8); (b}7)C)

Two (2) Project Managers, PWS 4.4.2, RFQ 2.5.2

(0)(6); (P)(THC); (b)(4)
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[0)(E); (P)THC); (b)(4)

Four (4) Deputy Project Managers, PWS 4.4.3, RFQ 2.5.2

b)(B); (b)T)(C); (b)(4)

Five (5) Senior Task Leads, PWS 4.4.4, RFQ 2.5.2

©)(6), B)7)(C), (b))
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1-VSP-Cathy Medeiros, Vol IV, p.10-11;B.A.; 8+yrs exp
2-VSP-Bradley Saunders, VOL IV, p. 13-14;B.S ;5+ yrs exp
3-CTCEU-Steven Alexander, VOL IV, p. 28-29:B.S. ;5+ yrs exp
4-CTCEU-Adedamola Habib Eko, VOL IV, p. 31-32;B.S. ;6+ yrs exp
5-CTCEU- Michelle Anderson, Vol IV, p.34; Mast.; 6+ yrs exp
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b)(4)

3.1.4 QUOTER -

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

b)(4)

Factor 1 — Corporate Experience
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(0)(4)

FACTOR 2 - KEY PERSONNEL

CONSENSUS RATING: ACCEPTABLE
b)(4)

No

Factor 2 — Key Personnel

One (1) Procram Manager. PWS 4.4.1. RFO 2.5.2

b)(4)
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(0)(4)

Two (2) Project Managers, PWS 4.4.2, RFQ 2.5.2

(0)(4); ()(6); (B)THC)

Four (4) Deputy Project Managers, PWS 4.4.3. RFQ 2.5.2

B)6). BT, )@
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(0)(6), (P)(7T)C); (b)(4)

Five (5) Senior Task Leads, PWS 4.4.4, RFQ 2.5.2

B)6E), XTI, {5){4)

2022-ICLI-00038 791



3.1.5 QUOTER -

Protest B-416734.1

AR Tab 5 - Consensus Report Factors 1 and 2
Subject to GAO Protective Order

Page 18 of 34

(0)(4)

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

(0)(4)
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(0)(4)

FACTOR 2 - KEY PERSONNEL
CONSENSUS RATING: ACCEPTABLE

As demonstrated in the table below, Soterra provided one (1) resume and Letter of Commitment for each of the
twelve (12) Key Personnel listed under PWS Section 4.0 that clearly demonstrated the proposed personnel
possessed the required skills and qualifications as outlined in the PWS.

Factor 2 — Key Personnel

One (1) Program Manager, PWS 4.4.1, RFQ 2.5.2

b)(6); (L)(7T)(C). (b)(4)
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b)(B); (b)(T)(C); (b)(4)

Four (4) Deputy Project Managers. PWS 4.4.3. RFQ 2.5.2

(B)(6). D)7)(C). (b)(A)
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b)(8); (b)(7)(C)
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(b)(4)

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

(0)(4)
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(0)(4)

FACTOR 2 - KEY PERSONNEL

CONSENSUS RATING: ACCEPTABLE

(0)(4)
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b)(8); (b)T)(C). (b)(4)
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(0)(6); (b)(T)(C); (b)(4)
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(b)(4)

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

(0)(4)
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b)(8); (b)7XC)

FACTOR 2 - KEY PERSONNEL
CONSENSUS RATING: ACCEPTABLE

(0)(6); (P)(THC); (b)(4)
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b)(B); (b)(T)(C). (b)(4)
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(b)(6); (L)T)C)
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(0)(4)

3.1.7 QUOTER

FACTOR 1 - CORPORATE EXPERIENCE

CONSENSUS RATING: ACCEPTABLE

(b)(4)
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(0)(4)

FACTOR 2 - KEY PERSONNEL
CONSENSUS RATING: ACCEPTABLE

As demonstrated in the table below, Integral provided one (1) resume and Letter of Commitment for each of the
twelve (12) Key Personnel listed under PWS Section 4.0 that clearly demonstrated the proposed personnel
possessed the required skills and qualifications as outlined in the PWS.

(0)(4)
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(0)(6), (P)(7)(C); (b)(4)
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b)(8); (b)(7)(C); (b)(4)
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Concurrence of Evaluators:

b)(8); (bXT)C)
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Date: July 25, 2018
b)(B); (bX7)C)

To: bection Chief/Contracting Officer
Investigations and Operations Support Dallas (IOSD)
DHS/ICE/OAQ/IOSD

b)(6); (B)(7)(C . . .

From: RO Technical Evaluation Team (TET) Chair

(b)(6); (LXTNC) | Technical Evaluator
|(b)(5); (b)TNC) rechnical Evaluator
DHS/HSI/NSID
Subject: TET Consensus Report for 70CMSD18Q00000016
1.1 BACKGROUND

The U.S. Immigration and Customs Enforcement (ICE) Office of Acquisition Management (OAQ)
received eight (8) written responses to the above referenced Request For Quote (RFQ) entitled,
“Visa Lifecycle Vetting Initiative” A three (3) person TET reviewed Volume II for each vendor and
documented supporting information substantiating the assigned rating for Evaluation Factor 3.

1.2 CONSENSUS EVALUATION
The TET was responsible for evaluating Factor 3.

2.1 EVALUATION PROCESS

The Government will award to the Quoter whose quote offers the best value in terms of Corporate
Experience, Key Personnel, Staffing Approach, and Price. Corporate Experience and Key Personnel
will be evaluated first on a go/no-go (“Acceptable/Unacceptable™) basis. Quotes that are rated as
Unacceptable for either Corporate Experience or Key Personnel will be ineligible for award and will
be eliminated from the competition. Quotes rated “Acceptable” for Corporate Experience and Key
Personnel will be evaluated further for Staffing Approach. Within the best value continuum, the
Government will employ a Tradeoff analysis of price and Staffing Approach in evaluating the Quotes
submitted.

2.1.2 The Evaluation Criteria specified in the RFQ for Factor 3 is as follows:

Factor 3: Staffing Approach Factor Ratings. Each Quoter’s written submission will be
reviewed and evaluated and assigned an adjectival rating, for the Staffing Approach
evaluation factor. Simple statements of compliance or reiteration (i.e., “understood”; “will
comply”, “well-known techniques will be used”), without a detailed description of how
compliance or performance will be met, may not sufficiently demonstrate a Quoter’s ability
to meet the requirements and may result in a rating of Unacceptable. The Government will
evaluate the merits of Volume II using the following adjectival ratings and definitions scale
below:
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Excellent

The quotation exceeds requirements in a manner beneficial to the
Government and demonstrates an exceptional understanding of the
goals and objectives of the acquisition. One or more strengths exist
and there are no weaknesses present. Risk of unsuccessful
performance is very low.

Acceptable

The quotation meets all minimum requirements and demonstrates an
acceptable understanding of the goals and objectives of the acquisition.
Quotation offers no additional benefits beyond the stated requirements
and no significant weaknesses exist. Risk of unsuccessful performance
is moderate.

Marginal

The quotation demonstrates a fair understanding of the goals and
objectives of the acquisition but fails to meet all minimum
requirements. Weaknesses outweigh any strengths that exist. Some
revision(s) are required for minimum acceptability. Risk of
unsuccessful performance is high.

Unacceptable

The quotation fails to demonstrate an understanding of the goals and
objectives of the acquisition and fails to meet all minimum
requirements. The quotation has one or more significant weaknesses
that will be very difficult and/or impossible to correct. Major
revision(s) are required for minimum acceptability. The quotation is
unawardable.

During the course of the evaluation, the Government will document strengths, weaknesses,
deficiencies and clarifications using the following definitions:

Term Definition
Streneth An aspect of the quote that increases the likelihood of successful
£ contract performance.
Weakness A flaw in a quote that increases the risk of unsuccessful contract

performance.

Significant Weakness

A weakness, or combination of weaknesses, that appreciably
increases the risk of unsuccessful contract performance.

Deficiency

A material failure of a Quote/quotation to meet a Government
requirement or a combination of significant weaknesses in a
Quote/quotation that increases the risk of unsuccessful contract
performance to an unacceptable level.
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Limited exchanges, between the Government and Quoters that
Clarification may occur when award without discussions is contemplated.
Clarifications do not result in the submission of a revised quote.

Evaluation of Factor 3: Staffing Approach. The Government will evaluate whether the
Quoter’s staffing approach reflects competitive methods for recruitment and retention of
personnel along with effective and flexible methods for responding to the client’s projects and
environmental dynamics.

This includes:

Quoter’s techniques and ability for recruiting and retaining qualified and cleared
personnel, in accordance with PWS requirements, over the life of the contract as
well as the Quoters historical ability to retain cleared personnel.

Quoter’s techniques and ability for recruiting and retaining junior personnel, in
accordance with PWS requirements, over the life of the contract as well as the
Quoter’s historical ability to retain the junior personnel.

Adaptability and flexibility in fulfilling multiple positions containing varied

requirements within the scope of the PWS in a reasonable time for surge and future
BPA Calls.
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3.1 CONSENSUS

3.1.1 Summary Consensus Table

(0)(4)

(0)(4)
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(0)(4)
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(0)(4)
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b){4)
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(0)(4)

2022-ICLI-00038 816




Protest B-416734.1

AR Tab 6 - Consensus Report Factor 3
Subject to GAO Protective Order

Page 9 of 40

(0)(4)
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(0)(4)
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AWARD SUMMARY AND DECISION DOCUMENT

PROJECT TITLE:

PROGRAM OFFICE:

PROCUREMENT
PARTICIPANTS

REQUISITION NUMBER:

MEMORANDUM

Visa Lifecycle Vetting Initiative

Homeland Security Investigations (HSI), National Security
Investigation Division (NSID), Visa Security Program (VSP)
and Counter-Terrorism and Criminal Exploitation Unit
(CTCEU)

(0)(6); (L)T)C)

192118VHQSEVP0031
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
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AWARD SUMMARY AND DECISION DOCUMENT
MEMORANDUM

Factor 1 Factor 2 Factor 3
Corporate Key Staffing Factor 4

Vendor % i
Experience  Personnel Approach Price

A/U AU E/A/M/U
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Source Selection Sensitive in accordance with FAR 2.101 and 3.104
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C. Selection Decision

SRA’s quote represents the best value to the Government for this requirement and is hereby
awarded Blanket Purchase Agreement number 70CMSD18A00000003 for their quote submitted in

response to solicitation 70CMSD18Q00000016.
(0)(6); (0)(7)(C)

881t

Date

References —
1. Factors 1 and 2 Consensus Report
2. Factor 3 Consensus Report
3. Price Evaluation
4. RFQ Letter AO00001

Source Selection Sensitive in accordance with FAR 2.101 and 3.104
Page 10 of 10
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